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ISSUES PRESENTED FOR REVIEW

1. Whether the post trial injunction issued by the district court pursuant to

the trafficking proscriptions of the Digital Millennium Copyright Act, 17 U.S.C.

§ 1201(a)(2) and (b), prohibiting defendants from continuing to provide DeCSS to the

public, is consistent with the First Amendment.

2. Whether the district court correctly rejected defendants' fair use defense

where Congress expressly rejected providing a fair use defense to the trafficking

cause of action under 17 U.S.C. § 1201(a)(2) and (b); and defendants were not

themselves seeking to use or make fair use of DeCSS, and could not meet the fair use

standards of17 U.S.C. § 107.

STATEMENT OF THE CASE

Defendants-appellants Eric Corley (a/k/a Emmanuel Goldstein) and 2600

Enterprises, Inc. (collectively "Corley") l appeal the final judgment and order of

permanent injunction entered on August 17, 2000 by the Honorable Lewis A. Kaplan,

after a full trial on the merits.

1 Corley is the sole shareholder of 2600, Enterprises, Inc., which was subse-

quently named as a defendant in the lawsuit. (A37) 2600 Enterprises, Inc. purport-

edly owns the website at issue, "www.2600.com," (the "Site") on which defendant

Corley initially posted the DeCSS utility. Corley and 2600 Enterprises, Inc. also

publish a magazine entitled "2600: The Hacker Quarterly" (the "Quarterly"), which

Corley founded in 1984. See Universal Studios, lnc. v. Reimerdes, 111 F. Supp. 2d

294, 308-09 (S.D.N.Y. 2000) ("Universal").



This case presents an important test of the trafficking proscriptions of the

Digital Millennium Copyright Act of 1998 ("DMCA"), 17 U.S.C. § 1201 et seq.

Congress enacted the DMCA, after its ratification in 1997 of the World Intellectual

Property Organization ("WIPO') Copyright Treaties, to provide new and additional

protection for copyrighted works in the digital age by mandating legal protection for

technological measures employed to prevent unauthorized copying and distribution

of copyrighted works. The DMCA addresses the problem of instantaneous,

widespread proliferation ofinfi'inging copies made possible through the Interact, and

expressly authorizes injunctive relief against trafficking in, and offering to the public,

devices which circumvent technological measures, such as encryption and

scrambling, that copyright holders put in place to protect their works in digital form.

At trial, Plaintiffs-appellees (the "Studios") proved each of the elements of

Corley's violation of 17 U.S.C. § 1201(a)(2) and (b). 2 Corley does not challenge

those findings or dispute on this appeal that: (1) the Content Scramble System

("CSS') is a technological measure that effectively controls access to, and copying

2 The trafficking proscriptions apply to devices that circumvent technological

measures controlling access to a work (§ 1201(a)(2)) and devices that circumvent

technological measures protecting the rights of a copyright owner (§ 1201 (b)). The

Second Amended Complaint alleged violation of both (A44), the Studios relied on

both at trial, and the district court's findings establish a violation of both (A2630-34).

Corley's suggestion that additional briefing would be necessary for this Court to

address § 1201(b) is baseless.

2



of, the Studios' copyrighted works delivered in digital form on DVDs, within the

meaning of the DMCA (Tr. 750:14-751:1); 3 (2) "DeCSS" is a device that was

primarily designed to decrypt CSS-encoded DVDs and copy the decrypted movie to

a computer hard drive (Tr. 228:6-9, 809:18-22, 821:21-822:17, 834:5-6, 619:12-18,

748:17-19, 896:25-897:4, 898:16-22, 1099:16-18); and (3) Corley disseminated

DeCSS asa willful act of"electronic civil disobedience." (Tr. 834:18-24, 847:10-16;

A2374, 361:7-21) 4

Rather, Corley appeals Judge Kaplan's final judgment and permanent

injunction prohibiting his trafficking in an unlawful circumvention device solely on

First Amendment grounds, arguing that DeCSS, the software utility that decrypts the

Studios' files, is protected speech whose dissemination to the public cannot be

interfered with consistently with the First Amendment. As the Studios demonstrate

3 Throughout this brief, references to the trial transcript, which is reproduced in
Volume I of the Appendix, have been denoted with the prefix "Tr." followed by the
page and line number. All other citations to the Joint Appendix are represented as
A###." Section 1201 and pertinent portions of legislative reports cited are
reproduced in the Addendum ("Add-##").

4 Corley also admitted below and also does not dispute on appeal that his
conduct did not fall within either the narrow reverse engineering or encryption
research exceptions to the DMCA's trafficking proscriptions. (Tr. 838:3-8)
Accordingly, Corley has abandoned his arguments on the Studios' statutory claims,
and Judge Kaplan's findings regarding those claims, and his rejection of Corley's

entitlement to any statutory defenses under the DMCA are conclusive. Distasio v.

Perkin Elmer Corp., 157 F.3d 55, 66 (2d Cir. 1998); Anderson v. Branen, 27 F.3d 29,

30 (2d Cir. 1994).



below -- and asJudge Kaplan correctly found in a comprehensive and well-reasoned

opinion -- the trafficking proscriptions of the DMCA are aimed at conduct, not

speech. Application of the DMCA to Corley's conduct of indiscriminately

disseminating an unlawful circumvention device to the public does not violate the

First Amendment.

A. The Film Studios' Businesses, the Advent of DVI) Technology, and the

Content Scramble System ("CSS").

The Studios produce, manufacture and distribute copyrightable and

copyrighted material, including, specifically, full-length motion pictures. (Tr.

401:16-402:7; 404:8-11) The Studios, either directly or through affiliates, distribute

motion pictures for theatrical exhibition, for television broadcast, and on portable

media such as videocassette tapes and digital versatile discs ("DVDs") for

distribution in the home video market. (Tr. 402:5-14)

DVDs are the most current technological advance in the home video market

(Tr. 402:8-14), and can be played on standalone "DVD players," or on personal

computers configured with a DVD drive and additional hardware or software devices

sometimes referred to as "media players." (Tr. 25:4-11,925:3) Because they store

audiovisual information digitally, DVDs offer improved pic_re and sound quality

over analog media such as videocassette tapes. (Tr. 240:3-12; 403:18-404:2)



When digital data is copied or transmitted, the overall quality does not degrade

as in copies made from an analog source. (Tr. 404:19-22) Thus, without an effective

protection system for DVDs, it would be relatively simple for pirates to make pristine,

unauthorized copies. (Tr. 404:23-24) Such unauthorized copies could be stored on

computer hard drives or other auxiliary storage devices such as CD-ROMs, and

duplicated for unlawful sale, transfer or exchange, including by transmission over the

Internet, and each of those copies would be a perfect master for further copying. (Tr.

404:23-25, 628:21-629:15)

Because of this enhanced risk of unauthorized copying and distribution of

digital media, the Studios were reluctant to release valuable copyrighted films on

DVDs without implementing a copy protection and access control system. (Tr.

404:16-405:5, 480:22-23) The Studios, therefore, in reliance on Congress's

enactment of the anti-circumvention provisions of the DMCA, adopted such a system

-- the "Contents Scramble System" ("CSS") -- to provide security for the

copyrighted motion pictures stored on DVDs. (Tr. 406:13-407:7)

CSS includes elements of encryption and other security and authentication

measures that require DVD player devices to operate with licensed software "player

keys," which arenecessary to descramble and intelligibly play back the DVD content.

(Tr. 24:22-25:3; 209:20-210:13; 628:4-6) CSS has been licensed, by the DVD Copy

Control Association, on a non-discriminatory basis to hundreds of DVD player

5



manufacturers around the world, and is similarly available to others. (Tr. 409:17-25,

511:9-13) Under the CSS license, authorized DVD players are designed to decrypt,

unscramble and play back the DVD movie content, but not to enable users to access

that content in digital form or make digital copies of the copyrighted content. (Tr.

409:20-24; 505:4-6)

B. The Digital Millennium Copyright Act of 1998 ("DMCA")

One of the primary objectives of the DMCA was to bring United States

copyright law in line with the WIPO Copyright treaties. The WIPO treaties imposed

an obligation on member countries to "provide 'legal protection and effective legal

remedies' against circumventing technological measures, e.g., encryption and

password protection, that are used by copyright owners to protect their works from

piracy .... " See S. Rep. No. 105-190, at 8, 10-11 (1998) (Add-15, 17-18). Key

provisions of the DMCA unambiguously prohibit trafficking in devices designed to

circumvent so-called technological access control and copy control measures, like

CSS. See NIMMER ON COPYRIGHT § 12A.03[C] at 12A-27 n.105 (2000).

Specifically, Title 17 U.S.C. § 1201(a)(2)provides that:

[n]o person shall manufacture, import, offer to the public, provide, or

otherwise traffic in any technology, product, service, device, component,

or part thereof, that

(A) is primarily designed or produced for the purpose of

circumventing a technological measure that effectively controls

access to a work protected under this title;
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(B) has only limited commercially significant purpose or use
other than to circumvent a technological measure that effectively
controls access to a work protected under this title; or

(C) is marketed by that person or another acting in concert with
that person with that person's knowledge for use in circumventing
a technological measure that effectively controls access to a work
protected under this title.

17U.S.C. § 1201(a)(2) (2000).5 Section 1201(b)(1)(a) similarly prohibits trafficking

in devices "for the purpose of circumventing protection afforded by a technological

measure that effectively protects a right of a copyright owner." The anti-trafficking

provisions supplement the prohibition of circumventing in § 1201(a)(1)"[i]n order to

provide meaningful protection and enforcement of the copyright owner's right to

control access," copying and distribution. S. Rep. No. 105-190 at 28 (1998) (Add-

The Circumvention of CSS, and the Creation and Proliferation of DeCSS.

In or around October 1999, it was widely reported that a group of computer

"hackers" in Europe had identified the encryption keys for CSS. (Tr. 619:22-621:20)

These hackers -- including a Norwegian, Jon Johanssen, who testified at trial --

created and posted on the Intemet an executable software program commonly referred

to as "DeCSS," which, without authorization from the copyright owners, allowed

Section 1201 is reproduced in its entirety below at Add-1.

7



motion pictures on DVDs to be decrypted and copied to a computer hard drive. (Tr.

245:11-22; 622:21-23; 822:14-17)

DeCSS, which was designed to run on the Windows (R_ operating system,

accomplishes this function by mimicking the software player key that a CSS-licensed

DVD player would use to decrypt and unscramble the DVD content, thereby

circumventing, without authorization, the protections afforded by CSS. (Tr. 2i4:4-5;

250:7-251:16; 628:12-629:15; 898:19-22) DeCSS performs no functions other than

decrypting a DVD movie file and then copying it to the user's computer hard drive

or other designated storage device. (Tr. 246:24-248:5; 619:12-16; 896:25-897:4)

Although Corley continues to assert (Br. 4) that DeCSS was created for the purpose

of developing an "open-source" DVD player to run on the Linux operating system,

Judge Kaplan questioned the veracity of that tale and refused to so find. Universal

at 311 & n.79. In fact, contrary to the claim that DeCSS was created only to help the

Linux development project, Johanssen admitted at trial that hefirst posted DeCSS to

an Internet chat room that is an open forum for DVD enthusiasts generally, not just

Linux developers (Tr. 632:9-14, 633:1-4), and that, "about a month" later, another

visitor to that chat room told Johanssen that he had downloaded a movie from the

Interact. (Tr. 629:16-633:4)

The significant harm posed to the Studios' investment in their copyrighted

works by the dissemination of DeCSS (and, with it, the potential for widespread
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dissemination over the Internet of infringing copies of their movies) is neither

exaggerated nor hypothetical. The Studios proved at trial, and Judge Kaplan

expressly found, that "DeCSS is a free, effective and fast means of decrypting

plaintiffs' DVDs and copying them to computerhard drives." Universal at 315.

Moreover, using DeCSS in conjunction with a file compression utility known as

DivX "which is [also] available over the Intemet for nothing, with the investment of

some time and effort, permits compression of the decrypted files to sizes that readily

fit on a writeable CD-ROM" or can be exchanged over the Internet via high-speed

connections, ld.

D. Defendants Erie Corley and 2600 Enterprises, Inc., and Their

Unlawful Trafficking in DeCSS and Linking Scheme

Intentionally Designed to Evade the Preliminary Injunction.

On January 17, 2000, the Studios initiated this lawsuit for violation of the

trafficking proscriptions of the DMCA against Corley -- a self-described hacker

journalist -- and two other individuals, each of whom had posted the DeCSS

executable program on their Internet websites. 6 (A5)

On January 20, 2000, Judge Kaplan issued a preliminary injunction prohibiting

the defendants from, inter alia, "posting on any Internet web site, or in any other way

6 The other two defendants, Roman Kazan and Shawn Reimerdes, entered

consent decrees with the Studios following the issuance of the preliminary injunction.
Universal at 312 n.91.
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manufacturing, importing, or offering to the public, providing, or otherwise

trafficking in DeCSS .... " (A2563) After the preliminary injunction issued, the

Studios also were successful in their efforts, through their trade association the

Motion Picture Association of America, to discourage the posting of DeCSS on the

Internet by sending out numerous cease and desist letters. Universal at 312; see, e.g.,

A2284.

Following issuance of the preliminary injunction, Corley removed the DeCSS

posting from the Site. However, contrary to Corley's contention that "It]here is no

evidence that 2600's publication of DeCSS was different or more widespread than

prior or subsequent publications by others," (Br. 5), Judge Kaplan found that Corley

set out on a course of conduct purposefully designed "to frustrate plaintiffs' recourse

to the judicial system by making effective relief difficult or impossible," Universal

at 313, "to promote the dissemination of the program in an effort to defeat effective

judicial relief," id. at 341, and "to defeat the purpose of the preliminary injunction,"

id. at 343, by setting up a veritable DeCSS clearinghouse on the Site. (A2295,

A2330)

Corley solicited other hackers to post DeCSS and then forward back to the Site

the website addresses (called "URLs") for those postings. Corley even provided a

convenient input box on the Site through which one could transmit to him the URL

for a new posting of DeCSS so that he could link to it. (A2281)
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As Judge Kaplan expressly found (Universal at 312-13):

[i]n what [Corley] termed an act of "electronic civil

disobedience" . . [Corley] continued to support links to

other web sites purporting to offer DeCSS for download, a

list which had grown to nearly five hundred by July 2000

.... Indeed, [the Site] carried a banner saying "Stop the

MPAA" and, in reference to this lawsuit, proclaimed: "We

have to face the possibility that we could be forced into

submission. For that reason it's especially important that

as many of you as possible, all throughout the world, take
a stand and mirror these files. ''7

Corley admitted at trial that his linking scheme was intended specifically to

provide the DeCSS program itself, not just to disseminate information about the

utility. Indeed, C0rley testified that when a URL was forwarded to the Site, he

"initially verified the existence of the site" and that DeCSS was available there before

linking to it (Tr. 851:20-852:12):

THE COURT: And it was your practice to verify the existence of

the proposed mirrors before you linked to them,

when you put them on your mirror list, right?

CORLEY: That's correct.

THE COURT: So the means of knowing whether the link that you posted

to your mirror list took someone who clicked on that

hyperlink to a page containing a whole bunch of content,

some of it relating to DeCSS and others relating to God

only knows what, as compared to taking you directly to the

source code for DeCSS was entirely in your hands, true?

7 Corley's plea for others to "mirror these files" asked them to copy them onto

a website of their own. (Tr. 808:17-19)
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CORLEY: If we had spent more time on it, we could have

refined it so it took you directly to the actual

[DeCSS] files, yes... What we did was we took

what they gave us and looked at that and said, does

this go to DeCSS... and if it did we just put it in.

• • •

Yet, despite this startling trial admission, Corley (Br. 5) and his amici still attempt

inexplicably to characterize his intentional, knowingly unlawful conduct, whose very

purpose was to provide the DeCSS utility to the public, as "part of the coverage of the

ongoing political and legal debate about copyright in the digital age. ''8

E. The District Court's Opinion and Injunction.

After a six-day trial, Judge Kaplan permanently enjoined Corley from

trafficking in DeCSS, finding that: (1) Corley had "clearly violated [the trafficking

provision of the DMCA] by posting DeCSS to [the Site]," Universal at 319; (2)

Corley's conduct was not excusable under the reverse engineering (17 U.S.C. §

1201(f)), encryption research (§ 1201(g)(4)), or security testing (§ 12010))

exemptions to the DMCA, id. at 319-22; and (3) Corley's "statutory fair use argument

... [was] entirely without merit." Id. at 322-24. Judge Kaplan also held that Corley's

First Amendment arguments failed because, inter alia, the trafficking proscriptions

8 Judge Kaplan also expressly noted that"[n]ot surprisingly, [Corley's magazine]

has included articles on such topics as how to steal an Internet domain name, access

other people's e-mail, intercept cellular phone calls, and break into the computer

systems at Costco stores.., and Federal Express." Universal at 308-09 (internal

citations omitted).
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of the DMCA are content-neutral regulations -- and are, therefore, subject to no more

than intermediate scrutiny under United States v. O'Brien, 391 U.S. 367 (1968) --

which have

nothing to do with suppressing particular

ideas of computer programmers and

everything to do with functionality -- with

preventing people from circumventing

technological access control measures --just

as laws prohibiting the possession of burglar

tools have nothing to do with preventing

people from expressing themselves by

accumulating what to them may be attractive

assortments of implements and everything to

do with preventing burglaries.

Universal at 329; see also id. at 328 n.191. Judge Kaplan also held that Corley's

intentional linking scheme constituted "offer[ing], provid[ing] or otherwise

traffick[ing] in DeCSS" within the meaning of § 1201, because

[Corley] urged others to post DeCSS in an effort to

disseminate DeCSS and to inform [Corley] that they

were doing so. [Corley] then linked [the Site] to

those "mirror" sites, after first checking to ensure

that the mirror sites in fact were posting DeCSS or

something that looked like it, and proclaimed on [the

Site] that DeCSS could be had by clicking on the

hyperlinks on [the Site].

Universal at 325. As Judge Kaplan recognized and held, under the circumstances,

Corley's linking scheme was tantamount to, and indistinguishable from, the actual
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posting of the DeCSS utility on the Site, from which he already had been enjoined.

Universal at 324.

SUMMARY OF ARGUMENT

Judge Kaplan's final judgment was correct, and should be affirmed in its

entirety by this Court. The trafficking proscriptions of the DMCA aim at conduct and

are not content-based, and thus are subject at most to intermediate scrutiny. Even

assuming that Corley's distribution of a decryption device implicates any expressive

interest at all -- which is doubtful, since the provision of decryption tools embodied

in hardware would not warrant First Amendment review and no different result

should obtain because such tools may also be embodied in software, see United States

v. Mendelsohn, 896 F.2d 1183, 1185 (9th Cir. 1990) --Congress's purpose was

unrelated to the suppression of speech and neither aims at speech, nor at particular

viewpoints or content. The statutory text reveals, and the legislative history confirms,

that Congress sought to regulate conduct, the provision of the means for copyright

infringement, by analogy to statutes barfing the provision of burglary tools.

The cases leading to Florida Star v. B.J.F., 491 U.S. 524 (1989), on which

Corley relies, are inapposite, as those cases involve content-based laws aimed at

speech. Moreover, intermediate review was selected not because Corley's purported

speech was "functional" and entitled to any lesser protection, but in light of the fact

that the DMCA's tratTlcking proscriptions are aimed at conduct, not speech, and are
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not content-based. Judge Kaplan did not afford intermediate scrutiny on any finding

that the alleged speech at issue was less than "fully protected." Corley's suggestion

otherwise is factually and legally incorrect.

The trafficking proscriptions and the injunction easily pass intermediate

review. Corley does not dispute that an important governmental interest --

protecting digital copyrighted works from enhanced risks of piracy -- underlies the

trafficking proscriptions, and absent the proscriptions, that interest would be

advanced far less effectively. The statute and injunction are congruent to the benefits

afforded and support that interest and the further interest of complying with the WIPO

treaties requiring circumvention legislation, without "significantly restricting a

substantial quantity of speech." Turner Broad. Sys., Inc. v. FCC, 520 U.S. 180, 216

(1997) ("Turner Ir'). In view of Corley's attempts to evade the preliminary

injunction and his sustained, knowing provision of DeCSS to the public, the

injunction against his provision of DeCSS properly encompassed his public provision

of DeCSS by any means.

Finally, the injunction does not "unconstitutionally eliminate fair use," and the

fair use doctrine provides Corley with no defense against the injunction. Congress

rejected any fair use defense to the trafficking proscriptions; Corley could not prevail

on such a defense in any event; and Corley's submission that the trafficking

proscriptions eliminate or even significantly impair fair use is factually preposterous.
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The First Amendment is not violated by the fact that fair use of films, or plays, or

artworks, is necessarily constrained by copyright owners' decisions about how, when,

and to what extent to make their works publicly available, and there is today a far

greater scope for fair use of films, and of films on DVDs, than ever existed in the pre-

VCR era.
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ARGUMENT 9

I. APPLICATION OF THE TRAFFICKING PROSCRIPTIONS

OF THE DMCA TO CORLEY'S CONDUCT IS SUBJECT, AT MOST,

TO INTERMEDIATE SCRUTINY.

Judge Kaplan correctly held that none of the reasons justifying strict scrutiny

apply here, as the trafficking prohibitions of the DMCA are aimed at conduct and are

not content-based. This Court should affirm this holding because, here, the DMCA

was applied properly to Corley's conduct and, accordingly, is subject at most to

intermediate scrutiny.

Because Corley asserts that his expressive interests are burdened because

DeCSS constitutes, in itself, protected speech, this Court must "decide at the outset

the [appropriate] level of scrutiny": "not every interference with speech triggers the

same degree of scrutiny under the First Amendment." Turner Broad Sys., Inc. v.

9 In view of his contention that his First Amendment rights are infihnged, Corley

is correct that he is entitled to an independent appellate review of the record bearing

on the ultimate First Amendment issue. He is wrong in suggesting that standard to

be identical to de novo review, or that it applies to the appeal as a whole. Bose Corp.

v. Consumers Union, 466 U.S. 485, 514 n.31 (1984) ("There are, of course, many

findings of fact in a defamation case that are irrelevant to the constitutional standard

• .. and to which the clearly-erroneous standard of Rule 52(a) is fully applicable.

Indeed, it is not actually necessary to review the 'entire' record to fulfill the function

of independent appellate review on the actual-malice question; rather, only those

portions of the record which relate to the actual-malice determination must be

independently assessed. The independent review function is not equivalent to a 'de

novo' review .... "); Veilleux v. National Broad Co., 206 F.3d 92, 97 (lst Cir. 2000)

(same).
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FCC, 512 U.S. 622, 637 (1994) ("Turner I"). At one end of the spectrum, in order

to prevent the government fi'om suppressing unpopular ideas or disfavored views,

courts subject to strict scrutiny content-based laws that attempt to "stifle[] speech on

account of its message." See, e.g., United States v. Playboy Entm 't Group, Inc., 120

S. Ct. 1878, 1880 (2000); Reno v. ACLU, 521 U.S. 844 (1997); Sable

Communications of Cal., Inc. v. FCC, 492 U.S. 115, 126 (1989).

Where, as here, a law which is aimed at conduct is asserted to have impacted

speech, no more than an intermediate level of review applies. E.g., O'Brien, 391 U.S.

at 377 (law against burning draft cards applied to expressive protest); Clark v.

Community for CreativeNon-Violence, 468 U.S. 288 (1984) (ban on sleeping on the

Mall applied to homeless protest); United States v. Albertini, 472 U.S. 675 (1985)

(exclusion order applied to protestor on military base). Intermediate review is also

applied to laws that are aimed at expressive activity or the media, but which are not

content or viewpoint based and are justified by reasons other than the impact of

speech. E.g., TurnerI, 512 U.S. at 641-652, 662 and TurnerlI, 520 U.S. 180 (must-

carry regulations, justified by need to increase multiplicity of voices and to increase

competitiveness of marketplace); Ward v. Rock Against Racism, 491 U.S. 781, 791

(1989) (speech volume limitations), l0

10 See also Hill v. Colorado, 120 S. Ct. 2480, 2491 (2000) (time, place, and
(continued...)
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Moreover, no scrutiny is required when laws aimed at conduct are applied to

non-expressive conduct. Cohen v. Cowles Media Co., 501 U.S. 663, 669-70 (1991)

("generally applicable laws do not offend the First Amendment simply because their

enforcement against the press has incidental effects on its ability to gather and report

the news"); Arcara v. Cloud Books, Inc., 478 U.S. 697, 704, 706 (1986) (intermediate

review is required only when "it was conduct with a significant expressive element

that drew the legal remedy in the first place").

The Studios argued below that this case was govemed by Arcara and Cohen,

and Judge Kaplan adopted a similar analysis in his decision granting the preliminary

injunction (although he concluded otherwise in his final Opinion). 11 There is

substantial doubt that public distribution of DeCSS is an expressive act any more than

unauthorized provision of a password protecting a work (which Congress proscribed,

see pp.30-31 infra) would be. Because enforcement of the trafficking proscriptions

against Corley plainly satisfies O'Brien, however, the Court need not decide whether

l0 (...continued)

manner regulations for protests near health care facilities); San Francisco Arts &

Athletics, lnc. v. United States Olympic Comm., 483 U.S. 522, 536-537 (1987)
(restriction on use of"Olympic" designation); and Procunier v. Martinez, 416 U.S.

396, 410-14 (1974) (limitations on prisoner mail), overruled inpart on other grounds

by Thornburgh v. Abbott, 490 U.S. 401,413-14 (1989).

11 Compare A2570-71 with Universal at 326-27.
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no scrutiny is required as in Arcara and Cohen -- that is, whether Corley's public

distribution of DeCSS implicates no legitimate speech interests.

If the Court does address the issue, the question would be not whether

computer code can be sufficiently expressive to warrant First Amendment

protection, 12 but, as Judge Kaplan noted, whether application of the trafficking

proscription to Corley's distribution of DeCSS on the Site implicates the First

Amendment. The testimony was virtually unanimous that DeCSS is simply a tool for

decrypting DVDs 13-- meaning, the Studios submit, that it has no expressive content

itself, and should be subject to the same analysis as would be accorded a key, a

password, or a "virtual machine." See Universal at 219 n.3 0 (citing authorities). 14

12 See Junger v. Daley, 209 F.3d 481 (6th Cir. 2000) (reversing district court

decision that encryption export regulations presented no First Amendment issue, and

suggesting that intermediate scrutiny would apply if plaintiff had standing to

challenge revised regulations); Bernstein v. United States Dep 't of Justice, 176 F.3d

1132, 1141 (9th Cir.) (holding that encryption software in source code form can be

constitutionally protected expression, but expressing no opinion with respect to object

code), reh 'g en banc granted, op. withdrawn, 192 F.3d 1308 (9th Cir. 1999).

13 Tr. 25:15-19 (Shamos), 228:6-9 (Stevenson), 245:3-246:1, 259:6-9

(Schumann), 619:12-18 (Johannsen), 748:17-19 (Felton), 809:18-22, 821:21-822:17,

834:5-6 (Corley), 896:25-897:4, 898:16-22 (Ramadge), 1099:16-18 (Appel); A726,

33:18-21 (Hunt Dep.).

14 See also Katherine A. Moerke, Free Speech to a Machine? Encryption

Software Source Code ls Not Constitutionally Protected "Speech" Under the First

Amendment, 84 MINN. L. REV. 1007 (2000). Contradicting arguments they (and

Corley) press here, Professor Pamela Samuelson, co-author of the ACLU amicus

brief, and Professor J.H. Reichman, also an amicus here, have previously written
(continued...)

20



In comparable circumstances, in United States v. Mendelsohn, 896 F.2d 1183, 1185

(9th Cir. 1990), the Ninth Circuit held that a particular computer program was a

"device" prohibited by a law barring interstate transportation of gambling

paraphernalia, and rejected a First Amendment challenge because the software

furnished computerized directions for functional use in an

illegal activity .... Although a computer program under

other circumstances might warrant first amendment

protection [this one] does not [as it is] too instrumental in

and intertwined with the performance of criminal activity

to retain first amendment protection.

Corley's unauthorized provision to the public of burglary tools, a password, or an

automobile key would not implicate the First Amendment, and no different analysis

should apply merely because the decrypting technology Corley provided happens to

have been configured as software, indeed, Congress prohibited trafficking in

J4 (...continued)

while "traditional literary works" are "valued because of their expression . . .

[p]rograms have almost no value to users as texts. Rather, their value lies in

behavior," and conceded that "programs are, in fact, machines" that "could as easily

be implemented in hardware as in software," and that programs "exist to make

computers perform tasks... Traditional literary works, such as books, do not behave.

Programs, like other machines, do." Pamela Samuelson, J.H. Reichman, et al., A

Manifesto Concerning the Legal Protection of Computer Programs, 94 COLUM. L.

REV. 2308, 2315-16, 2319-20 (1994). Similarly, Professor Dan L. Burk, one of the

46 amici law professors, has observed that "congressional restriction of the function

of software does not offend the First Amendment, even if it constrains the expression

of values embedded in the artifact." Burk, Patenting Speech, 79 TEX. L. REV. 99, 116

(2000). Any functional device is likely to have some expressive elements, but if such

elements brought regulation of the devices under First Amendment scrutiny, "then it

is difficult to see where the confines of the label 'speech' will be found." Id. at 112.
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decryption devices whether configured as hardware or software and, accordingly, this

Court should reach the same result as the Ninth Circuit did in Mendelsohn. See

Conference Committee Report, H. R. Rep. No. 105-796 at 68 (1998) (Add-53) ("copy

control technologies may be rendered ineffective either by redesign of video recorders

or by intervention of 'black box' devices or software 'hacks'... the conferees believe

and intend that the term 'technology' should be read to include the software 'hacks'

of this type and that such 'hacks' are equally prohibited by the general circumvention

provision").

A. The DMCA Is a Generally Applicable Regulation of Conduct,

Not Speech.

As the Supreme Court repeatedly has held since United States v. O'Brien, 391

U.S. 367, 377 (1968), the enforcement of a law aimed at conduct is generally

subjected, at most, to intermediate scrutiny. Such laws "pose a less substantial risk

of excising certain ideas or viewpoints from the public dialogue." Turner/, 512 U.S.

at 642. "The distinction between regulating speech and regulating conduct that has

expressive components is fundamental," this Court held in United States v. Weslin,

156 F.3d 292, 297 (2d Cir. 1998), cert. denied, 525 U.S. 1071 (1999) (citations

omitted):

It is why government can validly prohibit a range of activities ranging

from secondary boycotts . . . through public- nudity.., to political

assassinations... It would be wrong to say that those activities are not
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or cannot be forms of expression. But the fact that they have expressive
aspects does not exempt them from governmental prohibition.

Intermediate scrutiny does not presume that the speech at issue is of lesser

value, or less than "fully protected." To the contrary, courts apply intermediate

scrutiny on the assumption (or determination) that the speech at issue is fully

protected. The Court in O 'Brien assumed that "the alleged communicative element

in O'Brien's conduct is sufficient to bring into play the First Amendment," id. at 376,

but held, nevertheless, that intermediate scrutiny was appropriate because "the law

punished him for the 'noncommunicative impact of his conduct, and for nothing

else.'" See also Alberting supra; City of Erie v. Pap's A.M., 529 U.S. 277, 291

(2000) (plurality opinion) (quoting O'Brien, 391 U.S. at 382).

Distilled to its essence, Corley's argument for strict scrutiny stems from his

contention that all computer software is "speech" deserving of the highest order of

First Amendment protection, regardless of the character of the statute regulating or

even incidentally impacting it. But even assuming arguendo that Corley's provision

of DeCSS has a "significant expressive element" because it is a software tool or was

"published" on a website, no more than intermediate review is required because

application of the DMCA in this case involves simply the enforcement of a law

regulating conduct, and a defense by a party that his expression has been thereby

infringed. See, e.g., City of Erie, supra; Albertini, supra; Clark, supra.

23



The DMCA's trafficking proscriptions are generally applicable conduct

regulations and reflect Congress's concern with conduct, not speech. They do not set

out to regulate speech, and afortiori do not single out particular categories of speech

or viewpoint. Contrary to the assumption made by Corley and his amici -- who

contend without authority or justification that the trafficking proscriptions are subject

to strict scrutiny -- the trafficking proscriptions are conduct regulations, like the

statutes upheld in O'Brien, Albertini, CCNV, and City of Erie, and are significantly

less problematic than the statute at issue in Turner I and Turner II, which was a direct

regulation of the media, yet, nonetheless, was subjected only to intermediate review

because it was justified by reasons unrelated to the communicative impact of the

speech affected. See TurnerI, 512 U.S. at 642.

Unlike the statutes challenged in the cases on which Corley and his amici

rely, 15 which drew strict scrutiny because they directly prohibited or restricted

"communications" or "disclosures" or other speech, the DMCA's trafficking

proscriptions are aimed at "products" and "devices" that circumvent technological

15 See, e.g., Reno v. ACLU, 521 U.S. 844, 859-60 (1997) (criminalizing the

knowing transmission of defined "comment[s], request[s], suggestion[s], proposal[s],

image[s], or other communication[s]"); Florida Star v. B.J.F., 491 U.S. 524, 526

(1989) (unlawful to "print, publish, or broadcast.., in any instrument of mass

communication" names of rape victims); Sable Communications of Cal., Inc. v. FCC,

492 U.S. 115, 120-23 (1989) (criminalizing "indecent communication for commercial

purposes"); Blount v. Rizzi, 400 U.S. 410, 419 (1971) (authorizing Postmaster to

return allegedly obscene mail).
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measures protecting the Studio's digital copyrighted works. Although flamed with

sufficient generality to encompass such devices whether embodied in hardware or

software, the statutory text restricts only the conduct of publicly distributing tools that

accomplish the circumvention that Congress sought to deter. In comparable

circumstances, courts have upheld anti-trafficking statutes like 18 U.S.C. § 2512,

which bars the distribution of"wire, oral or electronic communication intercepting

devices," even though such devices arguably may have lawful uses that may further

speech interests. See, e.g., United States v. Spy Factory, 951 F. Supp. 450, 474-75

(S.D.N.Y. 1997) (Sotomayor, J.); Mendelsohn, 896 F.2d at 1185-86.

The DMCA's legislative history confirms that Congress sought to regulate con-

duct, the provision of decryption devices, using the express analogy of laws barring

the provision of burglary tools. See, e.g., S. Rep. No. 105-190, at 11 (1998) (Add-

18). 16

16 See also Staff of House Comm. on the Judiciary, 105th Cong., 2d Sess.,

Section-by-Section Analysis of H.R. 2281 as Passed by the United States House of

Representatives on August 4, 1998, (Comm. Print 1998), at 8-9 (Add-67) ("While this

legislation is aimed primarily at 'black boxes' that have virtually no legitimate uses,

trafficking in any product or service that meets one or more of the three points in this

test could lead to liability .... The Sony test of 'capab[ility] of substantial non-

infringing uses,' while still operative in cases claiming contributory infringement of

copyright, is not part of this legislation... "), Conference Committee Report, H.R.

Rep. No. 105-796, at 63-65 (1998) (Add-48-50) (noting that the "black box" or "anti-

circumvention" provisions were enacted to comply with the WIPO obligation to

provide "adequate legal protection and effective legal remedies against the
(continued...)
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Congress's purpose, revealed with indisputable clarity, was to facilitate the

wider distribution of creative speech, not to eliminate or reduce harm from particular

viewpoints, messages, or ideas. The trafficking proscriptions were enacted to comply

with the nation's obligation, under the WIPO Copyright Treaties, to "provide

adequate legal protection and effective legal remedies against the circumvention of

effective technological measures that are used by authors in connection with the

exercise of their rights," and thereby to provide "the legal platform for launching the

global digital on-line marketplace for copyrighted works." S. Rep. No. 105-190, at

2, 5 (1998) (Add-9, 12).

Concerned that copyright owners were hesitating "to make their works readily

available on the Internet without reasonable assurance that they will be protected

against massive piracy" (id. at 8) (Add-15), Congress sought (id. at 11) (Add-18) to

encourage technological solutions, in general, by enforcing private

parties' use of technological protection measures with legal sanctions

for.., producing and distributing products or providing services that are

aimed at circumventing technological protection measures that

effectively protect copyrighted works. For example, if unauthorized

access to a copyrighted work is effectively prevented through use of a

password, it would be a violation of this section to defeat or bypass the

password and to make the means to do so, as long as the primary

purpose of the means was to perform this kind of act. This is roughly

16 (...continued)

circumvention of effective technological measures that are used by authors in

connection with the exercise of their rights").
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analogous to making it illegal to break into a house using a tool, the
primary purpose of which is to break into houses.

Legislation prohibiting circumvention devices is not
unprecedented. The Copyright Act in section 1002(c) already protects
sound recordings and musical works by prohibiting devices which
circumvent any program or circuit that implements a serial copy
management system.... The Communications Act in section 605(e)(4)
prohibits devices that are 'primarily of assistance in the unauthorized
decryption of satellite programming .... ,17

Corley's attack on the trafficking proscriptions as a violation of free speech is

perverse, because the DMCA was enacted to increase the amount and variety of

digital speech available to the public, not to suppress speech or speakers. 18 Even

assuming arguendo that any speech interests of Corley are implicated at all, "[w]here

constitutionally protected interests lie on both sides of the legal equation[,].., there

is no place for a strong presumption against constitutionality, of the sort often thought

to accompany the words 'strict scrutiny.'" Nixon v. Shrink Missouri Gov'tPAC, 528

17 Congress's reference to "passwords" underlines the irrelevance of Chicago

Lock v. Fanberg, 676 F.2d 400 (9th Cir. 1982), on which Corley relies (Br. 24).

Chicago Lock held only that California common law imposed no confidentiality
duties on locksmiths, and said nothing about whether such duties might have been

imposed.

is See H.R. Rep. No. 105-551, pt. 1, at 9-10 (1998) (Add-80-81). The Register

of Copyrights recently agreed, in the rulemaking mandated by Congress concerning

§ 1201(a)(1), that the DMCA was enacted to enable a much wider and much earlier

dissemination of creative works than would occur if content owners could not protect

their works from near-instantaneous worldwide digital dissemination, and concluded

that the DMCA is serving that purpose. 65 Fed. Reg. 64556, 64568 n.13 (Oct. 27,

2000) (Add-122).
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U.S. 377, 400 (2000) (Breyer, J., concurring); see also, e.g., Turner/, 512 U.S. at 647

(even where statute assisted some speakers at expense of other speakers, only

intermediate scrutiny was warranted because the statutory purpose was to "guarantee

the survival of a medium that has become a vital part of the Nation's communication

system").

B. The DMCA's Trafficking Proscriptions Are Not Content-Based and

Do Not Single Out Speech or the Media for Differential Treatment.

The trafficking proscriptions on conduct are not content- or viewpoint-based,

and leave Corley and his supporters entirely free to criticize the DMCA, Congress,

the judiciary, or Hollywood. Like the law barring newspapers' publication of

discriminatory help-wanted ads upheld in Pittsburgh Press Co. v. Pittsburgh

Commission on Human Relations, 413 U.S. 376, 388 ( 1973), or laws barring breaking

and entering into bookstores or libraries without permission, their justification lies

in the "noncommunicative impact" of the regulated activity. O'Brien, 391 U.S. at

382. The trafficking proscriptions further legitimate and substantial interests in treaty

compliance and preserving the incentives created by copyright protection to create

and disseminate original works. Any burden on the exchange of ideas and

information is incidental to, and a necessary byproduct of, the government's pursuit

of"a legitimate regulatory goal" unrelated to the suppression of speech or the content

of the speaker's message. Turner1, 512 U.S. at 641.
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"[T]he principal inquiry in determining content-neutrality.., is whether the

government has adopted a regulation of speech because of [agreement or]

disagreement with the message it conveys." Turner 1, 512 U.S. at 642 (internal

quotation marks and citation omitted). The "purpose, or justification" of the law is,

thus, the touchstone in ascertaining content neutrality. Id. "Government regulation

of expressive activity is content neutral so long as it is justified without reference to

the content of the regulated speech." Ward, 491 U.S. at 791.

The text and history of the DMCA's trafficking proscriptions do not single out

a particular message, speaker, subject, or viewpoint for disfavored treatment, nor even

single out speech. In contrast to the statute struck down in United States v. Playboy

Entertainment Group, Inc., 120 S. Ct. 1878, 1885 (2000), which singled out particular

content and particular speakers, the DMCA's trafficking proscriptions apply

regardless of the content, subject matter, or identity of speakers, and can be used to

protect any film, any book, or any musical recording. Far from reflecting any effort

to "suppress, disadvantage, or impose differential burdens upon speech because of its

content," Turner I, 512 U.S. at 642, they reflect a legislative judgment that all

copyright owners should be able to protect their digital works from virtually

instantaneous, unauthorized worldwide dissemination in an age when technological

advances diminish the deterrent effect and remedial efficacy of the infringement

cause of action. The restrictions are thus "justified without reference to the content"

29



of speech. Ward, 491 U.S. at 791; see also Hill v. Colorado, supra; United States v.

Weslin, supra.

Corley's contention (Br. 19) that § 1201(a)(2) "plainly categorizes banned

'technologies' including computer programs, based upon their subject matter and

ideas" is frivolous. The DMCA bars trafficking in circumvention devices (regardless

of how configured) because ofwhatthey do and are suited to do, not because of their

ideas; indeed, like the "black boxes," "passwords," and keys which Congress

envisioned, decryption devices express no "ideas." Public provision of decryption

tools is actionable regardless of purpose, just as legislatures have made it unlawful,

or could, to publicly distribute wiretapping tools, burglar tools, master keys to new

vehicle fleets, and combinations to identified bank vaults or safes. 19

Even if application of the statute, on occasion, may prevent persons, including

the news media, fi'om providing specific strings of numbers or software devices to the

19 Seizing on narrow exemptions that certain interest groups lobbied for and

obtained concerning encryption research, reverse engineering, and security testing,

§ 1201(f, g, and k), Corley contends (Br. 20) that the existence of those exemptions

somehow triggers strict scrutiny. The law is otherwise. City ofLadue v. Gilleo, 512

U.S. 43, 52 (1994), on which Corley relies, says only that exemptions "may diminish

the credibility of the government's rationale for restricting speech in the first place."

(Emphasis added.) Here, the narrowly tailored exemptions that Congress afforded in

lieu of a broader fair use defense does not at all "diminish the credibility" of the

rationale for the general trafficking prohibition Congress enacted to comply with the

WIPO treaty and preserve the inducement to creation and dissemination that

copyright affords.
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public in particular instances, that is simply a consequence of the fact that "keys" to

unlock encrypted copyrighted works can be embodied not only in hardware but in

software as well, and that Congress has prohibited their distribution in either form.

Cf. Pittsburgh press, supra.

"[G]enerally applicable laws do not offend the First Amendment simply

because their enforcement against the press has incidental effects on its ability to

gather and report the news." Cohen, 501 U.S. at 669. Cohen's holding that the First

Amendment did not bar an anonymous source's claim for damages flowing from

breach of a newspaper's promise of confidentiality demonstrates that strict scrutiny

does not apply even when, in particular cases, generally applicable laws attach

liability to the public disclosure of truthful, newsworthy information. Id. at 668-72;

see alsoKonigsbergv. StateBar, 366 U.S. 36, 50-51 (1961).

Cohen also reflects the broader principle that "the comprehensiveness of [a]

statute is a virtue, not a vice, because it is evidence against there being a

discriminatory governmental motive." Hill, 120 S. Ct. at 2497; cf. Turner/, 512 U.S.

at 661 ("broad based" regulations "do not pose the same dangers of suppression and

manipulation that [are] posed by... more narrowly targeted regulations [aimed at

particular speakers]"); Cincinnati v. Discovery Networklnc., 507 U.S. 410, 424-26

(1993).

protects

That reasoning is equally applicable here, on both sides of the DMCA: it

copyright owners generally and prohibits public distribution of
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circumvention devices regardless of how or bywhom it might be effected, and is not

confined to hackers, the media or to anti-Hollywood websites. That two-fold

generality confirms that Congress was motivated not by hostility toward the

dissemination of information generally or a particular category of information, but

instead by the "noncommunicative impact," O'Brien, 391 U.S. at 382, of the public

distribution of circumvention tools.

C. Corley's Remaining Arguments for Strict Scrutiny Are Meritless.

Corley's argument that strict scrutiny is required by the line of cases

culminating in Florida Star v. B.J.F., 491 U.S. 524, 533 (1989), reversing criminal

punishment of or damage awards against the press for publishing "truthful

information about a matter of public significance," is baseless.

First, unlike the DMCA's trafficking proscriptions, the statutes involved in

those cases were content-based and squarely aimed at speech. 2° That difference is

dispositive: the Supreme Court squarely has held that a generally applicable law that

does not single out expression is not governed by Florida Star even when in a

20 Florida Star reversed a damage award imposed for violating a law barring

publication of the names of rape victims; Smith v. Daily Mail Pub 'g Co., 443 U.S. 97,

98 (1979), overturned a conviction under a law barring publication of the names of

juvenile defendants "in any newspaper"; Landmark Communications, lnc. v. Virginia

,435 U.S. 829, 830 (1978), reversed a penalty under a law making it unlawful to

"divulge" information about judicial misconduct proceedings; and Cox Broad Corp.

v. Cohn, 420 U.S. 469, 471 n.1,487 (1975), reversed a damage award under a law

prohibiting publication of name of rape victim to protect victim's identity.
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particular case it is applied to a purported media defendant and sanctions the

disclosure of truthful information about a matter of public significance. Cohen, 501

U.S. at 668-69.

Second, even ignoring (as the cases do not) the character of the regulation and

focusing instead on the consequence of its application, DeCSS is not "truthful

information," much less "truthful information about a matter of public significance,"

but a piece of functional software, accordMendelsohn, 896 F.2d at 1185, whose sole

purpose is to do what Congress has rendered unlawful -- namely, to decrypt without

authorization DVDs that have been encrypted with CSS to protect the Studios'

copyrighted films from piracy.

Corley was not sued for reporting that DeCSS had been developed and that it

decrypts DVDs; he was sued for providing to the public on a sustained and

continuous basis, in violation of the DMCA, the actual decryption device whose

distribution Congress prohibited. The DMCA does not target disclosure of

information, but the distribution of unlawful circumvention devices. The case is

therefore governed not by Florida Star but rather by the rule underlying Pittsburgh

Press, which upheld the constitutionality of an order enforcing a law prohibiting

employers from publishing, or any other person from aiding the publication of, any

"notice or advertisement relating to 'employment' or membership which indicates any
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discrimination because of... sex." Rejecting the newspaper's First Amendment

challenge, the Supreme Courtheld that "[t]he present order does not endanger

arguably protected speech. Because the order is based on a continuing course of

repetitive conduct, this is not a case in which the Court is asked to speculate as to the

effect of publication .... Moreover, the order is clear and sweeps no more broadly

than necessary .... "413 U.S. at 390 (citations omitted). As Pittsburgh Press makes

plain, the First Amendment does not bar the proscription of speech which is itself

unlawful conduct that Congress may prohibit. See also Jews for Jesus, Inc. v. Jewish

Community Relations Council, lnc., 968 F.2d 286, 295-96 (2d Cir. 1992) (citing

various laws that "can be violated by speech or other expressive conduct" without

First Amendment difficulty); Mendelsohn, 896 F.2d at 1185-86.

Corley's reliance onFlorida Star also ignores the well-settled role that the First

Amendment does not prohibit the enforcement of laws protecting intellectual property

-- even against a media defendant. See Harper & Row Publishers Inc. v. Nation

Enters., 471 U.S. 539, 555-60 (1985); Zacchini v. Scripps-HowardBroad. Co., 433

U.S. 562 (1977) (rejecting First Amendment challenge to damage award against

broadcasting company that violated plaintiff's rights of publicity); San Francisco Arts

& Athletics, supra; Cable/Home Communication Corp. v. Network Prods., lnc., 902
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F.2d 829, 849 (1 lth Cir. 1990). 21

To hold that the DMCA's trafficking proscriptions cannot be applied to

software devices distributed over the Internet because any form of software is

"truthful information" would turn First Amendment jurisprudence on its head, and

eviscerate the conduct-targeted trafficking proscriptions.

The trafficking proscriptions are no more subject to strict scrutiny than the

analogous laws, some of which were expressly cited by Congress as models for the

DMCA, prohibiting the manufacture, distribution and sale of cable and satellite

television "descramblers," which also defeat access control systems. See, e.g., 47

U.S.C. § 553(a)(2) (2000), 47 U.S.C. § 605(e)(4) (2000), and 18 U.S.C. § 2512

(2000). See, e.g., Cable�Home Communication Corp., 902 F.2d at 850 (promotion

of statutorily-prohibited "descrambling devices" for subscription cable television

programming, and sale of pirated computer chips to compromise the encryption of

plaintiffs' transmissions, were not protected by the First Amendment; because defen-

dants' "speech" "not only violated the copyright and communications laws, but also

encouraged third parties to do so,.., defendants-appellants have no protection within

21 See also New York Times Co. v. United States, 403 U.S. 713, 731-32 n.1 (1971)

(White, J., concurring) ("No one denies that a newspaper can properly be enjoined

from publishing the copyrighted works of another."); Flamm v. American Ass 'n of

Univ. Women, 201 F.3d 144, 149 (2d Cir. 2000); ltar-Tass Russian News Agency v.

Russian Kurier, Inc., 153 F.3d 82, 93 (2d Cir. 1998); cf Don King Prods., Inc. v.

Douglas, 742 F. Supp. 778, 782 n.4 (S.D.N.Y. 1990).
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the First Amendment for their unlawful expression"); California Satellite Sys. v.

Seimon, 767 F.2d 1364, 1367-68 (9th Cir. 1985) (no First Amendment right to pirate

scrambled satellite broadcast signals); Spy Factory, supra. 22

Corley's argument that there is no First Amendment justification for down-

grading the protection for "functional expression" (Br. 33-40) misstates what Judge

Kaplan did and attempts to raise an issue not decided below or at issue herel Judge

Kaplan did not "create a new category of lesser protected speech" (Br. 33) or hold

that DeCSS was "unworthy of full First Amendment protection because DeCSS is

written in a computer language rather than the English language (or mathematics or

iambic pentameter) allowing it to 'function'" (Br. 33). To the contrary, he agreed

with Corley that "DeCSS is expressive" (Universal at 328), but concluded that

because the trafficking proscriptions are aimed at conduct, and are not content-based,

only intermediate review is applicable. Universal at 329-30. 23

22 Corley's argument that software is necessarily "fully protected speech"

deserving strict scrutiny regardless of the character of the regulation is at odds with

the settled application of a wide range of strict liability product warranties and other

regulation to software under, e.g., U.C.C. § 2-314, U.C.I.T.A. § 405, and other state

laws. Unlike the expression in books and newspapers, to which such warranties and

regulation cannot constitutionally be applied, see, e.g., Winter v. G.P. Putnam's Sons,

938 F.2d 1033 (9th Cir. 1991) (citing cases), courts have consistently held that

software is a product subject to such warranties. See M_ILGRIM ON LICENSING, § 5.20

(2000) (citing U.C.I.T.A. and other authorities).

23 Thus, the Opinion justifies the application of intermediate scrutiny before

analyzing the Junger case, on which Corley relied, and addressing its discussion of
(continued...)
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The decision to apply intermediate scrutiny always reflects a decision (or

assumption) that there is some impact on "speech," and presents the question whether

that impact is nonetheless permissible. Turner I, supra; Procunier v. Martinez,

supra. As Judge Kaplan correctly recognized, it is the character of the regulation, not

whether as applied it impacts "speech" in a given instance (or speech of greater or les-

ser value), that determines whether intermediate or strict scrutiny applies. Universal

at 327-28. Because Judge Kaplan undertook O'Brien analysis on the assumption that

Corley's speech interests were at issue, and that protected speech was being impacted,

the arguments Corley and his arnici make concerning "functional" speech are simply

not germane to any issue on appeal. FCC v. Pacifica Found, 438 U.S. 726, 735

(1978).

Finally, Corley's effort to root strict scrutiny in 17 U.S.C. § 1201(c)(4) is also

meritless. That subsection's assurance that nothing in § 1201 "shall enlarge or

diminish any rights of free speech or the press for activities using consumer elec-

tronics, telecommunications, or computing products" does not support Corley's

claimed right to provide decryption devices to the public, much less suggest the

standard of review to be applied in assessing the First Amendment defense he offers.

Such provisions are used by Congress to reassure bill opponents that Congress

23 (...continued)

functionality. Universal at 328-30.
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considered the relevant interests, and intended no violation of the First Amendment. 24

No court has held that such savings clauses require any different analysis than would

otherwise obtain.

II. THE APPLICATION OF THE TRAFFICKING PROSCRIPTIONS

TO CORLEY'S CONDUCT SATISFIES INTERMEDIATE

SCRUTINY.

Intermediate scrutiny entails a two-fold inquiry. First, does the law "further[]

an important or substantial governmental interest" that is "unrelated to the suppres-

sion of free expression." Second, is the "the incidental restriction on alleged First

Amendment freedoms.., no greater than is essential to the furtherance of that

interest." O'Brien, 391 U.S. at 377; United States v. Weslin, 156 F.3d at 297. The

DMCA's trafficking proscriptions and Judge Kaplan's injunction against Corley's

admitted trafficking in DeCSS easily meet both requirements.

A. The Trafficking Proscriptions Further Significant Interests

Unrelated to the Suppression of Expression.

Corley contends (Br. 25) that the DMCA and injunction are insufficiently

tailored, but accepts (Br. 22) Judge Kaplan's holding that the trafficking proscriptions

further significant interests unrelated to the suppression of expression. The first part

24 E.g., 2 U.S.C. § 1607 (2000) (Lobbying Disclosure Act of 1995); 18 U.S.C.

§ 112(d) (2000) (Act for the Protection of Foreign Officials); 42 U.S.C. § 2000bb-4

(2000) (Religious Freedom Restoration Act); 47 U.S.C. § 326 (2000) (Communi-

cations Act); Pub. L. No. 106-274, 114 Stat. 803, §§ 5, 6 (Religious Land Use and

Institutionalized Persons Act of 2000).
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of the O'Brien standard (whether the law furthers a substantial governmental interest)

is, therefore, not at issueY See Universal at 330 ("The anti-trafficking provision of

the DMCA furthers an important governmental interest -- the protection of

copyrighted works stored on digital media from the vastly expanded risk of piracy in

this electronic age. The substantiality of that interest is evident both from the fact

that the Constitution specifically empowers Congress to provide for copyright

protection and from the significance to our economy of trade in copyrighted

materials.") .26

25 E.g., United States v. Quiroz, 22 F.3d 489, 490 (2d Cir. 1994) ("It is well

established that 'an argument not raised on appeal is deemed abandoned"); Mehta v.

Surles, 905 F.2d 595, 598 (2d Cir. 1990); United States v. Babwah, 972 F.2d 30, 34

(2d Cir. 1992).

26 The pertinent portions of each legislative report amply reflect the compelling

interests underlying the trafficking proscriptions, and are reproduced in the

Addendum. Hearings were conducted by the Senate Judiciary's Subcommittee on

Courts and Intellectual Property, see S. Rep. No. 105-190, at 6 (Add-13) (1998); by

the House Judiciary Committee's Subcommittee on Courts and Intellectual Property,

see H.R. Rep. No. 105-551, pt. 1, at 12 (Add-83) (1998); and by the House
Commerce Committee's Subcommittee on Telecommunications, Trade, and

Consumer Protection, see H.R. Rep. No. 105-551, pt. 2, at 28 (Add-94) (1998). See

also, e.g., 144 Cong. Rec. H10615, H10618 (Add-132) (1998) (Statement of Rep.

Barney Frank) ("I want to express my satisfaction with what we worked out. As

Members have mentioned, we have a tough situation here in which we want to protect

intellectual property rights but not interfere with freedom of expression.").
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B. The Injunction Against Providing DeCSS Does Not Unnecessarily Restrict

Expressive Activities.

To satisfy O'Brien's narrow tailoring requirement, a regulation need not be the

least speech-restrictive means of advancing the government's interests. Rather, the

requirement of narrow tailoring is satisfied "so long as the.., regulation promotes

a substantial governmental interest that would be achieved less effectively absent the

regulation," and does not "burden substantially more speech than is necessary to

further" that interest. TurnerI1, 520 U.S. at 213-14; see also id. at 215. The standard

is satisfied if the "burden .... is congruent to the benefits it affords." Ward, 491 U.S.

at 799 (quoting United States v. Albertini, 472 U.S. 675,689 (1985)). "'The essence

of narrow tailoring is 'focusing on the evils the [government] seeks to eliminate...

[without] significantly restricting a substantial quantity of speech that does not create

the same evils.'" Turner 11, 520 U.S. at 216 (citation omitted).

The trafficking proscriptions easily meet that test. Congress's purposes plainly

would be achieved "less effectively absent the regulation." The risks of widespread

digital dissemination of infi'inging copies of digital copyrighted works are reduced

if the means for circumventing the technological protections that prevent access to

and copying of the unencrypted digital content on DVDs cannot be indiscriminately

provided to the public. Moreover, the WIPO treaties require "legal protection and

effective legal remedies," which § 1201 affords.
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Indeed, as Congress expected, it took the DMCA and the technological access

control measures and other pi'otections it fosters and protects to induce various

copyright owners to make their works available digitally. 27 Moreover, the trafficking

proscriptions are "congruent to the benefits" they afford and do not "restrict a

substantial quantity of speech" because all that they prohibit is the provision of actual

decryption devices to the public. They do not restrict academic research, or protest

against the DMCA. Most of what they were intended to reach, and do reach, is not

speech at all; and if they do reach any "speech," the trafficking proscriptions only

prohibit disseminating to the public the very circumvention devices that Congress

decreed may not be distributed. The trafficking proscriptions thus advance precisely

the interest that the nations ratifying and implementing WIPO, including the United

States, have sought to advance.

In comparable circumstances, in United States v. Weslin, this Court easily held

the Federal Access to Clinic Entrances Act ("FACE") "valid under O'Brien," noting

that FACE advanced the interests underlying it more effectively than would be

possible without it, while leaving "anti-abortion protestors and all other persons

wishing to exercise fi'ee speech rights under the First Amendment at liberty to hold

signs, pass out handbills, speak conversationally, and so forth, anywhere and anytime

27 65 Fed. Reg. 64556, 64568 n.13 (Add-122).
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they choose." 156 F.3d at 298. Corley and his allies are similarly free to criticize the

DMCA or Hollywood, discuss and teach cryptography, and so forth, anywhere and

anytime they choose. All that they may not do is provide to the public the particular

circumvention device, DeCSS, that would defeat the access and copy controls with

which the Studios have protected their works. 2g

As in Pittsburgh Press, the burden (if any) imposed by the DMCA's trafficking

proscriptions is exactly "congruent to the benefits" it affords. Indeed, the "speech"

burdened by the DMCA is limited to any decryption utility that may itself not be

distributed (just as in Pittsburgh Press the burden fell only on publishing

discriminatory employment advertisements). The DMCA and Judge Kaplan's

permanent injunction prohibit precisely the conduct that Congress found would be

harmful and, thus, defined as unlawful: the offering to the public of decryption

devices. Throughout its range, the restriction produces the precise benefit Congress

28 Although several ofCorley's amici from the field of cryptography, including

cryptographer Bruce Sclmeier, criticize the scope of the encryption research

exemption of the DMCA, § 1201(g), ironically, even Mr. Schneier has voiced strong

personal opposition to the public dissemination of"exploits" (i.e., computer programs

"that make[] use of a vulnerability to attack a system" (A1056)), like DeCSS, stating

that "I believe that it is irresponsible, and possibly criminal, to distribute exploits.

Reverse-engineering security systems, discovering vulnerabilities, and writing

research papers about them benefits research; it makes us smarter at designing secure

systems. Distributing exploits just make [sic] us more vulnerable... Handing

computer weaponry to clueless teenagers is part of the problem." See Bruce Schneier,

Publicizing Vulnerabilities, Crypto-Gram, Feb. 15, 2000 (available at

http://www.counterpane.com/crypto-gram-0002.html).
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sought to obtain. See Albertini, supra; Ward, supra. 29

The only case Corley cites in which a law subject to O'Brien review was

invalidated, Bery v. City of New York, 97 F.3d 689, 697 (2d Cir. 1996), is inapposite,

since it involves protected activity, not conduct that may be prohibited. Review of

"time, place, and manner" regulations always has entailed consideration of whether

such regulations "leave open ample alternative channels for communication." See,

e.g., Clark, 468 U.S. at 293. Accordingly, the Bery court, after concluding that the

City's licensing regime for street artists was effectively "a de facto bar preventing

visual artists fi'om exhibiting and selling their art in public areas in New York," held

that "[t]he sidewalks of the City must be available for appellants to reach their public

audience," and that the "City has thus failed to meet the requirement of demonstrating

alternative channels for appellants' expression." Bery, 97 F.3d at 697-98. But when

29 In an elliptical footnote (at 25 n. 16), Corley suggests that the standard of

scrutiny applicable to the injunction is not the usual O'Brien standard but the

marginally heightened standard (although less than strict scrutiny) applied in Madsen

v. Women's Health Ctr., lnc., 512 U.S. 753 (1994). Compare Schenck v. Pro-Choice

Network, 519 U.S. 357, 372-73 (1997), and United States v. Scott, 187 F.3d 282, 287

(2d Cir. 1999)(applying Madsen standard) with Hill, 120 S. Ct. at 2488 (applying the

O'Brien- Ward standard, not Madsen, in a facial challenge to a legislative enactment).

Here, because paragraphs l(a) and l(b) of the Final Judgment merely track

Congress's own legislative directions and, unlike the injunctions in those cases, entail

no further interstitial judicial mini-legislation directed at when, how, and in what

manner "speech" may be limited, only the usual O'Brien-Ward test is applicable,

although the injunction easily passes the Madsen test as well. The injunctive

provisions upheld in Madsen, Schenck, and Scott burdened significantly more speech

than does the injunction here.
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0 'Brien review is aimed at conduct regulations, and speech impacts are incidental (if

they exist at all), the question is less pertinent, or at least different, and the

touchstone, as identified in Turner and Albertini, is simply whether the governmental

interest would be advanced less effectively absent the regulation. See Albertini, 472

U.S. at 688-689, see also Turner land11, supra.

Corley complains (Br. 25) that Judge Kaplan failed "entirely to consider the

availability of alternative channels of expression for DeCSS." However, "alternative

channels" analysis does not apply where what is regulated is itself unlawful, such as

the discriminatory help-wanted notices in Pittsburgh Press, the software program in

Mendelsohn, and the trafficking in decryption devices here. Defendants in fraud

cases, for example, may not challenge the application of fraud statutes to their speech

because "alternative channels of expression" for their fraud are unavailable. In any

event, the DMCA leaves untouched channels of communication for persons engaged

in protest, encryption research, reverse engineering, and security testing. See 17

U.S.C. §§ 1201(f)(3), 1201(g)(4)(B) & 12010)(4 ). All it proscribes, and properly so,

is provision of decryption devices like DeCSS to the public at large (where they

would lead to great harm). See also Albertini, 472 U.S. at 688-89.
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C. Given C0rley's "Studied Effort to Defeat" the Preliminary Injunction, the

Injunction Barring Him from Knowingly and Purposely Providing DeCSS

by Linking Does Not Unnecessarily Restrict His Expressive Activities and

Satisfies Intermediate Scrutiny.

Having found that Corley violated the trafficking proscriptions and made "a

studied effort to defeat the purpose of the preliminary injunction," and that there was

a "substantial likelihood of future violations absent injunctive relief," Universal at

343, Judge Kaplan correctly formulated a decree to prevent and restrain further

violation of the Studios' rights. Accordingly, in paragraphs l(a) and l(b) of the Final

Judgment (A2690), Judge Kaplan enjoined Corley from "offering to the public,

providing, or otherwise trafficking in DeCSS" -- by any means, including the means

he had been using during the six months that the preliminary injunction was in effect

(i.e. providing hyperlinks to DeCSS) in a flagrant challenge to the district court's

authority.

To satisfy Rule 65(d) and eliminate any contention that the prohibition against

"providing" DeCSS was insufficiently specific or left Corley free to find other

indirect ways of providing DeCSS to the public, Judge Kaplan, adding belt to

suspenders, also expressly enjoined Corley from further distribution of DeCSS to

persons accessing his site by "knowingly linking any Internet web site operated by

them to any other web site containing DeCSS or knowingly maintaining any such link

for the purpose of disseminating DeCSS." (A2692, paragraph 1(c))
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The core of the Studios' position on Corley's linking scheme was that Corley's

behavior once legal action commenced (e.g., his brazen attempts to frustrate the

Studios' ability to obtain effective relief by encouraging additional DeC SS postings,

and then to evade the preliminary injunction by setting up hundreds of links to

DeCSS on the Site instead of keeping a "safe distance" from his enjoined conduct)

was an intentional, sustained distribution of DeCSS to the public, thereby warranting

further injunctive relief. That was the basis on which the permanent injunction

against Corley's linking scheme was sought and imposed. Federal courts have held

consistently that a defendant's failure to keep a "safe distance" from previously-

enjoined conduct sufficiently warrants broader injunctive relief. See, e.g., Scott, 187

F.3d at 288-89 ("in certain situations, 'a record of abusive conduct makes a

prohibition' permissible where it would not otherwise have been"); Kentucky Fried

Chicken Corp. v. Diversified Packaging Corp., 549 F.2d 368, 390 (5th Cir. 1977) (in

fashioning equitable relief against a party "who has transgressed the governing

standards, a court of equity is free to proscribe activities that, standing alone, would

have been unassailable"); Oral-B Labs., Inc. v. Mi-Lor Corp., 810 F.2d 20, 24 (2d

Cir. 1987) ("Furthermore, a party who has once infringed a trademark may be

required to suffer a position less advantageous than that of an innocent party"). 3°

See generally Timothy R. Cahn and Joshua R. Floum, Applying the Safe
(continued...)
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Contrary to the protestations of some ofCorley's amici, see, e.g., Online News

Association Br. at 13, Judge Kaplan made plain that he was not broadly holding

"linking" unlawful. Universal at 340-41. Rather, the injunction was based soundly

on the particular facts of Corley's "studied effort to defeat the purpose of the

preliminary injunction" (A2684) and his admitted purpose of disseminating DeCSS.

Corley's 500 links to DeCSS were not merely a by-product of an article describing

a controversy, or an effort to make such an article more complete; rather, he

admittedly set out to distribute DeCSS to the public, and engaged in repeated efforts

to do so, providing it continuously for many months.

Barring Corley from "knowingly linking any Intemet web site operated by

[him] to any other web site containing DeCSS or knowingly maintaining any such

link for the purpose of disseminating DeCSS" was necessary if the governmental

interest underlying the trafficking proscriptions was to be served, as Judge Kaplan

recognized. Unless Judge Kaplan framed the injunction to make plain to Corley that

it prohibited his provision of DeCSS by any method, including by linking, its

remaining provisions could not achieve the purpose for which Congress authorized

injunctive relief.

30 (...continued)

Distance Rule in Counterfeiting Cases: A Call for the Use of Broad Equitable Power

to Prevent Black and Gray Marketeering, 8 FORDHAM I. P., MEDIA & ENT. L.J. 487

(1998).
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Corley and his amici ignore this history against which the permanent injunction

was crafted and, misguidedly, complain that this appeal presents broad questions

about the constitutional status of linking generally. But as the Supreme Court held

in FCC v. Pacifica Foundation, 438 U.S. 726, 734 (1978), appellate courts "review[]

judgments, not statements in opinions... [and that rule] has special force when the

statements raise constitutional questions, for it is our settled practice to avoid the

unnecessary decision of such issues." Accordingly, the focus of review here is

properly on the injunction entered against Corley, not on the issues that Corley and

his amici _ by grossly overreading the permanent injunction, misreading the opinion

and studiously ignoring the findings and record on which it was entered -- would

rather address (such as whether the district court's "test for linking liability is

inadequate" or whether it "will chill significantly more speech than the defamation

standard"). 31 This case, after all, like Pacifica, is an enforcement action, not an

affirmative facial challenge, much less an affirmative facial challenge to a law

directed at speech. See also Broadrick v. Oklahoma, 413 U.S. 601,615-16 (1973)

("particularly where conduct and not merely speech is involved, we believe that the

overbreadth of a statute must not only be real, but substantial as well, judged in

relation to the statute's plainly legitimate sweep").

31 See Corley Br. 30; Online News Association Br. 14.
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It is also important to note that Corley's linking is already proscribed (although

not with the same unmistakable clarity) by paragraphs l(a) and (b) of the Final

Judgment. Those restrictions in the permanent injunction prohibit Corley from

providing DeCSS to the public by any means. Thus, the simplest basis for upholding

paragraph 1(c) -- which eliminated any doubt that the injunction barred Corley from

providing DeCSS in any manner whatever, including linking -- is that it reaches no

conduct (or speech) not already barred by paragraphs 1(a) and 1(b) and, therefore,

satisfies the First Amendment if they do. Because paragraphs l(a) and (b) survive

O'Brien review, so too does paragraph 1(c). See supra n.29 and Point IIA.

Even if the Madsen-Schenck test were applied to the injunction, every part of

it is valid, including the clarification in paragraph l(c) that Corley's knowing,

intentional provision of DeCSS by linking is prohibited. Under Madsen and Schenck,

an injunction directed at expressive activity is valid if it "burdens [no] more speech

than necessary to serve a significant governmental interest." See Schenck, 519 U.S.

at 374; Scott, 187 F.3d at 287. 32 Enjoining Corley from knowingly providing the

public with links on his Site to DeCSS "for the purpose of disseminating DeCSS"

32 For the reasons relied on in Madsen, 512 U.S. at 763-64 n.2, and in Schenck,

519 U.S. at 374 n.6, the injunction is content-neutral because it "was issued not

because of the content but because of [defendants'] prior unlawful conduct." See

Universal at 328-329 (defendants undertook "a studied effort to defeat the purpose

of the preliminary injunction").
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serves precisely the interests underlying the DMCA, which are not challenged here,

and, accordingly, burdens "no more speech than necessary."

Determining whether an injunction burdens more speech than necessary

requires assessinghow much speechis likely to be burdened and whether that burden

is necessary in light of the circumstances presented. On the facts adduced at trial --

which proved that Corley engaged in a campaign of"electronic civil disobedience"

by soliciting others to copy DeCSS onto their own web sites and then return to him

their URLs so that he could, after carefully verifying that those sites contained the

DeCSS, create a link back to DeCSS, whose presence he had induced 33-- it is plain

that very little, if any, "speech" of Corley's was burdened by paragraph l(c), and that

any such burden is "necessary" within the meaning of Madsen and Scott.

No speech of Corley's is prohibited by the restriction in paragraph 1(c) against

Corley's provision of DeCSS by linking. He evidenced no interest in linking to those

sites other than to further distribute DeCSS to the public. Corley's testimony that he

did not link to the sites whose addresses were returned to him unless they contained

DeCSS (Tr. 847:28-848:7, 851:20-852:12) indisputably confmns that his interest was

limited to providing DeCSS and did not extend to republishing any non-DeCSS

33 See supra, at 10-12. Corley asked other hackers to publicly provide the decryp-

tion device only once he was apprehensive that the Studios would assert their rights

(redoubling his efforts after the preliminary injunction). E.g., A2270-93; A2619-22,
2684-86.
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content on those sites. (Given his plea to hackers to copy DeCSS and practice of

linking back to their sites only after he ensured that they had done so, it is fair to say

that any claim that he has an interest in "sharing" the speechof others would be based

on smoke and mirrors.)

That the injunction is narrowly tailored to Corley's provision of DeCSS (by

whatever means), without burdening more speech than necessary, is also confirmed

by the fact that the injunction prohibits Corley from providing DeCSS by linking to

• sites containing it, but does not eliminate those sites or purport to reach them (unless

they are acting "in concert" with him, in which case their provision of DeCSS is

already prohibited by paragraphs l(a) and l(b)). Nor is any burden produced by

"uncertainty" and resulting chilling effect; the injunction against linking makes

entirely clear what Corley may not do. Cf. Scott, 187 F.3d at 287-88 (discussing the

uncertainty problem in Schenck that it found not present in the order under review).

Corley's own conduct brings the Scott justification squarely into play and makes plain

that, under the circumstances, any marginal burden on Corley's "speech" imposed by

paragraph 1(c) is no greater than necessary. 34

34 While the Studios submit that the purpose and reach of the trafficking

proscriptions require no more than intermediate scrutiny, the trafficking proscriptions

are narrowly tailored to serve compelling governmental interests, including interests

in the wider dissemination of protected speech, and would therefore survive even

strict scrutiny. See, e.g., Burson v. Freeman, 504 U.S. 191 (1992) (upholding statute
(continued...)
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lIIo THE INJUNCTION AGAINST

TRAFFICKING IN DeCSS DOES

ELIMINATE FAIR USE.

CORLEY'S INDISCRIMINATE

NOT UNCONSTITUTIONALLY

Corley's argument (Br. 41-66) that the injunction "unconstitutionally

eliminates fair use" and that the anti-circumvention and trafficking proscriptions of

the DMCA should be construed to avert this purported constitutional difficulty is

wrong for multiple reasons. First, Congress deliberately declined to enact a fair use

defense for either the circumvention (§ 1201 (a)(1)) or trafficking causes of action (§

1201 (a)(2),(b)), providing, instead, an assortment of defenses and exemptions better-

tailored to the statutory plan. Second, because Corley did not seek to use DeCSS

himself and distributed DeCSS to the world at large without making the slightest

attempt to limit distribution to persons seeking to make what he contends would be

"fair use decryption," Corley cannot defend his trafficking in DeCSS on the theory

that it would facilitate fair use by others.

34 (...continued)

on strict scrutiny); Osborne v. Ohio, 495 U.S. 103 (1990); Austin v. Michigan St.

Chamber of Commerce, 494 U.S. 652 (1989). The means Congress chose were

"precisely targeted," indeed with laser-like accuracy, at the compelling governmental

interests in treaty compliance, protecting copyright incentives from the harms

threatened by technological advances, and inducing reluctant copyright owners to

disseminate into the marketplace in digital form their copyrighted works, while

leaving the DMCA's opponents free "to express their political views." Austin, 494

U.S. at 660. On their face, and as applied here, the trafficking proscriptions prohibit

nothing except the public distribution of the actual means of decryption, leaving

cryptologists, academics, and everyone else free to criticize, comment, or engage in

any speech about such means, or about anything else.
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As Judge Kaplan recognized, Corley raises the purported "right to fair use"

solely on the basis of third-party hypothetical uses, none of them serious, imminent

or prevalent enough to justify striking down a statute whose application in most

instances (preventing the "Napster-ization ''35of the Studio's copyrighted films) is

constitutional. See Universal at 337-39. Such a third-party fair use defense to public

trafficking in unlawful decryption devices, abstracted from the use of specific copy-

righted works, is conceptually unintelligible, and even if it were not, Corley's

indiscriminate dissemination of DeCSS to the general public renders him ineligible

for any such defense.

Further, given technological advances, there is today, under the DMCA, a far

greater opportunity for fair use of the Studio's motion pictures and the supplementary

materials distributed with them on DVDs than was available either before commercial

distribution of VCRs or since. The First Amendment surely does not require a fair

use defense for the indiscriminate public provision of decryption devices, least of all

now, while the dystopian scenarios that so alarm amici are nowhere near becoming

reality and wholly unsupported by the record. This Court should affirm Judge

Kaplan's decision and reject COrley's attempt at an unnecessary "saving" construction

of the statute, a construction that would nullify the protection Congress afforded in

35 See generally A&M Records, Inc. v Napster, lnc., No. 00-16401, 16403, 2001

WL 115033 (9th Cir. Feb. 12, 2001).
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the DMCA.

A. Congress Expressly Rejected a Fair Use Defense to the Ban on Providing
Circumvention Devices to the Public.

Rejecting a general fair use defense for § 1201(a) and (b), which Corley's

attorneys and many of his amiei urged Congress to enact, Congress instead provided

seven narrower exemptions and defenses where it was possible to do so consistent

with the overall purpose of the anti-circumvention and anti-trafficking statutory

mandates. See 17 U.S.C. § 1201(d)-(j) (2000). 36 This statutory scheme reflects a

conscientious effort to balance the interests of copyright holders and others and to

articulate this balance in terms appropriate to the distinctive purpose of the DMCA.

Corley asserted several of these statutory exceptions, and Judge Kaplan's rejection

of these defenses by Corley is unchallenged. See Universal at 319-21. But § 1201

conspicuously does not provide a "fair use" defense to trafficking in circumvention

devices. 37

36 The Register of Copyright also recently noted in the Final Rule issued in the

rulemaking proceeding required by § 120 l(a)(1)(C), that "fair use, as codified in 17

U.S.C. § 107, is not a defense to the cause of action created by the ari.ti-circumvention

prohibition of section 1201." Recommendation of the Register of Copyrights, 65

Fed. Reg. 64556, 64561 (Add-115).

37 Even commentators critical of aspects of the DMCA have recognized that a fair

use defense is simply not part of the statutory plan. See, e.g., David Nimmer, A R/ff

on Fair Use in the Digital Millennium Copyright Act, 148 U. Pa. L. Rev. 673,723

(2000).
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The legislative history confirms that Congress intended that the DMCA should

not detract from the fair use defense already available to copyright infringement

actions, and equally that "fair use principles certainly should not be extended beyond

their current formulation." H.R. Rep. No. 105-551, pt. 2, at 25 (1998) (Add-91); see

also S. Rep. No. 105-190, at 23-24, 30 (1998) (Add-30-31, 37). Advocates of a

general fair use defense to a violation of § 1201, including representatives ofamici,

presented their concems to Congress, 38and the House Commerce Committee was

particularly "concerned that marketplace realities" could lead to "less access, rather

than more, to copyrighted materials," and in a worst-case scenario "the permanent

encryption of all electronic copies." H.R. Rep. No., pt. 2, at 36 (Add-96). Indeed, an

3s See, e.g., Testimony Regarding Implementation of the December 1996 WIPO

Copyright and Phonograms Treaties: Hearing on H.R. 2281 Before the House

Comm. on Commerce, 105th Cong. (1998) (statement of Robert Oakley), available

at http://com-notes.house.gov. (proposing, on behalf of American Library Association

and others, that § 1201 should include a subsection stating that "[a]ll rights,

limitations and defenses available under this title, including fair use, shall be

applicable to actions arising under this chapter"); Testimony Regarding

Comprehensive Implementation of the December 1996 WIPO Copyright and

Phonograph Treaties: Hearing on H.R. 2281 Before the House Comm. on the

Judiciary, 105th Cong. (1997) (statement of Gary J. Shapiro), available at

http://www.house.gov/judiciary/4008.htm (arguing, on behalf of consumer electronics
manufacturers, that Section 1201 is defective because it does not "allow 'fair use' to

be invoked as a defense for a product that enables fair uses by consumers"); id.

(statement of Chris Byme), available at http://www.house.gov/judiciary/4023.htm

(advocating revision of DMCA to incorporate Sony standard and link "liability for

circumventing a copy protection system to an intent to infringe" and "enable users to

access and copy material for fair use").
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amendment "legislating an equivalent fair use defense for the new right to control

access" was proposed. H.R. Rep. No. 105-551, pt. 2, Additional Views of Scott Klug

and Rick Boucher, at 85-86 (Add-106-07).

But, as the amendment's advocates acknowledge, id., Congress rejected the

pleas of 62 law professors to forego the trafficking proscriptions, H.R. Rep. No. 105-

551, pt. 2, at 24 (Add-90), and also declined to enact a fair use defense. Instead,

Congress adopted, inter alia, a two-year moratorium on circumvention liability under

§ 1201(a)(1)(A) -- but, importantly, not on trafficking liability -- and narrowly

tailored exemptions from trafficking liability that would not destroy the village in

order to save it. See 17 U.S.C. § 1201(a)(1)(A-D), § 1201(f-j).

Notably, the DMCA makes a firm distinction between circumvention liability

-- for which Congress provided in § 1201(a)(1) the possibility of regulatory

exemption of classes of works in furtherance of the interests that underlie the fair use

defense to infringement actions -- and trafficking liability under §§ 1201(a)(2) and

(b), as to which no such exemption was afforded or conceptually possible. Indeed,

as Congress recognized, public provision of decryption devices would eliminate pre-

cisely the security for technologically protected copyrighted works that Congress

sought to foster. See 17 U.S.C. § 1201(a)(1)(E); Staff of House Comm. on the

Judiciary, 105th Cong., 2d Sess., Section-by-Section Analysis of H.R. 2281 as Passed

by the United States House of Representatives on August 4, 1998, (Comm. Print
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1998) ("Committee Print"), at 8 (Add-66).

Congress's rejection of a general fair use defense to trafficking liability is

reflected in three narrow exemptions to § 1201(a)(2) for persons who develop and

provide circumvention technologies for the limited purposes of reverse engineering,

encryption research, and security testing. See 17 U.S.C. § 1201(f)(2), (f)(3), (g)(4),

(j)(4). Congress was mindful of potentially legitimate needs to circumvent

technological protections limiting access and copying, and chose to craft exemptions

narrowly tailored to those needs so as to advance the DMCA's goal of inducing copy-

right owners to make their works available in digital form. See Committee Print at

15 (Add-73-74) (Section 1201(0(3 ) accommodates sharing of circumvention tools

to facilitate interoperability of newly-developed computer programs, but

"[r]ecognizing... that making circumvention information or tools generally available

would undermine the objectives of this Act, the provision imposes strict

limitations.").

The Supreme Court consistently has deferred to Congress's ability to balance

competing interests when technological innovations threaten to diminish the

incentives fostered by the Copyright Act. See, e.g., Sony Corp. of Am. v. Universal

City Studios, Inc., 464 U.S. 417, 431 (1984) ("Sound policy, as well as history,

supports our consistent deference to Congress when major technological innovations

alter the market for copyrighted materials. Congress has the constitutional authority
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and the institutional ability to accommodate fully the varied permutations of

competing interests that are inevitably implicated by such new technology.").

Congress deliberately omitted a fair use defense for trafficking in circumvention

devices, and the targeted exemptions that it did craft would be rendered superfluous

-- in violation of basic rules of statutory construction -- by the fair use defense

Corley and his amici ask the Court to enact. See, e.g., Commissioner v. Clark, 489

U.S. 726, 739 (1989) (statutory exceptions are construed narrowly to preserve the

primary operation of the statute); Patsy v. Board of Regents, 457 U.S. 496, 507-12

(1982) (rejecting proposed construction that would render other statutory provisions

superfluous); United States v. Tappin, 205 F.3d 536, 540 (2d Cir.) (same), cert.

denied, 121 S. Ct. 260 (2000). The statutory text, structure, and legislative history

all confirm that the reference to "fair use" in § 1201(c)(1) is to keep causes of action

for circumvention and trafficking, and defenses thereto, separate from infringement

actions and defenses.

By its very nature, fair use cannot be wrenched from the infringement context

and wedged into the DMCA's statutory framework: fair use is the "use of a

copyrighted work," 17 U.S.C. § 107, permissible only under a "case-by-case analysis"

of the use in relation to the work, Campbell v. A cuff-Rose Music, Inc., 510 U.S. 569,

577 n.8 (1994); Harper & Row Publishers, Inc. v. Nation Enters., 471 U.S. 539, 560

(1985). A defendant establishes a fair use affirmative defense by proving, Campbell,
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510 U.S. at 590, that his use of a particular work will be limited and unlikely to cause

market harm. By contrast, the DMCA is concerned not with the copying of specific

works but with the public dissemination of devices that facilitate infringement and

thereby risk harm to all copyrighted works protected by a given technology. A fair

use defense to trafficking in circumvention devices -- which Congress refused to

enact, despite pleas to do so by, among others, Corley's attorneys and many of his

amici -- would render the proscription meaningless and eviscerate the technological

protections against digital copying that Congress sought to foster.

B. Even If Congress Had Not Expressly Rejected a Fair Use Defense to

a Trafficking Claim, Corley Could Not Prevail on Any Such Defense

and His "Overbreadth" Argument Is Equally Unavailing

Judge Kaplan's permanent injunction against Corley's trafficking in DeCSS

cannot be overturned on fair use grounds not only because Congress provided no such

defense, but also because, by Corley's own admission, he would not be entitled to it

in any event. During the course of the proceedings below, Corley admitted that: (a)

he did not own any DVDs or a DVD player; (b) he personally never used, nor sought

to use, DeCSS; and (c) he never wanted or needed to decrypt any work protected with

CSS. (A337-38) The only "use" Corley made of DeCSS was his sustained

trafficking in the device on the Site, with no attempt to limit distribution to persons

with some particularized need to use it for a non-infringing, or any other arguably
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permissible purpose. 39

On this record, Corley cannot possibly be entitled to rely on fair use because

he personally is not making any "use" of either DVDs or DeCSS. Corley's fair use

mantra is an impermissible attempt to raise the purported fair use rights of a host of

third-party, hypothetical users of DeCSS, in defiance of Congress's decision that

consideration of such purported uses- i.e., the doctrine of Sony, 464 U.S. at 440-42

I "is not part of this legislation." See supra n. 16. 4o Federal courts routinely have

rejected defendants' attempts to assert the fair use rights (whether real or hypo-

39 Corley posted DeCSS on his web site, and solicited others to do so as well,

describing it as a free DVD decoder to enable people to copy DVDs, and with an

invitation to all and sundry to download it. See A371, A2270. Even if there were a

fair use defense to assert, Corley would not succeed, given Congress's categorical

conclusion that public provision of decryption devices "would adversely affect the

potential market" for copyrighted works. See Sony, 464 U.S. at 451; American

Geophysical Union v. Texaco lnc., 60 F.3d 913,927 n.13 (2d Cir. 1994).

40 Corley adduced testimony from computer scientists about potential third-party

scientific uses that conceivably might be facilitated by DeCSS. See A386-390

(testimony of Prof. Peter Ramadge) and Br. at 47-49. Such evidence cannot afford

Corley a defense, however, because he did not know of these third parties or their

research and made no effort to limit his distribution of DeCSS for such purposes. See

A374. Corley's indiscriminate dissemination of DeCSS is in sharp contrast to the

narrow exemptions for distribution of circumvention devices Congress enacted in 17

U.S.C. § 1201(0, (g), and (j).

In fact, Dr. Peter Ramadge's testimony showed that digital audiovisual content

can be licensed for his research purposes, and that DeCSS is, at most, a means to

obtain better quality content at a better price -- i.e., free. See A388-90. He had no

knowledge of whether his corporate research sponsors approached copyright owners

to obtain licenses to use digital content. A398.
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thetical) of third parties to excuse their unlawful conduct. See, e.g., Napster, Inc.,
r

2001 WL 115033, at "6-'12 (rejecting defendant MP3 music file sharing service's

argument that its users engaged in fair use); Infinity Broad Corp., v. Kirkwood, 150

F.3d 104, 108 (2d Cir. 1998) (rejecting defense despite argument by defendant which

retransmitted copyrighted radio broadcasts over telephone lines that end listeners

engaged in transformative fair use of broadcasts); Princeton Univ. Press v. Michigan

DocumentServs., 99 F.3d 1381, 1386 & n.2 (6th Cir. 1996) (rejecting fair use defense

to college campus "copy shop" operator's unauthorized copying of "coursepacks"

despite assertion that "it would be fair use for the students or professors to make their

own copies"), cert. denied, 520 U.S. 1156 (1997); Basic Books, Inc. v. Kinko's

Graphics Corp., 758 F. Supp. 1522, 1530-31 (S.D.N.Y. 1991) (same); UMG

Recordings, Inc. v. MP3.com, Inc., 92 F. Supp. 2d 349, 351-53 (S.D.N.Y. 2000)

(rejecting fair use defense to website operator's unauthorized copying of copyrighted

CDs despite defendant's attempt to portray service as "functional equivalent" of its

subscribers' fair use).

For this same reason, this Court also should reject any attempt to argue that by

impairing fair use of DVDs generally the DMCA's trafficking proscriptions are

unconstitutionally overbroad (which Corley seems to have abandoned in any event,
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see Br. at 52, but which some of his amici press). 41 Generally, a litigant has standing

only to vindicate his own rights] Members of City Council v. Taxpayers for Vincent,

466 U.S. 789, 796 (1984). 42 Accordingly, Corley may assert hypothetical fair uses

by others only if the overbreadth doctrine were applicable here. It is not. As the

Supreme Court repeatedly has cautioned, overbreadth is "strong medicine" that

should be applied only "with hesitation" and as a "last resort." Los Angeles Police

Dep 't v. United Reporting Publ 'g Corp., 528 U.S. 32, 39 (1999); New York v. Ferber,

458 U.S. 747, 769 (1982); Broadrick, 413 U.S. at 613. Where statutes aimed solely

at conduct -- as are § 1201(a)(2) and (b), see Point IA, supra -- are concerned, "the

overbreadth of a statute must not only be real, but substantial as well, judged in

relation to the statute's plainly legitimat e sweep," before the statute can be

invalidated. Hill, 120 S. Ct. at 2498; Ferber, 458 U.S. at 770; Broadrick, 413 U.S.

at 615. Here, as in United Reporting, Ferber, and Authors League of Am., Inc. v.

Oman, 790 F.2d 220, 225-26 (2d Cir. 1986) (Oakes, J., concurring), Congress's

stated, legitimate purpose in enacting, and the permissible applications of, the

4_ See, e.g., ACM Committee Br. at 5.

42 Naturally, ifa statute is facially invalid in every conceivable application, any

litigant will have standing to challenge it, Taxpayers for Vincent, 466 U.S. at 803

(citing cases invalidating laws requiring speakers to obtain licenses for speech, or

prohibiting specific expressions based on content), but the trafficking proscriptions

here have unchallengeable constitutional application to a wide range of conduct, and

are not at all analogous to the statutes subject to invalidation on that ground.
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DMCA's trafficking proscriptions dwarf whatever marginal applications might be

imagined to impair expressive interests, and Judge Kaplan properly rejected Corley's

argument that application of the DMCA to his trafficking activities is unconstitutional

because of its supposed chilling effect on some theoretically permissible conduct or

speech of others. Universal at 337-39. 43

43 Among decisions rejecting overbreadth challenges in copyright-related cases,

see, e.g., Anderson v. Nidorf 26 F.3d 100, 104 (9th Cir. 1994), cert. denied, 574 U.S.

1035 (1995), and Authors League, 790 F.2d at 225-26 (Oakes, J., concurring)

(agreeing that Copyright Act manufacturing clause, 17 U.S.C. § 601, did not violate

plaintiffs' rights and that the court should "leave to another day the question whether

it is unconstitutional as applied" to others). Among other recent cases rejecting

overbreadth challenges to statutes aimed conduct, see, e.g., Osborne v. Ohio, 495 U.S.

103, 112 (1990), and Longo v. United States Postal Serv., 953 F.2d 790, 797-98 (2d

Cir. 1992), vacated and remanded on other grounds, 506 U.S. 802 (1992), adhered

to, 983 F.2d 9 (2d Cir. 1992), cert. denied, 509 U.S. 904 (1993).

Finally, Corley mistakenly proposes (at 63-66) that to remedy the asserted

constitutional infirmity of the DMCA this Court should construe § 1201(a)(3) to

mean that "the authority of the copyright owner" to decrypt an encrypted work passes

to the buyer of a copy of such a work upon sale of a DVD. Judge Kaplan rightly

rejected this tortured reading as "sophistry." See Universal at 317 n. 137. Copyright

owners would not go to the trouble of encrypting their works for use with DVD

players with authorized decryption keys if the mere sale of a copy entitled the buyer

to decrypt the works and copy them with impunity. The authorization by the Studios

has been limited to accessing DVD content via authorized equipment, and does not

extend to decryption enabling the further copying and distribution of the digital (or

analog) output. Both this proposed "saving construction" and the proposed judicial

imposition of a "fair use" defense would eviscerate the trafficking proscriptions and

eliminate the protection for which Congress enacted them.
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C. The Trafficking Proscriptions Do Not Eliminate
Fair Use of Films Delivered on DVD.

Corley and his amici erroneously assert that the permanent injunction, and the

DMCA's trafficking proscriptions in general, sound the death knell for fair use of

copyrighted works delivered on DVDs. 44 Contrary to those claims, however, the

public now has a far greater body of commercially-released films from which to make

fair use, and a greater scope for fair use of each of those films, than was ever

available prior to the commercial launch of VCRs in the 1970s. In the pre-VCR era

and since, the First Amendment has not been violated by the fact that the fair uses that

could have been made of films always have been necessarily impacted by the Studios'

decisions about how frequently, and in what cities and theaters, to release their films.

The property rights that have, for example, permitted Disney to release Snow White

only periodically and for limited times, and that permit both live stage and motion

picture theaters to refuse to allow ticketholders to film or videotape plays and films,

do not violate the First Amendment, and neither do the state law rights that, together

with 17 U.S.C. § 202, permit purchasers of art objects or literary manuscripts

(whether or not copyrighted) to keep them out of public view. The Studios are free

to release their films exclusively for display in movie theaters, or not to release them

at all. See, e.g., Stewart v. Abend, 495 U.S. 207, 228-29 (1990) ("nothing in the

See, e.g., Corley Br. 41; Lessig and Benkler Br. 10; ACLU Br. 4-5, 14-15.
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copyright statutes would prevent an author from hoarding all of his works during the

term of the copyright"). Studios distributed their works for decades in this manner

before the advent of DVDs, or even ofvideocassettes, and fair uses for film criticism,

comment, teaching, scholarship, and research were as common as crabgrass.

Contrary to Corley's assertion (Br. 41) that the permanent injunction is

"unconstitutional because it eliminates fair use of DVD movies," neither the

injunction nor the DMCA "eliminate fair use" of anything, much less of any

copyrighted work at issue in this action: 5 A movie released on DVD and in no other

45 The Register of Copyrights recently found those same "Chicken Little" alarms,

which were raised by Corley's attorneys and many of his amici here, completely

unwarranted: "[T]here has been no evidence submitted in this rulemaking that access

to works available only in a secured format is being denied or has become pro-

hibitively difficult. Even considering the example s presented by various
commentators, they merely establish that there are works that exist only in digital

form. They have not established that access controls on those works have adversely

impacted their ability to make noninfringing uses, or, indeed, that access controls

impede their use of those works at all .... In the case of motion pictures on DVDs,

anyone with the proper equipment can access (view) the work. If there were evidence

that technological access controls were being used to lock up material in such a way

that there was effectively no means for a user wanting to make a noninfringing use

to get access, it could have a substantial adverse impact on users .... Nonetheless,

that evidence would have to be balanced against an author's right to grant access to

a work .... [In any event, n]o such evidence has been presented .... " 65 Fed. Reg.

at 64567 (Add-121). Indeed, rejecting the very contention pressed here as well, the

Register noted that motion picture producers had been "generally unwilling to release

their works in DVD format unless they are protected by access control measures," and

that "it appears that the availability of access control measures has resulted in

greater availability of these materials." 65 Fed. Reg. at 64568 n.13 (Add-122).
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format 46 could be the subject of innumerable uses potentially qualifying as fair use.

Its plot and characters can be imitated or spoofed; its language can be quoted; and it

can be shown on a DVD player in a classroom. Further, nothing in the DMCA, for

example, would prohibit taking a brief snapshot from a TV or video display, that

otherwise meets the statutory fair use criteria, of the content on a DVD (which would

not, to be sure, be a perfect digital copy, but that is precisely the point of the

trafficking proscriptions). In short, rigorous enforcement of the anti-circumvention

provisions would impair, at most, the marginal quality of the image available for

certain kinds of exotic fair uses. However, § 107 of the Copyright Act does not

afford a "privilege" to make perfect digital copies of DVD movies; it merely provides

a defense in infringement actions for certain permissible uses. 47

46 Although Corley and amici prophesy that "most works in a few short years will

certainly be" available only in encryption-protected digital media, Benkler and Lessig

Br. 10, Intellectual Property Law Professors Br. 18, Corley Br. 54, the record supports

no such proposition about the present or the future. As Judge Kaplan noted, "all or

substantially all motion pictures available on DVD are also on videotape." Universal

at 337. Even David Nimmer's musings about a "pay-per-use" world are qualified by

the admission that technological and economic factors make such a world "not

inevitable" and in any event "decades" distant if it materializes at all. Nimmer, A Rzff

on Fair Use in the Digital Millennium Copyright Act, 148 U. Pa. L. Rev. 673,740

(2000).

47 None of the cases relied upon by amici Intellectual Property Law Professors

supports the proposition that a "fair user" is entitled to perfect digital copies, much

less that the First Amendment would be violated if Congress provided for fair use but

denied access to perfect digital copies for the small portion of fair uses that involve

visual quotation.
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Nothing in the DMCA or the First Amendment gives courts the duty or power,

in the abstract, to create a new fair use "right" to optimal copies of a copyright

owner's works, when Congress already has weighed the competing interests and

come to a different balance. Yet, it is only in this diminished ease of access to such

optimal copies -- anecdotally suggested here and there in the record, with no

reference to specific users or specific works -- that Corley grounds his sweeping

assertion that fair use is being "eliminated." Even if his constitutional arguments

were not otherwise defective, Corley's claims about fair use should be rejected

because of their sheer factual inaccuracy and his failure of proof.

CONCLUSION

For the foregoing reasons, this Court should affirm the judgment of the district

court in all respects.
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shall be placed in an escrow account managed
by an independent administrator Jointly ap-
pointed by the Interested copyright partles de-
scribed in section 1001(7)(A) and the American
Federaldon of'Television and Radio Artists (or
any successor entity) to be distributed to non-
featured vocalists (whether or not members of
the American Federation of Television and
Radio Artists or any successor enblty) who
have performed on sound recordings distrib-
uted in the Unlted States. 40 percent of the re-
maining royalty payments In the Sound Re-
cordings Fund shall be distributed to the In-
terested copyright partles described in section
1O01(7)(C), and 60 percent of such remaining
royalty: payments shall be distributed to the
interested copyright parties described in sec-
tion 1001(7)(A).

[See main edition for text of(2); (c)]

(As amended Pub. L. 105-80, §12(a)(9.4), Nov. 13,
1997, 111 Stat. 1535.)

AMENDMENTS

1997---Subsee. (b)(1). Pub. L. 105-80 substituted "Fed-
eratlon of Television" for "Federation Television" be-
fore "and Radio Artists or any successor entit-y)".

§ 1007. Procedures for distributing royalty pay-
merits

(a)FIniNG OF CLAIMS AND NEGOTIATIONS.--
(1) FILING OF _.--Durlng the first 2

months of each calendar year after calendar
year 1992, every interested copyright party
seeking to receive royalty payments to which
such party is entitled under section 1006 shall
file with the Idbrarlan of Congress a claim for
payments collected during the preceding year
In such form and manner as the Librarian of
Congress shall prescribe by regulation.

[See main edition for text of (2)1

(b) DISTRIBUTION OF PAYMENTS IN THE ABSENCE
OF A DISPUTE.--Aftsr the period established for
the filing of claims under subsection (a), In each
year after 1992, the Librarian of Congress shall
determine whether there exlsts a controversy
concerning the distribution of royalty payments
under section 1006(c). If the Librarian of Con-
gress determines that no. such controversy ex-
ists, the Librarian of Congress shall, wlthin 30
days after such determination, authorize the
distribution of the royalty payments as set forth
in the agreements regarding the distribution of
royalty payments entered into pursuant to sub-
section (a), after deducting its reasonable ad-
ministrative costs under this section.

[See main edition for te_ of (c)]

(As amended Pub. L. 105-80, §§9; 12(a)(25), Nov.
13, 1997, 111 Star. 1534, 1585.)

AMENDMENTS

199"/---Subsee. (a)(1). Pub. L. 105-80. §12(a)(ZB)(A), sub-
stituted "calendar year 1992" for "the calendar year in
which thls chapter takes effect".

Subsec. (b). Pub. L. 105-80, §§9, 12(a)(25)(B), sub-
stituted "After the period established" for "Wlthin 30
days after the period established" and "each year after
1992" for "each year after the year in which this section
takes effect".

S_ON _ TO m _ Sins"noNe

Thls section is referred to in sections 801, 8118,1005,
1006of thls title. .'

SUBCHAPTER D---PROHIEITION ON CERTAIN
INFRINGEMENT ACTIONS,. REMEDIES,
AND ARBITRATION

§1008. Prohibition on certain infringement ac-
tions

SECTION_ TOn_ OTSER SECTIONS

Thls section ls referred to In section 115 of this title;
title 19section 1337.

12-4?X)PYRIGHT PROTECTION AND
MANAGEMENT SYSTEMS

sec.
1201. Circumvention of copyright protection sys-

tems.
1202. Integrity of copyright management Informa- •

tton.
12_. Civil remedies.
1204. Crlmlnal offenses and penalties.
1305. Savings clause.

§1201. Circumvention of copyright protection
systems

'(a) VIOLATIONS REGARDING CIRCUMVENTION OF
TECHNOLOGICAL MF_SURES.---(1)(A) NO person
shall circumvent a technological measure that
effectively controls access-to a work protected
under this tltle. The prohibition contained in
the preceding sentence shall take effect at the
end of the 2-year period beginning on the date of
the enactment of this chapter.

(B) The prohibition contained in subparagraph
(A) shall not apply to persons who are users of
a copyrighted work which Is in a particular
class of works, If such persons are, or are likely
to be in the succeeding 3-year period, adversely
affected by virtue of such prohibit/on in their
ablllty to make nonlnll-lnging uses of that l_r-
ticular class of works under this title, as deter-
mined under subparagraph (C).

(C) During the 2-year period described in sub-
paragraph (A), and during each succeeding 3-
year period,the Librarian of Congress, upon the
recommendation of the Register of CopyrightS,
who shall consult with the Assistant Secretary

for Communications_ud Information of the De-
partment of Commerce and report and comment
on his or her views in making such recommenda-
tion, shall make the determination in a rule-
making proceeding for purposes of sub_'agral_
(B) of whether persons who are users of a copy-
righted work are, or are likely to be In the suc-
ceeding 3-year period, adversely affected by the
prohibition under subparagraph (A) in their abil-
ity to make nonlnfringlng uses under ta/s title
of a particular class of copyrighted works. In
conducting such rulemaking, the Librarian shall
examine--

(1) the availability for use of copyrighted
works;

(li) the availability for use of works for non-
profit archival, preservation, and educational
purposes;

(11i) the impact that the prohibition on the
circumvention of technological measures aP-
plied to copyrighted works has on criticism,
comment, news reporting, teaching, scholar-
ship, or research;
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(iv) the effect of circumvention of techno-
logical measures on the market for or value of
copyrighted works; and

(v) such other factors as the Librarian con-
siders appropriate.

(D) The Librarian shall publish any class of
copyrighted works for which the Librarian has
determined, pursuant to the rulemaking con-
ducted under subparagraph (C), that noninfring-
lng uses by persons who are users of a copy-
righted work are, or are likely to be, adversely
affected, and the prohibition contained in sub-
paragraph (A) shall not apply to such users with
respect to such class of works for the ensuing 3-
year period.

CE) Neither the exception under subparagraph
(B) from the applicabllity of the prohibition
contained in subparagraph (A), nor any deter-
rnlnation made in a rulemaking conducted under
subparagraph (C), maY be used as a defense in
any action to enforce any provision of thls title
other than this paragraph.

(2) No person shall manufacture, import, offer
to the public, provide, or otherwise traffic in
any technology, product, service, device, compo-
nent, or part thereof, that-

(A) is primarily designed or produced for the
purpose of circumventing a technological
measure that effectively controls access to a
work protected under this title;

(B) has only limited commercially signifi-
cant purpose or use other than to circumvent
a technological measure that effectively con-
trols access to a work protected under this
title; or

(C) is marketed by that person or another
acting in concert with that person with that
person's knowledge for use in circumventing a
technological measure that effectively con-
trols access to a work protected under this
title.

(3) As used in this subsection-
(A) to "circumvent a technological meas-

ure" means to descramble a scrambled work,
to decrypt an encrypted work, or otherwise to
avoid, bypass, remove, deactivate, or impair a
technological measure, without the authority
of the copyright owner; and

(B) a technological measure "effectively
controls access to a work" if the measure, in
the ordinary course of its operation, requires
the application of information, or a process or
a treatment, with the authority of the copy-
right owner, to gain access to the work.

(b) /t-DDITIONAL VIOLATIONS.---(1) NO person

shall manufacture, import, offer to the public,
provide, or otherwise traffic in any technology,
product, service, device, component, or part
thereof, that-

(A) is primarily designed or produced for the
purpose of circumventing protection afforded
by a technological measure that effectively
protects a right of a copyright owner under
thls title in a work or a portion thereof;

(B) has only limited commercially signifi-
cant purpose or use other than to circumvent
protection afforded by a technological meas-
ure that effectively protects a right of a copy-
right owner ufider thls title in a work or a per-
tion thereof; or

(C) is marketed by that person or another
acting in concert with that person with that
person's knowledge for use in clrcumventing
protection afforded by a technological meas-
ure that effectively protects a right of a copy-
right owner under this title in a work or a por-
tion thereof.

(2) As used in this subsection--
(A) to "circumvent protection afforded by a

technological measure" means avoldJng, by-
passing, removing, deactivating, or otherwise
impairing a technological measure; and
(B) a technological measure "effectivelypro-

tects a right of a copyright owner under this
title"ifthe measure, in the ordinary course of
its operation, prevents, restricts,or otherwise
limits the exercise of a right of a copyright
owner under this title.

(c) OTHER RIGHTS, ETC_, NOT A_FFAFPED.--(1)
Nothing in this section shall affect rights, rem-
edies, limitations, or defenses to copyright in-
ffingement, Including fair use, under thls title.

(2) Nothing in this section shall enlarge or di-
minish vicarious or contributory liability for
copyright in_ngement in connection with any
technology, product, service, device, component,
or part thereof.

(3) Nothing in this section shall require that
the design of, or design and selection of parts
and components for, a consumer electronics,
telecommunications, or computing product pro°
vide for a response to any particular techno-
logical measure, so long as such part or compo-
nent, or the product In which such _ or com-
ponent is integrated, does not otherwise fall
within the prohibitions of subsection (a)(2) or
(b)(1).

(4) Nothing In this section shall enlarge or di-
minish any rights of free speech or the press for
activities using consumer electronics, tele-
communications, or computIng products.

(d) _ON FOR NONPROFrP I._m_, AR-
CHIVES, AND EDUCATIONAL INSTITW_0NS.----(1) A
nonprofit Library, archives, or educational insti-
tution which gains access to a commercially ex-
ploited copyrighted work soIely In order to
make a good faith determination of whether to
acquire a copy of that work for the sole purpose
of engaging In conduct permitted under this
title shall not be In violation of subsection
(a)(1)(A). A copy of a work to whlch access has
been gained under this paragraph-

(A) may not be retained longer than nec-
essary to make such good faith determination;
and

(B) may not be used for any other purpose.

(2) The exemption made available under para-
graph (1) shall only apply with respect to a work
when an identical copy of that work is not rea-
sonably available in another form.

(3) A nonprofit library, archives, or edu-
cational Institution that willfully for the pur-
pose of commercial advantage or financial gain

violates paragraph (1)--
(A) shall, for the first offense, be subject to

the civil remedies under section 1203; and
(B) shall, for repeated or subsequent of-

fenses, In addition to the civil remedies under
section 1203, forfeit the exemption provided
under paragraph (1).
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(4) This subsection may not be used as a de-
fense to a claim under subsection (a)(2) or Co),
nor may this subsection permit a nonprofit li-
brary, archives, or educational Institution to
manufacture, import, offer to the public, pro-
vide, or otherwise traffic in any technology,
product, service, component, or part thereof,
which circumvents a technological measure.

(5) In order for a library or archives to qualify
for the exemption under this subsection, the col-
lections of that library or archives shall be-

(A) open to the public; or
(B) available not only to researchers affili-

ated with the llbrary or archives or with the
institution of which it is a laart, but also to
other persons doing research in a specialized
field.

(e) LAW ENFORCEMENT, INTELLIGENCE, AND
OTHER GO_ AcTIvrr_s.--This section
does not prohibit any lawfully authorized inves-
tigative, protective, information security, or in-
telligence activity of an officer, agent, or em-
ployee of the United States, a State, or a politio
cal subdivision of a State, or a person acting
pursuant to a contract with the United States,
a State, or a political subdivision of a State. For
purposes of this subsection, the term "informa-
tion security" means activities carried out in
order to identify and address the vuinerabllitles
of a government computer, computer system, or
computer network.

(f) REVERSE ENGINEERING.---(1) Notwithstand-

Ing the provisions of subsection (a)(1)(A), a per-
son who has lawfully obtained the right to use a
copy of a computer program may circumvent a
technological measure that effectively controls
access to a particular portion of that program
for the sole purpose of identifying and analyzing
those elements of the program that are nec-
essary to achieve interoperability of an inde-
pendently created computer program with other
programs, and that have not previously been
readily available to the person engaging In the
circumvention, to the extent any such acts of
identification and analysis do not constitute in-
fi-ingement under this title.

(2) Notwithstanding the provisions of sub-
sections (a)(2) and (b), a person may develop and
employ technological means to circumvent a
technological measure, or to circumvent protec-
tion afforded by a technological measure, in
order to enable the Identification and analysis
under paragraph (1), or for the purpose of enabl-
ing lnteroperablllty of an independently created
computer program with other programs, If such
means are necessary to achieve such lnteroper-
ability, to the extent that doing so does not con-
stitute infringement under this title.

(3) The Information acquired through the acts
permitted under paragraph (1), and the means
permitted under lma-agraph (2), may be made
available to others if the person referred to in
paragraph (1) or (2), as the case may be, provides
such information or means solely for the pur-
pose of enabling interoporabillty of an independ-
ently created computer program with other pro-
grams, and to the extent that doing so does not
constitute inf_ngement under this title or vio-
late applicable law other than this section.

(4) For purposes of this subsection, the term
"interoporablllty" means the abillty of corn-

puter programs to exchange information, and of
such programs mutually to use the information
which has been exchanged.

(g) ENCEYPTION RESF, ARCH.--
(1) DEFDrrHONS.--F0r purposes of this

subsection-
(A) the term "encryption research" means

activities necessary to Identify and analyze
flaws and vulnerabillties of encryption tech-
nologies applied to copyrighted works, ff
these activities are conducted to advance
the state of knowledge in the field of eneryp-
tion technology or to assist in the develop-
ment of encryption products; and

(13) the term "encry_tion technology"
means the scrambling and descrambllng of
information using mathematical formulas or
algorithms.

(2) PERMISSIBLE ACTS OF ENCRYPTION RE-

SSARCH.--Notwithstanding the provisions of
subsection (a)(1)(A), it is not a violation of
that subsection for a person to circumvent a
technological measure as applied to a copy,
phonorecord, performance, or display of a pub-
llshed work In the course of an act of good
faith encryption research if-

(A) the person lawfully obtained the en°
crypted copy, phonorecord, performance, or
display of the published work;

(B) such act is necessary to conduct such
encryption research;

(C) the person made a good faith effort to
obtain authorization before the circumven-
tion; and

(D) such act does not constitute infringe-
ment under this title or a violation of appli-
cable law other than this section, including
section 1030 of title 18 and those provisions
of title 18 amended by the Computer Fraud
and Abuse Act of 1986.

(3) FACTORS IN DETERMINING EXEMPTION.--I_
determining whether a person qualifies for the
exemption under paragraph (2), the factors to
be considered shall include-

(A) whether the information derived from
the encryption research was disseminated,
and if so, whether it was disseminated In a
manner reasonably calculated to advance
the state of knowledge or development of en-
cryption technology, versus whether It was
disseminated In a manner that facilitates in-

fringement under this title or a violation of
applicable law other than this section, in-
cluding a violation of privacy or breach of
security;

(B) whether the person is engaged in a le-
gitimate course of study, is employed, or is
appropriately trained or experienced, in the
field of encryptlon technology; and

(C) whether the person provides the copy-
right owner of the work to which the techno-
logical measure is applied with notice of the
findings and documentation of the research,
and the time when such notice is provided.

(4) USE OF TECHNOLOGICAL MEANS FOR RE-

s_ AC'ITV1TIES.--Notwithstandlng the pro-
visions of subsection (a)(2), it is not a viola-
tion of that subsection for a person to-

(A) develop and employ technological
means to circumvent a technological mesS-
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Page 1157 TITLE 17--COPYRIGHTS §1201

ure for the sole purpose of that person per-
forming the acts of good faith encryption re-
search described in paragraph (2); and

(B) provide the technological means to an-
other person with whom he or she is working
collaboratively for the purpose of conduct-
ing the acts of good faith encryption re-
search described in Paragraph (2) or for the
purpose of having that other person verify
his or her acts of good faith encryption re-
search described in paragraph (2).

(5) REPORT TO CONGRESS.--N0t later than 1
year after the date of the enactment of this
chapter, the Register of Copyrights and the
Assistant Secretary for Communications and
Information of the Department of Commerce
shall jointly report to the Congress on the ef-
fect this subsection has had on-

(A) encryption research and the develop-
ment of encryptlon technology;

(B) the adequacy and effectiveness of tech-
nological measures designed to protect copy °
righted works; and

(C) protection of copyright owners against
the unauthorized access to their encrypted
copyrighted works.

The report shall include legislative recom-
mendations, if any.

01) EXCEPTIONS REGARDING MINORS.--In apply-
ing subsection (a) to a component or part, the
court may consider the necessity for its in-
tended and actual incorporation in a tech-
nology, product, service,or device,which--

(1) does not itselfviolate the provisions of
this title;and
(2)has the solepurpose to prevent the access

ofminors to material on the Internet.

(i) PROTECTION OF PERSONALLY IDENTIFYING IN-

FORMATION .--

(I) CIRCUMVENTION PERMITrED.--Notwith-
standing the provisions of subsection (a)(1)(A).
it is not a violation of that subsection for a
person to circumvent a technological measure
that effectively controls access to a work pro-
tected under this title, ff--

(A) the technologlcal measure, or the work
it protects, contains the capability of col-
lecting or disseminating personally identify-
lng information reflecting the online activi-
ties of a natural person who seeks to gain
access to the work protected;

(B) in the normal course of its operation,
the technological measure, or the work it
protects, collects or disseminates personally
identifying information about the person
who seeks to gain access to the work pro-
tected, without providing conspicuous notice
of such collection or dissemination to such
person, and without providing such person
with the capability to prevent or restrict
such collection or dissemination;

(C) the act of circumvention has the sole
effect of identifying and disabling the capa-
bility described in sublmxagraph (A), and has
no other effect on the ability of any person
to gain access to any work; and

(D) the act of circumve_tion is carried out
solely for the purpose of preventing the col-
lection or dissemination of personally lden-

tifying information about a natural person
who seeks to gain access to the work pro-
tected, and is not in violation of any other
law.

(2) INAPPLICABBATY TO CERTAIN TECKNO-
LOGICAL MEASURES.--This subsection does not
apply to a technological measure, or a work it
protects, that does not collector disseminate
personally identifying information and that is
disclosedto a user as not having or using such

capability.

(j) S_.cuRrrY TESTInG.-
(1) DEFINITION.--F0r purposes of this sub-

section, the term "security testing" means
accessing a computer, computer system, or
computer network, solely for the purpose of
good faith testing, investigating, or correct-
ing,a security flaw or vulnerability,with the
authorization of the owner or operator of such

computer, computer system, or computer net-
work.

(2) PERM_SmLE ACTS OF SECURITY TESTING.--
Notwithstanding the provisions of subsection
(a)(1)(A), it is not a violation of that sub-
section for a person to engage in an act of se-
curity testing, if such act does not constitute
infringement under this title or a violation of
applicable law other than this section, includ-
ing section 1030 of title 18 and those provisions
of title 18 amended by the Computer Fraud
and Abuse Act of 1986.

(3) FACTORS IN DETERMINING EXEMPTION.--In
determining whether a person qualifies for the
exemption under paragraph (2), the factors to
be considered shall include-

(A) whether the information derived from
the security testing was used solely to pro-
mote the security of the owner or operator
of such computer, computer system or com-
puter network, or shared directly with the
developer of such computer, computer sys-
tem, or computer network; and

(B) whether the information derived from
the security testing was used or maintained
in a manner that does not facilitate In-
fringement under this title or a violation of
applicable law other than this section, in-
cluding a violation of privacy or breach of
security.

(4) USE OF TECHNOLOGICAL MEANS FOR SECU-

RrrY TESTING.--Notwithstanding the provisions
of subsection (a)(2), it is not a violation of
that subsection for a person to develop,
produce, distribute or employ technological
means for the sole purpose of performing the
acts of security testing described in subsection
(2), 1 provided such technological means does
not otherwise violate section 2 (a)(2).

(k) CERTAIN ANALOG DEWCF_ AND CERTAIN
TECHNOLOGICALMEASURES.-

(1) CERTAIN ANALOG DEVICE_.--
(A) Effective 18 months after the date of

the enactment of this chapter, no person
shall manufacture, import, offer to the pub-
lic, provide or otherwise traffic in any-

(i) VHS format analog video cassette re-
corder unless such recorder conforms to

* So in orl&'LnaL Probably should be sub6_tion "(a)(2).".

2So in _. Probably should be "sutmection".

Add-5



§1201 TITLE 17--COPYRIGHTS Page 1158 Page

the automatic galn control copy control
technology;

(11) 8ram format analog video cassette
camcorder unless such camcorder con-
forms to the automatic gain control tech-
nology;

(iii) Beta format analog video cassette
recorder, unless such recorder conforms to
the automatic gain control copy control
technology, except that this requirement
shall not apply until there are 1,000 Beta
format analog video cassette recorders
sold in the United States in any one cal-
endar year after the date of the enactment
of this chapter;

(iv) 8ram format analog video cassette
recorder that is not an analog video cas-
sette camcorder, unless such recorder con-
forms to the automatic gain control copy
control technology, except that this re-
quirement shall not apply until there are
20,000 such recorders sold in the United
States in any one calendar year after the
date of the enactment of this chapter; or

(v) analog video cassette recorder that
records using an NTSC format video input
and that is not otherwise covered under
clauses (i) through (iv), unless such device
conforms to the automatic gain control
copy control technology.

(B) Effective on the date of the enactment
of this chapter, no person shall manufacture,
import, offer to the public, provide or other-
wise traffic in-

(i) any VI-IS format analog video cassette
recorder or any 8ram format analog video
cassette recorder if the design of the model
of such recorder has been modified after
such date of enactment so that a model of
recorder that previously conformed to the
automatic gain control copy control tech-
nology no longer conforms to such tech-
nology; or

(ii) any VHS format analog video cas-
sette recorder, or any 8ram format analog
video cassette recorder that is not an 8mm
analog video cassette camcorder, if the de-
sign of the model of such recorder has been
modified after such date of enactment so
that a model of recorder that previously
conformed to the four-line colorstrlpe copy
control technology no longer conforms to
such technology.

Manufacturers that have not previously
manufactured or sold a VHS format analog
video cassette recorder, or an 8ram format
analog cassette recorder, shall be required to
conform to the four-line colorstrlpe copy
control technology In the initial model of
any such recorder manufactured after the
date of the enactment of this chapter, and
thereafter to continue conforming to the
four-line colorstripe copy control tech-
nology. For purposes of this subparagraph,
an analog video cassette recorder "conforms
to" the four-line colorstripe copy control
technology if it records a signal that, when
played back by the playback function of
that recorder in the normal viewing mode,
exhibits, on a reference display device, a dis-

play containing distracting visible lines
through portions of the viewable picture.

(2) CERTAIN ENCODING RESTRICTIONS.--N0 per-
son shall apply the automatic gain control
copy control technology or colorstrlpe copy
control technology to prevent or limit con-
sumer, copying except such copying-

(A) of a single transmission, or specified
group of transmissions, of live events or of
audiovisual works for which a member of the
public has exercised choice in selecting the
transmissions, including the content of the
transmissions or the time of receipt of such
transmissions, or both, and as to which such
member is charged a separate fee for each
such transmission or specified group of
transmissions;

(B) from a copy of a transmission of a live
event or an audiovisual work if such brans-
mission is provided by a channel or service
where payment is made by a member of the
public for such channel or service in the
form of a subscription fee that entitles the
member of the public to receive all of the
programming contained in such channel or

•service;
(C) from a physical medium containing one

or more prerecorded audiovisual works; or
(D) from a copy of a transmission de-

scribed in subparagraph (A) or from a copy
made from a physical medium, described in
subparagraph (C).

In the event that a transmission meets both
the conditions set forth in subparagraph (A)
and those set forth in subparagraph (B), the
transmission shall be treated as a trans-
mission described in subparagraph (A).

(3) INAPPLICABII.2TY.--TbJs subsection shall
not_--

(A) require any analog video cassette cam-
corder to conform to the automatic gain
control copy control technology with re-
spect to any video signal received through a
camera lens;

(B) apply to the manufacture, importation,
offer for sale, provision of, or other traffick-
ing in, any professional analog video cas-
sette recorder; or ,

(C) apply to the ,offer for sale or provision
of, or other trafficking in, any previously
owned analog video cassette recorder, If such
recorder was legally manufactured and sold
when new and not subsequently modified In
violation of paragraph (1)(B).

(4) DEFmI_0NS.--F0r purposes of this sub-
section:

(A) An "analog video cassette recorder"
means a device that records, or a device that
includes a function that records, on electro-
magnetic tape in an analog format the elec-
tronic impulses produced by the video and
audio portions of a television program, mo-
tion picture, or other form of audiovisual
work.

(B) An "analog video cassette camcorder"
means an analog video cassette recorder
that contains a recording function that oper-
ates through a camera lens and through a
video input that may be connected with a
television or other video playback device.
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(C) An analog video cassette recorder
"conforms" to the automatic galn control
copy control technology if it-

(i) detects one or more of the elements of
such technology and does not record the
motion picture or transmission protected
by such technology; or

(ii) records a signal that, when played
back, exhibits a meaningfully distorted or
degraded display.

(D) The term "professional analog video
cassette recorder" means an analog video
cassette recorder that is designed, manufac-
tured, marketed, and intended for use by a
person who regularly employs such a device
for a lawful business or Industrial use, in-
cluding making, performing, displaying, dis-
tributing, or transmitting copies of motion
pictures on a commercial scale.

CE) The terms "VHS format", "Smm for-
mat", "Beta format", "automatic gain con-
trol copy control technology", "colorstripe
copy control technology", "four-line version
of the colorstripe copy control technology",
and "NTSC" have the meanings that are
commonly understood in the consumer elec-
tronics and motion picture industries as of
the date of the enactment of this chapter.

(5) VIOLATIONS.--Any violation of paragraph
(1) of this subsection shall be treated as a vio-
lation of subsection (b)(1) of this section. Any
violation of paragraph (2) of this subsection
shall be deemed an "act of circumvention" for
the purposes of section 1263(c)(3)(A) of this
chapter.

(Added Pub. L. 105-304, title I, §103(a), Oct. 28,
1998, 112 Star. 2863; amended Pub. L. 106-113, div.
B, §1000(a)(9) [title V, §5006], Nov. 28, 1999, 113
star. 1536, 1501A_94.)

REFERENCES IN TEXT

The clare of the enactment of this chapter, referred to
in subsecs. (a)(1)(A). (g)(5), and (k)(1), (4XE), is the date
of enactment of Pub. L. 105-304, which was approved
Oct. 28, 1998.

The Computer Fraud and Abuse Act of 1986, referred
to in subsecs. (g)(2)(D) and 0)(2), is Pub. L. 99-474. Oct.
16. 1986. 100 Stat. 1213. which amended section 1O_0of
Title 18, Crimes and Criminal Procedure, and enacted
provisions set out as a note under section 1001 of Title
I8. For complete classification of this Act to the Code,
see Short Title of 1986 Amendment note set out under
section 1001 of Title 18and Tables.

AMENDMENTS

1999--Subsec. (a)(I)(C). Pub. L. 106-113 struck out "on
the record" after "determination in a rulemaking pro-
ceeding" in first sentence.

SECTIONREFERREDTO IN OTHER SECTIONS

This section is referred to in sections 112, 114. 1203,
1204 of this title.

§ 1202. Integrity of copyright management infor-
mat/on

(a) FALSE COPYRIGIrr MANAGEMENT INFORMA-
TION.--No person shall knowingly and with the
intent to induce, enable, facilitate, or conceal
infringement-

(l) provide copyright management informa-
tion that is false, or

(2) distribute or import for distribution
copyright management information that is
false.

Co) REMOVAL OR ALTERATION OF COPYRIGHT
MANAGEMENT INFORMATION.--No person shall,
without the authority of the copyright owner or
the law-

(l) intentionally remove or al_er any copy-
right management Information,

(2) distribute or import for distribution
copyright management information knowing
that the copyright management information
has been removed or altered without authority
of the copyright owner or the law, or

(3) distribute, Import for distribution, or
publicly perform works, copies of works, or
phonorecords, knowing that copyright man-
agement information has been removed or al-
tered without authority of the copyright
owner or the law.

knowing, or, with respect to civil remedies
under section 12_, having reasonable grounds to
know, that it will induce, enable, facilitate, or
conceal an infringement of any right under this
title.

(c) DEFINITION.--AS used in this section, the
term "copyright management information"
means any of the following information con-
veyed in connection with copies or phonorecords
of a work or performances or displays of a work,
including in digital form_ except that such term
does not include any personally identifying in-
formation about a user of a work or of a copy,
phonorecord, performance, or display of a work:

(1) The title and other information identify-
ing the work, including the information set
forth on a notice of copyright.

(2) The name of, and other identifying infor-
mation about, the author of a work.

(3) The name of, and other identifying infor-
mation about, the copyright owner of the
work, including the information set forth in a
notice of copyright.

(4) With the exception of public perform-
ances of works by radio and television broad-
cast stations, the name of, and other identify-
Lug information about, a performer whose per-
formance is fixed in a work other than an
audiovisual work.

(5) With the exception of public perform-
ances of works by radio and television broad-
cast stations, in the case of an audiovisual
work, the name of, and other identifying infor-
mation about, a writer, performer, or director
who is credited in the audiovisual work.

(6) Terms and conditions for use of the work.
(7) Identifying numbers or symbols referring

to such information or links to such informa-
tion.

(8) Such other information as the Register of
Copyrights may prescribe by regulation, ex-
cept that the Register of Copyrights may not
require the provision of any information con-
cerning the user of a copyrighted work.

(d) LAW ENFORCEMENT, INTELLIGENCE, AND
OTHER GOVERNMENT ACT_rrrms.--This section
does not prohibit any lawfully authorized inves-
tigative, protective, information_ security, or in-
telligence activity of an officer, agent, or em-
ployee of the United States, a State, or a politi-

Add-7



Calendar No. 358

105TH CONGRESS _ [ REPORT

2d Session ] SENATE _ 105-190
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cation in the digital age. Title I will implement the new World In-
tellectual Property Organization C¢_IPO) Copyright Treaty and the
WIPO Performances and Phonograms Treaty, thereby bringing
U.S. copyright law squarely into the digitalage and setting a
marker forother nations who must also implement these treaties.
Title II will provide certainty for copyright owners and Internet
service providers with respect to copyright infringement liability
online.TitleHI will provide a clarifyingexemption in the Copy-
right Act to ensure that the lawful owner or lesseeof a computer
machine May authorize an independent service technician to acti-
vate the computer in order to service its hardware components. Fi-
nally, Title IV will begin to update our nation's copyright laws with
respect to library, archive, and educational uses of copyrighted
works in the digital age.

H. LEGISLATIVE HISTORY

Copyright laws have struggled through the years to keep pace
with emerging technology from the struggle over music played on
a player piano roll in the 1900's _ to the introduction of the VCR
in the 1980's. 2 With this constant evolution in technology, the law
must adapt in order to make digital networks safe places to dis-
seminate and exploit copyrighted materials. The legislation imple-
menting the treaties, Title I of this bill, provides this protection
and creates the legal platform for launching the global digital on-
line marketplace for copyrighted works. It will also make available
via the Internet the movies, music, sofZ-ware, and literary works
that are the fruit of American creative genius. Title II clarifies the
liability faced by service providers who transmit potentially _g-
ing material over their networks. In short, Title II ensures that the
efficiency of the Interuet will continue to improve and that the va-
riety and quality of services on the Internet will expand.

The process to update U.S. copyright law with respect to digital
transmissions began in February, 1993, with the formation of the
Information Infrastructure Task Force (IITF) to implement the Ad-
ministration's vision for the National Information Infrastructure
(N!I).3 The IITF then established the Working Group on Intellec-
tual Property Rights to investigate the effects of emerging digital
technology on intellectual property rights and make recommenda-
tions on any appropriate changes to U.S. intellectual property law
and policy. This task force issued a report in 1995 known as the
White Paper, which discussed the application of existing copyright
law to the NII and recommended changes to keep copyright law
current with new technology. 4

To prepare the report, the Working Group held a public hearing
in November 1993, at which 30 witnesses testified reflecting the
views of copyright industries, libraries, educators, and beneficiaries
of the public domain. The Working Group also solicited written
comments and received some 70 statements during a public com-

z Wh/te-Sm/th Mus/e Pub//s/dng Co. v. Apo//_ C_, 209 U.S. I (1908).

ZSor_y Co_porvz.tian of America v. Unlver_l e/ty Stz_d/_s, Inc., 464 U.S. 417 (1984).
31nformation Infraslxucture Task Force, Intellectual Property and the National Informa_on

Iafrastructure Tim Report of the Working Group on Intellectual Property Rights 1 (1995). The

"National Information Infrastructure _ encompasses digital, interac_ve services now available,

such as the Intsraet, as well as those contemplated for the future.
4Ich at 2.
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ment period, s Following the Working Group's review of the public
comments and analysis of the issues, it released a "Green Paper"
on July 7, 1994. 6 Following the release of the Green Paper, the
Working Group again heard testimony from the public in four days
of hearings in Chicago, Los Angeles, and Washington, D.C., in Sep-
tember 1994. More than 1,500 pages of written comments were
filed during the four-mouth comment period by more than 150 indi-
viduals and organizations. 7

The Working Group also convened a Conference on Fair Use
(CONFU) to explore the particularly complex issue of fair use in a
digital environment and to develop guidelines for uses of copy-
righted works by librarians and educators. 8 CONFU issued an In-
terim Report in December, 1996, and a report in September, 1997,
that concluded the first phase of CONFU. 9 The 1997 report ad-
dressed the issues of digital images, distance learning, educational
multimedia, electronic reserve systems, and use of computer so_-
ware in libraries.

Interested parties had numerous opportunities to submit their
views on the intellectual property implications of the development
and use of the NII and on the Working Group s Green Paper. This
open process resulted in a voluminous record indicating the views
of a wide variety of interested parties including service providers,
librar/es, copyright owners, and the entertainment industries, s0

On September 28, 1995, Chairman Hatch, with Senator Leahy,
introduced the National Information Infrastructure (NII) Copyright
Protection Act of 1995 (S. 1284), which embodied the legislative
recommendations of the White Paper. Congressman Moorhead in-
troduced identical legislation (H.R. 2441) in the House on Septem-
ber 29, 1995, with Congresswoman Schroeder as an original co-
sponsor. _ The Senate Judiciary Committee and the Subcommittee
on Courts and Intellectual Property of the House Judiciary Com-
mittee held a joint hearing on November 15, 1995, to consider the
NII legislation. Dr. Mihaly Picsor, Assistant Director General,
World Intellectual Property Organization; Bruce A. Lehman, As-
sistant Secretary of Commerce and Commissioner of Patents and
Trademarks; and Marybeth Peters, Register of Copyrights and As-
sociate Librarian for Copyright Services testified at the hearing.

The House Subcommittee on Courts and Intellectual Property
held a second set of hearings to consider H.R. 2441 on February 7
and 8, 1996. On February 7, the Subcommittee heard testimony
from Jack Valenti, Chairman and CEO, Motion Picture Association
of America; Frances W. Preston, President and CEO, Broadcast

5See Request for Commente on Intellectual Property ]_sues Involved in the National Informs-
tion Infrastructure Initiative, 58 Fed. Reg. 53,917 (Oct. 19, 1993).

6See Informat/on Infrsstructure TaskForce, Working Group on Intellect_ Property Pdghts,
Intellectual Property s.ud the Natlonal Iuformation Infrastructure: A Preliminary Draft of the

Report of the Worklug Group on Intellectual Property Fights (July 1994).
_See Notice of Heatings and Request for Comments on Preliminary Draft of the Report of the

Working Group on Intellectual Property Rights, 59 Fed. Reg. 42_19 (Aug. 19, 1994); Extension
of Deadline for Comments _ Preliminary Draft of the Report of the Working Group on Intellec-
tual Property Rig_te, 59 Fed. Reg. 50,222 (Oct. 3, 1994).

SSee_ supra note 3, at 4 (1995).
v eSee The Conference an Fair Us ; An Inter/m/_e[__. to the Commissioner (December 1996);,

Report to the Commissioner on the Concltt_ion of the Fwst Phase of the Conference on Fair Use
(September 1997).

10See, supra note 3, at 5 (1995).
H Representatives Ccble, Bono, Burr, Minge, Luther, and Jacobs cosponsored H.R. 2241.
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Music, Inc. (BMI); Edward P. Murphy, President and CEO, Na-
tional Music Publishers Association; Robert Holleyman, II, Presi-
dent, Business Software Alliance; Edward J. Black, Computer &
Communications Industry Association; Barbara A. Munder, Senior
Vice President, Corporate Affairs, McGraw Hill Co. and on behalf
of the Information Industry Association; Gary L. Shapiro, Chair-
man, Home Recording Rights Coalition and President, Consumer
Electronics Manufacturers Association; Garry L. McDaniels, Presi-
dent, Skills Bank Corporation; and David M. Ostfeld, Vice Chair-
man, U.S. Activities Board Institute for Electrical and Electronics
Engineers, and Vice Chairman, United States Intellectual Property
Committee.

On February 8, the Subcommittee heard testimony from Jeanne
Hurley Simon, Chair, U.S. National Commission on Libraries and
Information Science; Dr. Tuck Tiusley III, President, American
Printing House for the Blind, Inc.; Richard Robinson, Chair, Presi-
dent & CEO, Scholastic Corp., for the Association of American Pub-
lishers; Cornelius Pings, President, Association of American Uni-
versities; Stephen M. Heaton, Secretary and General Counsel,
CompuServe, Inc.; Scott Purcell, President, HLC-Interuet, Inc.;
William J. Cook, Partner, William, Brinks, Hofer, Gilson & Lione;
Catherine Simmons-Gill, President, International Trademark Asso-
ciation.

On May 7, 1996, the Senate Judiciary Committee also an addi-
tional hearing to consider S. 1284. The Committee heard testimony
from John Bettis of the American Society of Composers, Authors,
and Publishers (ASCAP); William W. Burringten, Assistant Gen-
eral Counsel and Director of Public Policy, America Online, Inc.;
Robert L. Oakley, Professor of Law and Director of the Law Li-
brary, Georgetown University Law Center, on behalf of the Digital
Future Coalition; and Daniel Burton, Vice President of Government
Relations, Novell, Inc.

These hearings were supplemented by a series of negotiations
overseen by Congressman Goodlatte of the House Subcommittee on
Courts and Intellectual Property in which representatives of copy-
right owners and Interuet and online service providers sought to
resolve the contentious issue of the scope of liability of service pro-
viders for the infringing acts of their users. Agreement was reached
on some issues, but many of the core issues remained unresolved.
Negotiations resumed under the auspices of the Patent and Trade-
mark Office in the summer of 1996, but produced no resolution of
those issues. Ultimately, the Nil Copyright Protection Act stalled
in the 104th Congress due largely to the unsettled nature of these
and other issues.

Meanwhile, parallel efforts to ensure protection of copyrighted
works in the digital age proceeded on the international front. These
efforts originated shortly after the United States ratified the Berne
Convention in 1989, when the governing body of the Berne Union
called upon WIPO to form a Committee of Experts concerning a
possible supplementary agreement to the Berne Convention to clar-
Lfy the existing provisions and explore the scope of the treaty) 2 The

IZBasic Proposal for the Substantive Provisions of the Treaty on Certain Questions Concern-

ing the Protection of Literary and Artistic Works to Be Considered by the Diplomatic Conference
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result was the introduction of formal proposals to update the Berne
Convention to reflect the challenges of the digital age ("Protocol")
and to supplement that instrument with enhanced protections for
performers and producers of phonograms ("New Instrument"). In
December, 1996, the World Intellectual Property Organization held
a diplomatic conference in Geneva, Switzerland, which culminated
with the adoption of two treaties, the "WIPO Copyright Treaty"
and the "WIPO Performances and Phonograms Treaty," which were
agreed to by consensus of 160 countries.

The WIPO Copyright Treaty originally contained a provision, ar-
ticle 7, which would have defined the term "reproduction" of a copy-
righted work to include any direct or indirect reproduction whether
permanent or temporary, in any manner or form. _3 This article
proved to be too controversial and was deleted from the treaty prior
to its adoption. Instead, the treaty was accompanied by an agreed
upon statement that simply confirmed that the reproduction right
in Article 9 of the Berne Convention applies fully in the digital en-
vironment. The treaty also originally contained language that
banned circumvention devices. Again, controversy resulted in a
milder declaration that member countries %hall provide adequate
legal protection and effective legal remedies against the circumven-
tion of effective technological measures that are used by authors in
connection with the exercise of their rights under this Treaty." _4
The end result is that the treaty shifted the debate over techno-
logical circumvention measures and on-line service provider habil-
ity back to the national level, where each nation will determine
how to best conform with the treaty.

The President submitted the WIPO treaties to the U.S. Senate
on July 29, 1997, where they were referred to the Foreign Rela-
tions Committee. The A_m_n_stration also submitted draft imple-
menting legislation, which Chairman Hatch introduced by request
as S. 1121 on July 31, 1997. Senators Leahy, Thompson, and Kohl
joined as original cosponsors. Congressman Coble introduced iden-
tical legislation in the House as H.R. 2281 on July 29, 199735 S.
1121 later became the basis for Title I of the Digital Millennium
Copyright Act in the Senate Judiciary Committee.

With respect to the issue of service provider liability, two bills
were introduced in the first session of the 105th Congress. Con-
gressman Coble introduced H.R. 2180 on July 17, 1997, with Con-
gressman Hyde as a cosponsor. Senator Ashcroft introduced S.
1146 on September 3, 1997, which proposed limitations on copy-
right liability relating to material on-line for service providers as
well as amendments to the Copyright Act to implement the WIPO
Treaties and make certain changes to accommodate libraries and
educators in the digital environment.

The Senate Judiciary Committee conducted hearings on Septem-
ber 4, 1997, to consider the issues surrounding service provider h-

on Certain Copyright and Neighboring Rights Questions, WIPO Document AB/XX/2, _ex A,
item PRG.02(2), paragraph l (Au_. 30, 1996).

l_Worid Intellectual Property Organization, Basic Proposal for the Substantive Provisions of
the Treaty on Certain Questions Concerning the Pro_ctlon of Literary and Artis_c Works to
Be Considered by the Diplomatic Conference, art. 7(1) (Aug. 30, 1996).

Diplomaiae Conference on Certain Copyright and Neighboring PAghts Questions, WIPO
Copxright Treaty, art. 11, WIPO Document CRNR/DC/94 (December 20, 1996).

is Representatives Hyde, Conyers, Frank, Bono, McCullum, and Berman cosponsored the bill.
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ability. Testimony was heard from Fritz Attaway, Senior Vice
President, Government Relations and Washington General Coun-
sel, Motion Picture Association of America; Cary Sherman, General
Counsel, Recording Industry Association of America; Daniel F. Bur-
ton, Vice President, Government Relations, Novell; George
Vradenburg, Senior Vice President and General Counsel, America
Online, Inc.; Roy Neel, President and C.E.O., U.S. Telephone Asso-
ciation; and Professor Robert L. Oakley, Director of Law Library
and Professor Law, Georgetown University Law Center. At this
hearing, parties on all sides were urged by Chairman Hatch and
the Ranking Member, Senator Leahy, to resolve the remaining
issues prior to the end of the year.

Shortly thereafter, a series of hearings were held in the House
on these issues as well as on the issue of WIPO implementation.
The Subcommittee on Courts and Intellectual Property of the
House Judiciary Committee held two days of hearings on H.R.
2281, the W'IPO Copyright Treaties Implementation Act, and H.R.
2180, the Online Copyright Liability Limitation Act, on September
16 and 17, 1997. Bruce Lehman, Assistant Secretary of Commerce
and Commissioner of Patents and Trademarks, Patent and Trade-
mark Office, and Marybeth Peters, Register of Copyrights, Copy-
right Officeof the United States,Library of Congress testifiedon
behalf of the Administration. The Subcommittee also heard testi-

mony from Roy Neel,President and Chief Executive Officer,United
States Telephone Association;Jack Valenti, President and Chief
Executive Officer,Motion Picture Association of America; Robert
Holleyman, H, President, Business Software Alliance; M.R.C.
Greenwood, Chancellor,University of California,Santa Cruz, on
behalf ofthe AssociationofAmerican Universitiesand the National

Associationof State Universitiesand Land Grant Colleges;Tushar
Patel,Vice President and Managing Director, USWeb, Lawrence
Kenswfl, Executive Vice President, Business and Legal Affa/rs,
Universal Music Group; Marc Jacobson, General Counsel, Prodigy
Services, Inc.; Ken Wasch, President, Software Publishers Associa-
tion; Ronald G. Dunn, President, Infomation Industry Association;
John Bettis, Songwriter, on behalf of the American Society of Com-
posers, Authors, and Publishers; Allee Willis, Songwriter, on behalf
of Broadcast Music, Inc. (BMI); Robert L. Oakley, Professor of Law,
Georgetown University Law Center and Director, Georgetown Law
Library, on behalf of a Coalition of Library and Educational Orga-
nizations; Johnny Cash, Vocal Artist, with Hilury Rosen, President
and Chief Executive Officer, Recording Industry Assodatien of
America; Allan Adler, Vice President, Legal and Governmental Af-
fairs, Association of American Publishers; Gaff Markels, General
Counsel and Senior Vice President, Interactive Digital Software AS-
sociation; Mike Kirk, Executive Director, American Intellectual
Property Law Association; Thomas Ryan, President, SciTech Soft-
ware, Inc.; Mark Belinsky, Vice President Copy Protection Group,
Macrovision, Inc.; Douglas Bennett, President, Earlham College,
Vice President, American Council of Learned Societies, on behalf of
the Digital Futures Coalition; Edward J. Black, President, Com-
puter and Communications Industry Association; Christopher
Byrne, Director of Intellectual Property, Silicon Graphics, Inc., on
behalf of the Information Technology Industry Council; and Gary
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Shapiro, President, Consumer Electronics Manufacturer's Associa-
tion, and Chairman, Home Recording Rights Coalition.

In January, 1998, Chairman Hatch initiated comprehensive ne-
gotiatious within the Judiciary Committee among copyright owners
and Internet and online service providers to resolve the issue of
service provider liability. These negotiations centered around a
drait proposal put forth by Chairman Hatch, which built upon the
efforts over the previous two years. These negotiations continued
under the supervision of the Chairman for three months, from Jan-
uary to April, 1998.

On February 26, 1998, the House Subcommittee on Courts and
Intellectual Property conducted a markup of H.R. 2281, the WIPO
Copyright Treaties Implementation Act, and of H.R. 3209, the On-
Line Copyright Infringement Liability Limitation Act. H.R. 2281
and H.R. 3209 were reported favorably by voice vote to the House
Judiciary Committee. On April 1, 1998, the full Committee adopted
a substitute amendment to H.R. 2281, offered by Congressmen
Coble, Hyde, Conyers, and Goodlatte, which incorporated both the
pro_sious of H.R. 2281 and provisions regarding service provider
liability in anticipation of a resolution of this issue that appeared
to be close in the Senate Judiciary Committee. H.R. 2281 was then
favorably reported to the House of Representatives.

On April 2, 1998, Chairman Hatch offered the "Digital Millen-
nium Copyright Act of 1998" at an executive business meeting of
the Committee. This bill incorporated the text of S. 1121, a pro-
posal for resolving the issue of service provider liability for copy-
right infringement, and a provision that had been agreed to by the
House Judiciary Committee with respect to computer maintenance
and repair.

On April 23, 1998, the Committee met again in executive session
to consider the bill. At that meeting, the Committee considered and
accepted two amendments offered by Chairman Hatch, with Sen-
ators Leahy and Ashcreft, and one amendment offered by Senator
Ashcroft, with Senators Leahy and Hatch, en bloc, by unanimous
consent. These amendments dealt with reverse engineering of com-
puter programs for interoperability purposes, ephemeral record-
flags, and an exemption for libraries and archives from copyright in-
fringement liability.

On April 30, 1998, the Judiciary Committee resumed consider-
ation of the bill and accepted the following ten amendments en
bloc, by unanimous consent: an amendment by the Chairman (for
himself, Mr. Leahy and Mr. Ashcroft), with respect to ephemeral
recordings; an amendment by the Chairman (for himself, Mr.
Leahy and Mr. Ashcroft), with respect to the use of copyright man-
agement information in the course of certain analog and digital
transmissions; an amendment by the Chairman (for himself and
Mr. Leahy), to make certain clarifying amendments; an amend-
ment by Mr. Ashcroft (for himself, Mr. Leahy and Mr. Hatch), with
respect to protection of subscribers of online and Internet service
providers; an amendment by Mr. Ashcroi% (for himself, Mr. Hatch
and Mr. Leahy), with respect to the accommodation of particular
technological protection measures; an amendment by Mr. Ashcroi%
(for himself, Mr. Hatch and Mr. Leahy), with respect to protection
of personal privacy interests; an amendment by Mr. Ashcroft (for
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himself,Mr. Hatch and Mr. Leahy), with respect to the preserva-
tion of the ability to control minors' access to material on the Inter-
net; an amendment by Mr. Ashcroft (for himself, Mr. Leahy and
Mr. Hatch), with respect to distance education through digital tech-
nologies; an amendment by Mr. Grassley (for himself and Mr. Kyl),
with respect to law enforcement and intelligence activities; and an
amendment by Mrs. Feinstein, with respect to the liability of non-
profit educational institutions for copyright infringement online.
The Committee then unanimously ordered the Digital Millennium
Copyright Act of 1998 reported favorably, as amended.

III. DISCUSSION

The Digital Millennium Copyright Act (DMCA) in Title I imple-
ments the World Intellectual Property (WIPO) treaties on copyright
and on performers and phonograms, and in Title II limits the copy-
right infringement liability of on-line and Internet service providers
(OSPs and ISPs) under certain circumstances. The DMCA also pro-
vides in Title IIIa minor but important clarification of copyright
law that the lawful owner or lessee of a computer may authorize
someone to turn on their computer for the purposes of maintenance
or repair. Title IV addresses the issues of ephemeral recordings,
distance education, and digital preservation for libraries and ar-
chives.

Due to the ease with which digital works can be copied and dis-
tributed worldwide virtually instantaneously, copyright owners will
hesitate to make their works readily available on the Internet
without reasonable assurance that they will be protected against
massive piracy. Legislation implementing the treaties provides this
protection and creates the legal platform for launching the global
digital on-line marketplace for copyrighted works. It will facilitate
making available quickly and conveniently via the Internet the
movies, music, software, and literary works that are the fruit of
American creative genius. It will also encourage the continued
growth of the existing off-line global marketplace for copyrighted
works in digital format by setting strong international copyright
standards.

At the same time, without clarification of their liability, service
providers may hesitate to make the necessary investment in the ex-
pansion of the speed and capacity of the Internet. In the ordinary
course of their operations service providers must engage in all
kinds of acts that expose them to potential copyright infringement
liability. For example, service providers must make innumerable
electronic copies by simply transmitting information over the Inter-
net. Certain electronic copies are made to speed up the delivery of
information to users. Other electronic copies are made in order to
host World Wide Web sites. Many service providers engage in di-
recting users to sites in response to inquiries by users or they vol-
unteer sites that users may find attractive. Some of these sites
might contain infringing material. In short, by limiting the liability
of service providers, the DMCA ensures that the efficiency of the
Internet will continue to improve and that the variety and quality
of services on the Internet will continue to expand.

Besides the major copyright owners and the major OSP's and
ISP's (e.g., the local telephone companies, the long distance car-
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tiers,AmericaOnLine,etc.),theCommitteeheard from representa-
tives of individual copyright owners and small ISP's, from rep-
resentatives of libraries, archives and educational institutions, from
representatives of broadcasters, computer hardware manufacturers,
and consumers. Title II, for example, reflects 3 months of negotia-
tions supervised by Chairman Hatch and assisted by Senator
Ashcroft among the major copyright owners and the major OSP's
and ISP's. Intense discussions took place on distance education too,
with the participation of representatives of libraries, teachers, and
educational institutions, under the supervision of Chairman Hatch,
Senator Leahy, Senator Ashcroft, and the Copyright Office.

As a result, the Committee took substantial steps to refine the
discussion draft that Chairman Hatch laid down before the Com-

mittee through a series of amendments, each of which was adopted
unanimously. Fer example, the current legislation contains: (1) a
provision to ensure that parents will be able to protect their chil-
dren from pornography and other inappropriate material on the
Internet; (2) provisions to provide for the updating of the copyright
laws so that educators, libraries, and archives will be able to take
advantage of the promise of digital technology; (3) important proce-
dural protections for individual Internet users to ensure that they
will not be mistakenly denied access to the World Wide Web; (4)
provisions to ensure that the current practice of legitimate reverse
engineering for software interoperability may continue; and (5) pro-
visions to accommodate the needs of broadcasters for ephemeral re-
cordings .and regarding copyright management information. These
provisions are in addition to provisions Chairman Hatch had al-
ready incorporated into the discussion drain, such as provisions on
library browsing, provisions addressing the special needs of individ-
ual creators regarding copyright management information, and pro-
visions exempting nonprofit archives, nonprofit educational institu-
tions, and nonprofit libraries from criminal penalties and, in the
case of civil penalties, remitting damages entirely when such an in-
stitution was not aware and had no reason to believe that its acts
constituted a violation.

Consequently, the DMCA enjoys widespread support from the
motion picture, recording, software, and publishing industries, as
well as the telephone companies, long distance carriers, and other
OSP's and ISP's. It is also supported by the Information Tech-
nology Industry Council, which includes the leading computer
hardware manufacturers, and by representatives of individual cre-
ators, such as the Writers Guild, the Directors Guild, the Screen
Actors Guild, and the American Federation of Television and Radio
Artists. The breadth of support for this bill is reflected in the unan-
imous roll call vote (18-0) by which the DMCA was reported out
of Committee.

TITLE I

Title I implements the WIPO Copyright Treaty and the WIPO
Performances and Phonograms Treaty. These treaties were con-
cluded by the Clinton admln_stration in December 1996. The trea-
ties are best understood as supplements to the Berne Convention
for the Protection of Literary and Artistic Works. The Berne Con-
vention is the leading multilateral treaty on copyright and related
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rights, with 130 countries adhering to it. The United States ratified
the Berne Convention in 1989. The two new WIPO treaties were
adopted at a diplomatic conference by a consensus of over 150
countries. In general, the Copyright Treaty updates the Berne Con-
vention for digital works and the growth of the Internet and other
digital communications networks, and the Performances and
Phonograms Treaty supplements the Berne Convention with com-
prehensive copyright protection for performances and sound record-
ings (called "phonograms" in international parlance).

The importance of the treaties to the protection of American
copyrighted works abroad cannot be overestimated. The treaties, as
well as the Berne Convention, are based on the principle of na-
tional treatment; that is, that adhering countries are obliged to
grant the same protection to foreign works that they grant to do-
mestic works. Even more importantly, the Berne Convention and
the treaties set minimum standards of protection. Thus, the prom-
ise of the treaties is that, in an increasing global digital market-
place, U.S. copyright owners will be able to rely upon strong, non-
discriminatory copyright protection in most of the countries of the
world.

The copyright industries are one of America's largest and fastest
growing economic assets. According to International Intellectual
Property Alliance statistics, in 1996 (when the last flfll set of fig-
ures was available), the U.S. creative industries accounted for 3.65
percent of the U.S. gross domestic product (GDP)--$278.4 billion.
In the last 20 years (1977-1996), the U.S. copyright industries'
share of GDP grew more than twice as fast as the remainder of the
economy--5.5 percent vs. 2.6 percent. Between 1977 and 1996, em-
ployment in the U.S. copyright industries more than doubled to 3.5
million workers--2.8 percent of total U.S. employment. Between
1977 and 1996 U.S. copyright industry employment grew nearly
three times as fast as the annual rate of the economy as a whole---
4.6 percent vs. 1.6 percent. In fact, the copyright industries contrib-
ute more to the U.S. economy and employ more workers than any
single manufacturing sector, including chemicals, industrial equip-
ment, electronics, food processing, textiles and apparel, and air-
craft. More significantly for the WlPO treaties, in 1996 U.S. copy-
right industries achieved foreign sales and exports of $60.18 billion,
for the first time leading all major industry sectors, including agri-
culture, automobiles and auto parts, and the aircraft industry.

The WIPO treaties contain many important provisions. For ex-
ample, the Copyright Treaty contains significant provisions such
as: (1) explicit recognition that computer programs are covered by
the Berne Convention; (2) recognition of a broad right of public dis-
tribution; (3) recognition of a broad right of communication to the
public that includes the Internet; (4) an official statement that in-
terprets the existing reproduction right of the Berne Convention to
"fully apply in the digital environment"; _6 (5) an obligation to pro-
vide "legal protection and effective legal remedies" against cir-
cumventing technological measures, e.g. encryption and password
protection, that are used by copyright owners to protect their works

_Concerai_ Art.I(4).
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from piracy; ,7 and (6) an obligation to provide "adequate and effec-
tive legal remedies" to preserve the integrity of "rights manage-
ment information." ,s The Performances and Phonograms Treaty
recognizes certain rights of performers over their performances and
basically gives the copyright owners of sound recordings the same
protection for their works as exist in the Berne Convention for
other works.

The Committee believes that in order to adhere to the W]PO
treaties, legislation is necessary in two primary areas--
anticircumvention of technological protection measures and protec-
tion of the integrity of rights management information, or "copy-
right management information" (CMI), as it is referred to in the
bill. This view is shared by the Clinton administration. In drafting
implementing legislation for the WIPO treaties, the Committee has
sought to address those two areas, as well as avoid government
regulation of the Internet and encourage technological solutions.
The Committee is keenly aware that other countries will use U.S.
legislation as a model.

-A- AIqTIC IRCUIM"VENTION

TitleI enceurages technologicalsolutions,in general, by enforc-
ing private parties' use of technological protection measures with
legal sanctions for circtunvention and for producing and dlstribut-
Lug products or providing servicesthat are aimed at circumventing
technological protection measures that effectively protect copy-
righted works. For example, if unauthorized access to a copyrighted
work is effectively prevented through use of a password, it would
be a violation of this section to defeat or bypass the password and
to make the means to do so, as long as the primary purpose of the
means was to perform this kind of act. '9 This is roughly analogous
to making it illegal to break into a house using a tool, the primary
purpose of which is to break into houses.

Legislation prohibiting circumvention devices is not unprece-
dented. The Copyright Act in section 1002(c) already protects sound
recordings and musical works by prohibiting devices which cir-
cumvent any program or circuit that implements a serial copy
management system or similar system included in digital audio re-
cording devices and digital audio interface devices. The Commu-
nications Act in section 605(e)(4) prohibits devices that are "pri-
marily of assistance in the unauthorized decryption of satellite
cable programming." In addition to the W'fPO Copyright Treaty,
the NAFTA in article 1707Co) requires each party to make it a
criminal offense to make available a device or system that is "pri-
marily of assistance in decoding an encrypted program-carrying

,TA_-t II.

laRights management information is _informa_on which identifies the work, the author of the

work, the owner of any right in the work, or information about the terms and conditions of use
of the wm-k . . . which is attached to a copy of a work or appears in connection w_th cOmmu-

nication of the work to the public." Art. 12. Righ_ management information is more commonly
referred to in the U.S. ss copyright management information (CM_). The purpose of CMI is to
fac_itate licensing of copyright for use on the In.met and to discourage piracy,

zg Note tha*_ even xf a device do_ no_ have cir_umven_on as its primary purpose or design.

_ai_ i__lt_a.tit d__.aotf_l _ wit_" t_.e prohibition of section 1201(a)(2XA), the device would still
*lles_ _ 1_ *m* w_mm _ae prorno*tmns of e/ther 1201 (a)(2)(B) and (C).
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satellitesignalwithout the authorizationof the lawfuldistributor
of such signal.'

Although sections 1201(a)(2) and 120100) of the bill are worded
similarly and employ similar tests, they are designed to protect two
distinct rights and to target two distinct classes of devices. Sub-
section 1201(a)(2) is designed to protect access to a copyrighted
work. Section 120100) is designed to protect the traditional copy-
right rights of the copyright owner. As a consequence, subsection
1201(a)(2) prohibits devices primarily designed to circumvent effec-
tive technological measures that limit access to a work. Subsection
120100), on the other hand, prohibits devices primarily designed to
circumvent effective technological protection measures that hmlt
the ability of the copyrighted work to be copied, or otherwise pro-
tect the copyright rights of the owner of the copyrighted work. The
two sections are not interchangeable, and many devices will be sub-
ject to challenge only under one of the subsections. For example,
if an effective technological protection measure does nothing to pre-
vent access to the plain text of the work, but is designed to prevent
that work from being copied, then a potential cause of action
against the manufacturer of a device designed to circumvent the
measure lies under subsection 120100), but not under subsection
1201(a)(2). Conversely, if an effective technological protection meas-
ure limits access to the plain text of a work only to those with au-
thorized access, but provides no additional protection against copy-
ing, displaying, performing or distributing the work, then a poten-
tial cause of action against the manufacturer of a device designed
to circumvent the measure lies under subsection 1201(a)(2), but not
under subsection 1201(b).

This, in turn, is the reason there is no prohibition on conduct in
120100) akin to the prohibition on circumvention conduct in
1201(a)(1). The prohibition in 1201(a)(1) is necessary because prior
to this Act, the conduct of circumvention was never before made
unlawful. The device limitation in 1201(a)(2) enforces this new pro-
hibition on conduct. The copyright law has long forbidden copyright
infringements, so no new prohibition was necessary. The device
limitation in 120100) enforces the longstanding prohibitions on in-
fringements.

Accommodation of particular technological protection measures

The Committee was concerned that the provisions of subsections
1201(a)(2) and 00) might be read to mandate that manufacturers of
consumer electronics, telecommunications, and computing products
design their products and components to respond to particular
technological protection measures employed to protect copyrighted
works. Subsection 1201(d)(3) addresses this concern and clarifies
that section 1201 does not impose any affirmative design mandates
on manufacturers of consumer electronics, telecommunications, and
computing products. The fact that a product or component does not
respond to any particular technological protection measure, stand-
ing alone, neither creates liability under section 1201 nor immu-
nizes those trafficking in the product, part or component from li-
ability. This provision recognizes that there may be legitimate rea-
sons for a product or component's failure to respond to a particular
technological measure--such as design efficiency or ensuring high
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qualityoutputfromtheproduct--aswellasillegitimatereasons--
suchasanunlawfulintent to circumventtheprotectionmeasure.

Thata componentor part'sfailureto respondto a technological
measuredoesnotimmunizetheproductorcomponentfromfurther
revSewundersection1201is madeclearbythefollowingexample.
Supposea deviceexpresslyintendedto circumventan effective
technologicalprotectionmeasurecommonlyemployedto protect
copyrightedworkscontaineda componentthat wascriticalto the
effectivenessof thedevicein achievingits statedpurpose.Suppose
furtherthat the productwasmarketedasa circumventiondevice
andhadnocommerciallysignificantpurposesoruseotherthanto
circumvent.That componentwouldnot providethe desiredre-
sponseto the effectivetechnologicalprotectionmeasure,but the
productwouldstill clearlyrunafoulofsection1201in light of the
devicemanufacturer'sunlawfulintent,themarketingstrategyand
thelackofothercommerciallysignificantusesfortheproduct.

Ontheotherhand,supposea manufacturerof a state-of-the-art
consumerelectronicsdevice,whichdidnotcircumventanytechno-
logicalprotectionmeasurewhenit wasintroducedintothemarket
andwhichwasdesignedandmarketedfor a purposeotherthan
circumventinganytechnologicalprotectionmeasures,wassuedfor
violatingsection1201becausethe devicedid not accommodatea
particulartechnologicalprotectionmeasuredevelopedafterthede-
vicewasdesignedandsold.In suchacase,section1201(d)(3)would
makeit clearthat the device'sfailureto accommodatethis new
protectionmeasuredoesnot renderthe deviceunlawful,andin
light ofthenatureoftheproduct,themannerinwhichit functions,
thewayit hadbeenmarketedandits obviouslegitimateuses(as-
sumingthedevicecontinuesto bemarketedandproducedfor the
samelegitimateuses),therewouldclearlybenobasisfor arguing
thatthedevicewasunlawfulundersection1201.
Library browsing

Section 1201(e) allows nonprofit libraries, archives, and edu-
cational institutions to gain access to a commercially exploited
copyrighted work solely to make the determination of whether to
acquire a copy of the work.

Reverse engineering

Sections 1201(g)-(j) are intended to allow legitimate software de-
velopers to continue engaging in certain activities for the purpose
of achieving interoperability to the extent permitted by law prior
to the enactment of this chapter. The objective is to ensure that the
effect of current case law interpreting the Copyright Act is not
changed by enactment of this legislation for certain acts of identi-
fication and analysis done in respect of computer programs. See,
Sega Enterprises Ltd. v Accolade, Inc., 977 F.2d 1510, 24
U.S.P.Q.2d 1561 (9th Cir. 1992.). The purpose of this section is to
foster competition and innovation in the computer and software in-
dustry.

Controlling the access of minors to material on the Internet

The Committee supports the voluntary efforts underway by a
broad group of Internet users, library groups, publishers and other
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copyrightindustry groups,family-focusedorganizations,on-line
serviceproviders,andcivil libertiesgroupsto empowerparentsto
superviseandcontrolthe materialtheir childrenaccessfromthe
Intemet.Nothingin this bill is intendedto undercut these efforts.

To emphasize this point, an amendment (section 1201(k)) spon-
sored by Senator Ashcro_, Chairman Hatch and Senator Leahy
was adopted unanimously by the Committee to ensure that the pro-
hihitions in section 1201(a) did not inadvertently make it unlawful
for parents to protect their children from pornography and other
inappropriate material available on the Internet, or have unin-
tended legal consequences for manufacturers of products designed
solely to enable parents to protect their children in this fashion.
Section 1201(k) makes clear that in a suit brought under section
1201(a), a court may consider the necessity for a challenged compo-
nent or part's intended and actual incorporation into a technology,
product, service or device, which does not itself violate the provi-
sions of new chapter 12 on Copyright Protection and Management
Systems, and which has the sole purpose of preventing the access
of minors to pornography or other inappropriate material on the
Internet. This provision applies to subsection 1201(a) in its entirety
(as opposed to subsection 1201(a)(2) alone) in order to clarify that
the bill protects the actions of parents in ensuring that their chil-
dren do not have access to inappropriate material on-line.

A variety of tools available now allow parents to exercise control
in a manner consistent with their own family values, of their chil-
dren's access to online materials. In the event that, in the future,
any of these tools incorporates a part or component which cir-
cumvents a technological protection measure effectively controlling
access to a copyrighted work solely in order to provide a parent
with the information necessary to ascertain whether that material
is appropriate for his or her child, this provision authorizes a court
to take into consideration the necessity for incorporating such part
or component in a suit alleging a violation of section 1201(a).

This provision is limited to the application of subsection (a) be-
cause the Committee does not anticipate that it would be necessary
for parental empowerment tools to make copies of questionable ma-
terial, or to distribute or perform it, in order to carry out their im-
portant function of assisting parents in guiding their children on
the Internet. Accordingly, circumvention of copy controls, or of
similar measures, should never be a necessary capability of a pa-
rental empowerment tool. By the same token, if a technology, prod-
uct, service or device which (1) has the sole purpose of preventing
the access of minors to certain materials on. the Internet, and (2)
that technology, product, service or device circumvents a techno-
logical protection measure that effectively controls access to a work
as defined in subsection 1201(a)(3) only for the purpose of gaming
access to the work to ascertain whether it is suitable for a minor,
but does not otherwise defeat any copy protection for that work,
then that technology, product, service or device is only subject to
challenge under subsection 1201(a)(2) and not subsection 1201(b).
In such circumstances, no cause of action would lie under section
1201(b) and therefore limiting language would be unnecessary.

This provision is not to be interpreted to allow the wholesale ac-
cess to copyrighted works in their entirety, but merely to allow par-
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ents to have an ability to determine whether a work is inappropri-
ate for that parent's child.

Encryption research

The purpose of the Committee in proposing enactment of section
1201 is to improve the ability of copyright owners to prevent the
theft of their works, including by applying technological protection
measures. The effectiveness of such measures depends in large part
on the rapid and dynamic development of better technologies, in-
cluding encryption-based technological protection measures. The
development of encryption sciences requires, in part, ongoing re-
search and testing activities by scientists of existing encryption
methods, in order to build on those advances, thus promoting and
advancing eneryption technology generally.

The goals of section 1201 would be poorly served if these provi-
sions had the undesirable and unintended consequence of chilling
legitimate research activities in the area of encryption. It is the
view of the Committee, al_er having conducted extensive consulta-
tions, and having examined a number of hypothetical situations,
that Section 1201 should not have such an unintended negative ef-
fect.

It is the view of the Committee that generally available
encryptien testing tools would not be made illegal by this Act. Each
of those tools has a legitimate and-substantial commercial pur-
pose--testing security and_effectiveness--and are not prohibited by
Section 1201. In addition, the testing of specific encryption algo-
rittuns would not fall within the scope of 1201, since mathematical
formulas:as such: are not..:protected by copyright. Tllus_ testingi_)f
an encryptionalgorithm or program that has mu!tiplei_aSes,:in_[dd-
ing a .use-asa technical:protection.measureTor-CdpyHghted works,
would not fallwit]Rn the_prohibition0fsection 1201(a)whea_.that
testingisperformed on the encryption when itisin a'form not im-
plemented as a technicalprotectionmeasure. Similarly,the testing
ofencryption technologiesdeveloped by or on behalf ofthe govern-
ment of the United States, would not violate section1201 since
copyrightdoes not subsistin such subjectmatter. Finally,there are
many situationsin which encryption research willbe undertaken
with the consent or at the direction of the copyright owner and
thereforewillnot give riseto any actionunder section1201.

For these reasons, itis the view of the Committee that the fol-
lowing types of encryption testing are not generally prohibitedby
section1201.

Ifa cryptographer uses various cryptanalyticresearch techniques
to discovera flaw in,for example, the U.S. government's Escrowed
Encryption Standard CEES) used in the Clipper Chip and Fortezza
cards.The flaw allowsusers to circtunventessentialfeaturesofthe

algorithm.Since these encryption products are not coveredby copy-
right,because they are merely mathematical algorithms in addition
to being owned by the U.S. government, these acts do not violate
1201, and the resultsmay be made availabletothe public.

If a company, in the course of developing a new cryptegraphic
product, sponsors a crypto-cracking contest with cash prizes, con-
testants would not violate section 1201 since the research acts are
specifically authorized.
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Significantly,section 1201 does not make illegal cryptographic
devices that have substantial legitimate purposes other than to cir-
cumvent technological protection measures as applied to a work.
For example, many popular word processing and other computer
programs include a security feature allowing users to password-
protect docmnents (employing a tow-grade form of encryption.) It is
not uncommon for users of such products to forget or lose their
passwords for such documents, making their own protected works
unrecoverable. As a result, many independent programmers have
created utilities designed to assist in the recovery of passwords or
password-protected works. Several of these utilities are distributed
over the Internet as freeware or shareware. Because these utilities
have a substantial legithnate use, and because they would be used
by persons to gain access to their own works, these devices do not
violate section-1201.

The law would also not prohibit certain kinds of commercial
"key-cracker" products, e.g., a computer program optimized to crack
certain 40-bit encryptionkeys. Such machines are often rented to
commercial customers for the purpose of quick data recovery of
encrypted data. So long as these devices would have a substantial
legitimate use, and they do not become principally used to facilitate
infringement, they would not be prohibited by section 1201.

Today, network and web site management and security tools in-
creasingly contain components that automatically test systems se-
curity and identify common vulnerabilities. These programs are
valuable tools for systems administrators and web site operators,
to use in the course of their regular testing of their systems' secu-
rity. Again, because these devices do not meet the test of section
1201, because they are good products put to a good use, the devices
do not fall within the scope of this statute.

B. COPYRIGHT ]VrLANAGEI_ INFOEMATION

Copyright Management Information (CIV[I) is an important ele-
ment in establishing an efficient Internet marketplace in copy-
righted works free from governmental regulation. Such information
will assist in tracking and monitoring uses of copyrighted works,
as well as licensing of rights and indicating attribution, creation
and ownership.

Under the bill, CMI includes such items as the title of the work,
the author, the copyright owner, and in some instances, the writer,
performer, and director. CMI need not be in digital form, but CMI
in digital form is expressly included. It is important to note that
the DMCA does not require CMI, but if CiVI:I is provided, the bill
protects it from falsification, removal or alteration. Information
that is not defined as CMI under the bill would not be protected
by these provisions, although its removal or falsification might be
protected under other laws, such as unfair trade. The definition of
CMI may be expanded by regulation prescribed by the Register of
C0_ecyrights.

tion 1202(a) prohibits knowingly providing CM] that is false
or knowingly distributing CMI that is false with the intent to in-
duce, enable, facilitate or conceal infringement. Section 1202(b)
_i.srOhibits(I) the intentionalremoval or alterationof CiVIl,(2) the

tribution of CMI knowing that the information has been re-
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movedor altered,and (3) the distribution or public performance of
works knowing or having reason to know.that C1VII has been re-
moved or altered, so long as, regarding the prohibited acts de-
scribed in section 1202(b), there is knowledge or reasonable
grounds to know that these acts will induce, enable, facilitate or
conceal an infringement.

Section 1202(e) recognizes special problems that certain broad-
casting entities may have with the transmission of copyright man-
agement information. Under this subsection, radio and television
broadcasters, cable systems, and persons who provide programming
to such broadcasters or systems, who do not intend to induce, en-
able, facilitate or conceal _gement (eligible persons) may be eli-
gible for a limitation on liability for violation of the copyright man-
agement information provisions of section 1202(b) in certain, lim-
ited circumstances.

C. CIVIL REMEDIES AND CRIMINAL PENALTIES

Section1203 gives civilremedies and section1204 imposes crimi-
nal penaltiesforviolationsofsections1201 and 1202.

In addition to an award of damages, section1203(b) provides for
variouskinds ofa_ative reliefin civilactionssuch as temporary
and permanent injunctions,impoundment, and, as part of a final
judgment or decree findinga violation,the court may order reme-
dial modificationor destructionof the offending device or product.
Such _ative reliefiscurrently found in the Copyright Act for
copyrightinfringements.
Regarding monetary relief,section1203 provides for actualdam-

ages,profitsderived from the unlawful activity,statutorydamages,
and trebledamages for repeat offenders.Such monetary reliefis
availableunder the current Copyright Act.
An important feature of section1203 isthe remittiturfor inno-

cent violatorsand for nonprofitlibraries,archives,and educational
institutions.In the case of a violatorwho was not aware and had
no reason to believethat the acts at issue constituteda violation,
the court may reduce or remit the totalaward of damages. In the
cases of nonprofit libraries,archives,and educational institutions
the courtmust remit damages ifthe institutionwas not aware and
had no reason tobelievethat itsactsconstituteda violation.

The current Copyriffht Act provides for c_al penalties for
copyrightinfringement. Section 1204 ofthe billalsoprovides crimi-
nal penaltiesfor violationsof section1201(a) and (b).Specifically,
willfulviolationsof sections 1201 or 1202 for purposes of commer-
cialadvantage or private fmandal gain are punished by up to
$500,000 in fines or imprisonment for up to 5 years. Repeat of-
fenses are punishable by up to $1,000,000 in fines or imprisonment
for up to 10 years. The bill requires that criminal proceedings be
commenced within 5 years a_er the cause of action arose. Criminal
penalties do not apply to nonprofit libraries, archives, and edu-
cational institutions.

D. PROTECTING PERSONAL PRIVACY INTERESTS

Section 1205 responds to concerns expressed by some that cer-
tain technologiesused to gather personallyidentifiableinformation
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from Internet users could be characterizedas technologicalprotec-
tion measures for copyrighted materials,and that thereforeefforts
by Internet users to protecttheirprivacy by disablingor bypassing
such technologiescould be prohibitedby section1201. The Commit°
tee does not believethat enactment ofthislegislationwillhave this
effect.No specificexample of such a privacy-invasivetechnology in
use today that would be affectedin thisway has been calledto the
Committee's attention.For example, even if"cookie" files--which
are automatically deposited on the hard drives of computers of
users who visitWorld Wide Web sites--are considered to be
invasive of personalprivacy (and are deemed to be copyrighted
works), allcommercially significantbrowser programs can be read-
flyconfiguredtoreject"cookies,"and such a configurationraisesno
issueofany violationofsection1201.
In fact,enactment of section 1201 should have a positiveimpact

on the protectionof personal privacy on the Internet. The same
technologiesthat copyright owners use to controlaccessto and use
of theirworks can and will be used to protectthe personal privacy
of Internet users by, for example, encrypt'mg e-mail communica-
tions,or requiringa password foraccessto personal copyrightedin-
formation on an individual'sweb site.By outlawing the activities
of those who make it their business to provide the toolsfor cir-
cumventing these protectivetechnologies,this legislationwill sub-
stantially enhance the degree to which individuals may protect
their privacy as they work, play and communicate on the Internet.

However, because of the privacy concerns expressed that existing
or future technologies may evolve in such a way that an individual
would have to circumvent a technological protection measure to
protect his or her privacy, the committee concluded that it was pru-
dent to rule out any scenario in which section 1201 might be relied
upon to make it harder, rather than easier, to protect personal pri-
vacy on the Internet. Accordingly, Senator Ashcroft, Chairman
Hatch and Senator Leahy proposed a savings clause to clarify that
nothing in the new chapter 12 will abrogate, diminish or weaken
the provisions of any Federal or State law that prevents the viola-
tion of an individual'sprivacy in connection with the individual's
use of the Internet.The savings clause also specifiesthat section
1201 cannot be used to provide a defense,or an element ofmitiga-
tion,in any civilor criminal actionto enforce such a law. For ex-

ample, ifa validFederal or Sta_, law regulates,on personal pri-
vacy grounds, the use of cookie files,which are automatically
placed on the computer hard drives of users as they visitInternet
web sites,and a party with standing sues to enforcethe limitations
contained in that law, the defendant may not excuse his actionsin
violationof those limitationsby pointingto anything in chapter 12
of title 17.

Law enforcement

Sections 1201(f) and 1202(d) create exceptions for the lawfully
authorized investigative, protective, or intelligence activities of an
officer, agent, or employee of, the United States, a State, or a politi-
cal subdivision of a State, or of persons acting pursuant to a cen-
tract with such an entity. These exceptions will protect officers,
agents, employees, or contractors of, or other persons acting at the
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direction of, a law enforcement or intelligence agency of the United
States, a State, or a political subdivision of a State, who are per-
forming lawfully authorized investigative, protective, or intelligence
activities. These exceptions will also protect officers, agents, em-
ployees, or contractors of, or other persons acting at the direction
of, elements or divisions of an agency or department of the United
States, a State, or a political subdivision of a State, which does not
have law enforcement or intelligence as its primary function, but
who may nevertheless, in the course of lawflllly authorized protec-
five, intelligence, or criminal investigative activities, engage in ac-
tions otherwise prohibited by this bill. These exceptions only apply
to individuals covered under this section when they are performing
investigative, protective, or intelligence activities, within the scope
of their duties and in furtherance of lawfully authorized activities.

The Committee is concerned that these sections should not be
misinterpreted as an opportunity to circumvent the WIPO Copy-
right Treaty. It should be clear that this is a routine law enforce-
ment and intelligence exception. As such, the exceptions under sec-
tions 1201(13 and 1202(d) are to be narrowly construe& In addition,
these exceptions are to be construed in a manner consistent with
similar law enforcement and intelligence exceptions found else-
where in U.S. law, such as 18 U.S.C. 1029(I3, 1030(13, or 2512(2)(b).

TITLE II

Although the copyright infringement liability of on-line and
Internet service providers (OSPs and ISPs) is not expressly ad-
dressed in the actual provisions of the WIPO treaties, the Commit-
tee is sympathetic to the desire of such service providers to see the
law clarified in this area. There have been several cases relevant
to service provider liability for copyright infringement. 2o Most have
approached the issue from the standpoint of contributory and vicar-
ious liability. Rather than embarking upon a wholesale clarification
of these doctrines, the Committee decided to leave current law in
its evolving state and, instead, to create a series of "safe harbors,"
for certain common activities of service providers. A service pro-
vider which qualifies for a safe harbor, receives the benefit of bru-
ited liability.

In the beginning, the Committee identified the following activi-
ties: (1) digital network communications, (2) system caching, (3) in.
formation stored on service providers, and (4) information location
tools. In the end, Title H contains five general categories of activi-
ties, which are addressed in a newly created section 512 in Chapter
5 of the Copyright Act. This new section contains limitations on
service providers' liability for five general categories of activity set
forth in subsections (a) through (d) and subsection (13. As provided

in subsection (k), Section 512 is not intended to im.._plythat a serv-
ice provider is or is not liable as an infringer elmer for conduct
that qualifies for a limitation of liability or for conduct that fails
to so qualify. Rather, the limitations of liability apply if the pro-
dder is found to be liable under existing principles of law.

_For example, Re//_,/ous Techr_lo$1y Center v. Net.corn On-line Com.mu_aa Servi_._, 907
F, Supp. 1361 (N.D. Cal. 1995);, PLayboy Ente_vr/._ v, $_-ena, 839 F. Supp. 1552 (1VI.D. Fla.
1993); and Marobie.FL v. Nat AssrL Of Fire Equipment Distributors, 983 F. Supp. 1167 (N.D.
nh 1997).

Add-26



20

The limitations in subsections (a) through (d) protect qualifying
service providers from liability for all monetary relief for direct, vi-
carious and contributory infringement. Monetary relief is defined in
subsection (j)(2) as encompassing damages, costs, attorneys' fees,
and any other form of monetary payment. These subsections also
limit injunctive relief against qualifying service providers to the ex-
tent specified in subsection (I). To qualify for these protections,
service providers must meet the conditions set forth in subsection
(h), and service providers' activities at issue must involve a func-
tion described in subsection (a), (b), (c), (d) or (f), respectively. The
liability limitations apply to networks "operated by or for the serv-
ice provider," thereby protecting both service providers who offer a
service and subcontractors who may operate parts of, or an entire,
system or network for another service provider.

Title II preserves strong incentives for service providers and
copyright owners to cooperate to detect and deal with copyright in-
fringements that take place in the digital networked environment.
At the same time, it provides greater certainty to service providers
concerning their legalexposure for infringements that may occur in
the course of their activities.

Particular concerns of educational institutions

At least two concerns have been raised concerning the applicabil-
ity of section 512 to educational institutions, such as universities
and libraries, when they act as on-line service providers. The fn'st
concerns the extent to which the knowledge of faculty members
using the Internet will be imputed to a college or university as a
whole or the specific department within the college or university
responsible for providing Internet service. To the extent such
knowledge is imputed, the on-line service provider might fail to
qualify for certain of the exceptions to liability included in this sec-
tion. This is one of the specific questions upon which the Copyright
Office study authorized in section 204 of this Act will focus. With-
out prejudging any issues to be considered in that study, it seems
that the extent to which knowledge is imputed to the service pro-
dder in the case of colleges and universities, and in other settings
in which the service provider and end-user share an employee-em-
ployer or other relationship, is a matter of the relevant State law
of respondeat superior, rather than a matter of Federal copyright
law. As a consequence, there may be much that a non-profit edu-
cational institution can do to structure the internal relationships
between its faculty and its online service provider functions. What
is more, nothing in this Act should be read to preclude a Federal
court from taking into account the special circumstances of a non-
profit educational institution in applying agency law to determine
whether knowledge should be imputed to such an institution in its
capacity as an online service provider.

The second concern raised about the applicability of section 512
to public universities and libraries, and indeed other public entities
which operate as online service providers, is that by complying
with the notice and take-down provisions of section 512, the public
entities might violate the due process rights of their users. Any
such due process objection suffers at least two flaws. In the first
place, a prerequisite to any due process claim is a state law prop-
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erty interest. In the case of the relatively new concept of Internet
access, the service provider contract, rather than any common law
property interest, would appear to be the yardstick of the Internet
user's property interest in continued access. The contract for Inter-
net service, therefore, can limit any property interest that would
form the basis for a procedural due process claim. Second, and even
more important, the procedural protections afforded by the notifica-
tion requirements of subsection 512(c)(3) and the provisions for the
replacement of removed or disabled materials in subsection 512(f)
provide all the process that is due. The Committee was acutely con-
cerned that it provide all end-users--whether contracting with pri-
vate or public sector online service providers--with appropriate
procedural protections to ensure that material is not disabled with-
out proper justification. The provisions in the bill balance the need
for rapid response to potential infringement with the end-users le-
gitimate interests in not having material removed without re-
course.

In order to explore these and other issues more hilly, the Com-
mittee provides in section 204 for a study to be conducted by the
Register of Copyrights.

TITLE HI

Computer maintenance or repair

Title III of the bill amends section 117 of the Copyright Act (17
U.S.C. 117) to ensure that independent service organizations do not
inadvertently become liable for copyright infringement merely be-
cause they have turned on a machine in order to service its hard-
ware components.

When a computer is activated, that is when it is turned on, cer-
tain software or parts thereof (generally the machine's operating
system software) is automatically copied into the machine's random
access memory, or "RAM". During the course of activating the com-
puter, different parts of the operating system may reside in the
RAM at different times because the operating system is sometimes
larger than the capacity of the RAM. Because such copying has
been held to constitute a "reproduction" under section 106 of the
Copyright Act (17 U.S.C. 106), 21 a person who activated the ma-
chine without the authorization of the copyright owner of that sof_-
ware could be liable for copyright infringement. This legislation has
the narrow and specific intent of relieving independent service pro-
riders, persons unafl'_liated with either the owner or lessee of the
machine, from liability under the Copyright Act when, solely by
virtue of activating the machine in which a computer program re-
sides, they inadvertently cause an unauthorized copy of that pro-
gram to be made.

This title is narrowly crafted to achieve the foregoing objective
without prejudicing the rights of copyright owners of computer soft-
ware. Thus, for example, 1201(k) does not relieve from liability per-
sons who make unauthorized adaptations, modifications, or other
changes to the software. This title also does not relieve from liabil-

z_SeeMAI Sys.Corp.v.PeakComputer,991F.2d511(gthCir.1993),oentdenied,I14S.Ct.
6710994).
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ity personswho makeanyunauthorizedcopies of software other
than those caused solely by activation of the machine.

TITLE IV

A. EP_-IEY[ERALRECORDINGS

Section 401 of the billamends section112 of the Copyright Act
to address two issues concerning the apphcation of the ephemeral
recordingexemption in the digitalage.
The firstof these issues isthe relationshipbetween the ephem-

eral recording exemption and the Digital Performance Right in
Sound Recordings Act of 1995 ("DPRA'). The DPRA granted sound
recording copyright owners the exclusive right to perform their
works publicly by means of digital audio transmission, subject to
certain limitations, particularly those set forth in section l14(d).
Among those limitations is an exemption for nonsubscription
broadcast transmissions, which are defined as those made by ter-
restrial broadcast stations licensed as such by the FCC. 17 U.S.C.
ll4(d)(1)(A)(iii) and (j)(2). The ephemeral recording exemption pres-
ently privileges certain activities of a transmitting organization
when it is entitled to transmit a performance or display under a
license or transfer of copyright ownership or under the limitations
on exclusive rights in sound recordings specified by section l14(a).
The Committee believes that the ephemeral recording exemption
should apply to broadcast radio and television stations when they
make nonsubscription digital broadcasts permitted by the DPRA.
The Committee has therefore changed the existing language of the
ephemeral recording exemption (redesignated as l12(a)(1)) to ex-
tend explicitly to broadcasters the same privilege they already
enjoy with respect to analog broadcasts.

The second of these issues is the relationship between the
ephemeral recording exemption and the anticircumvention provi-
sions that the bill adds as section 1201 of the Copyright Act. Con-
cerns were expressed that if use of copy protection technologies be-
came widespread, a transmitting organization might be prevented
from engaging in its traditional activities of assembling trans-
mission programs and making ephemeral recordings permitted by
section 112 for purposes of its own transmissions within its local
service area and of archival preservation and security. To address
this concern, the Committee has added to section 112 a new para-
graph that permits transmitting organizations to engage in activi-
ties that otherwise would violate section 1201(a)(1) in certain lim-
ited circumstances when necessary for the exercise of the transmit-
ring organization's privilege to make ephemeral recordings under
redesiguated section l12(a)(1). By way of example, if a radio station
could not make a permitted ephemeral recording from a commer-
cially available phonorecord without violating section 1201(a)(1),
then the radio station could request from the copyright owner the
necessary means of making a permitted ephemeral recording. If the
copyright owner did not then either provide a phonorecord that
could be reproduced or otherwise provide the necessary means of
making a permitted ephemeral recording from the phonorecord al-
ready in the possession of the radio station, the radio station would
not be liable for violating section 1201(a)(1) for taking the steps
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necessary for engaging in activities permitted under section
112(a)(1). The radio station would, of course, be liable for violating
section 1201(a)(1) if it engaged in activities prohibited by that sec-
tion in other than the limited circumstances permitted by section
112(a)(1).

B. DISTANCE EDUCATION

New technology, especially digitaltechnology, is increasingly
being used by educational institutionsin their distance learning
programs. In the past, distance learning programs were developed
primarily forstudents who, because oftheir specialcircumstances,
could not be taught in a traditionalclassroom.Section110(2) ofthe
copyright law contains an exemption that accommodates this type
of activity.The current exemption isdesigned tocover instructional
broadcasting, and allows the use of only certain categories of
works. Future distance education, however, may involve a wider
range of activities,including the use of interactivedigitaltrans-
missions,and be designed for a broader audience ofstudents work-
ing _om personal computers in theirown homes.

The Committee believes that the scope of the distance education
exemption should be re-examined in light of the range of edu-
cational activitiesmade possibleby digitaltechnologies.The Com-
mittee therefore initiateddiscussions on distance learning with
representativesof libraries,educational institutionsand copyright
owners, and asked the Register of Copyrights to recommend any
appropriate legislativelanguage for an updated distance education
exemption. In response to thisrequest by Chairman Hatch, Senator
Leahy and Senator Ashcrofc, the Register reported the conclusion
that digitaldistance education is an evolving field,and the range
of activitiescontemplated isdiverse and potentiallyfar-reachingin
impact and scope.
In lightof the complexity, importance and potentialscope of the

issues implicated by distance education, the Committee has deter-
mined that further study of the issueswould be useful.The Com-
mittee thereforehas directed the Copyright Officeto provide Con-
gress with a report recommending ways to promote distance learn-
ing through digitaltechnologiesno laterthan six months afteren-
actment ofthis legislation.In conducting this study, the Copyright
Officeisrequired to consultwith representativesof copyright own-
ers,nonprofit educational institutions,librariesand archives.The
Committee anticipatesthat the Copyright Officewill also consult
with otherswith relevant expertise,where appropriate,such as the
Department ofEducation.

The Committee underscores the importance to the public of a
speedy resolutionof any copyright issues associatedwith distance
learning and commits itselfto developing a fair and effectivedis-
tance learning regime promptly after receiptof the Register'sRe-
port.

Fair use

The bill does not amend section 107 of the Copyright Act, the fair
use provision. The Committee determined that no change to section
107 was required because section 107, as written, is technologically
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neutral, and therefore, the fair use doctrine is fully applicable in
the digital world as in the analog world.

C. EXEMPTION FOR LIBRARIES AND ARCHrVES

Section 108 of title 17 permits libraries and archives of the type
described in that section to make and, in some cases, distribute a
limited number of copies of certain types of copyrighted works,
without the permission of the copyright holder, for specified pur-
poses relating to these entities' functions as repositories of such
works for public reference. Section 403 of the bill updates section
108 to allow these entities to take advantage of digital technologies
when engaging in specified preservation activities.

IV. VOTE OF THE COMIVIITTEE

Pursuant to paragraph 7 of rule XX'VI of the Standing Rules of
the Senate, each Committee is to announce the results of rollcall
votes taken in any meeting of the Committee on any measure or
amendment. The Senate Committee on the Judiciary, with a
quorum present, met on Thursday, April 23, 1998, at 10 a.m., to
consider the Digital Millennium Copyright Act of 1998. The Com-
mittee considered and accepted the following three amendments en
bloc, by unanimous consent: an amendment by the Chairman (for
himself, Mr. Leahy, and Mr. Ashcroft), with respect to reverse engi-
neering of computer programs for interoperability purposes; an
amendment by the Chairman (for himself, Mr. Leahy and Mr.
AshcroR), with respect to ephemeral recordings; and, an amend-
ment by Mr. Ashcroft (for himself, Mr. Leahy, and Mr. Hatch), with
respect to the exemption from copyright infringement liability for
libraries and archives.

The Committee, with a quorum present, met to resume consider-
ation of the Digital Millennium Copyright Act on Thursday, April
30, 1998, at 10 a.m The Committee considered and accepted the
following amendments en bloc, by unanimous consent: an amend-
ment by the Chairman (for himself, Mr. Leahy, and Mr. Ashcroft),
with respect to ephemeral recordings; an amendment by the Chair-
man (for himself, Mr. Leahy, and Mr. Ashcroft), with respect to the
use of copyright management information in the course of certain
analog and digital transmissions; an amendment by the Chairman
(for himself and Mr. Leahy), to make certain clarifying amend-
ments; an amendment by Mr. Ashcroft (for himself, Mr. Leahy, and
Mr. Hatch), with respect to protection of subscribers of online and
Internet service providers; an amendment by Mr. Ashcroft (for him-
self, Mr. Hatch, and Mr. Leahy), with respect to the accommoda-
tion of particular technological protection measures; an amendment
by Mr. Ashcroft (for himself, Mr. Hatch, and Mr. Leahy), with re-
spect to protection of personal privacy interests; an amendment by
Mr. Ashcroft (for himself, Mr. Hatch, and Mr. Leahy), with respect
to the preservation of the ability to control minors" access to mate-
rial on the Internet; an amendment by Mr. Ashcrof_ (for himself,
Mr. Leahy, and Mr. Hatch), with respect to distance education
through digital technologies; an amendment by Mr. Grassley (for
himself and Mr. Kyl), with respect to law enforcement and intel-
ligence activities; and an amendment by Mrs. Feinstein, with re-
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spect to the liability of nonprofit educational institutions for copy-
right infringement online. The Committee then ordered the Digital
Millennium Copyright Act of 1998 reported favorably, as amended,
with a recommendation that the bill do pass, by a rollcall vote of
18 yeas to 0 nays.

YEAS NAYS

Thurmond (by proxy)
Grassley (by proxy)
Specter (by proxy)
Thompson
Kyl
DeWine
Ashcroft
Abraham (by proxy)
Sessions
Leahy
Kennedy
Biden (by proxy)
Kohl (by proxy)
Feinstein
Feingold
Durbin (by proxy)
Torricelli (by proxy)
Hatch

V. SECTION-BY-SECTION ANALYSIS

Section 1. Short title

This Act may be cited as the "Digital Millennium Copyright Act
of 1998.'

Section 2. Table of contents

TITLE l--_rIPO TREATIES IMPLEMENTATION

Section 101. Short title

This Title may be cited as the "WIPO Copyright and Perform-
ances and Phonograms Treaties Implementation Act of 1998."

Section 102. Technical amendments

To comply with the obligations of the WIPO Treaties, several
technical amendments to the U.S. Copyright Act are necessary.
These amendments are needed to ensure that works from countries
that join the two new WIPO Treaties, including works in existence
on the date each treaty becomes effective for the United States, will
be protected in the United States on a formality-free basis, as re-
qnired by the provisions of each treaty. Three sections of the Copy-
right Act require amendment: (1) section 104, which specifies the
conditions on which works from other countries are protected in the
United States; (2) section 104A, which restores protection to certain
preexisting works from other countries that have fallen into the
public domain in the United States; and (3) section 411(a), which
makes copyright registration a precondition to bringing suit for in-
fringement for some works. In addition, the amendments made to
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thesesectionsrequiresomeadditionsto,andchangesin, thedefini-
tionsectionoftheCopyrightAct,section101.

Subsection (a)---Amendments to Section 101: Definitions. The
bill amends section 101 of the Copyright Act (17 U.S.C. 101) to de-
fine "treaty party" as "any country or intergovernmental organiza-
tion that is a party to an international agreement" and to define
"international agreement" to include, inter alia, the two new WIPO
Treaties. Definitions of the two new WIPO Treaties are also pro-
vided. In addition, a definition of "United States work" was added
for purposes of section 411 of the Copyright Act (17 U.S.C. 411), as
amended by the bill.

Subsection (b)--Amendments to Section 104: Subject Matter of
Copyright: National Or/g/n.---Section 104 of the Copyright Act (17
U.S.C. 104) identifies the criteria that must be met for a work to
qualify for protection under the U.S. copyright law (i.e., "points of
attachment'). Among those protected under section 104 are nat/on-
als or domiciliaries of those countries with which we have an ap-
propriate treaty relationship. Section 104, as it is presently writ-
ten, exphcitly identifies those treaty relationships, but does not
refer to the two new WIPO Treaties. Therefore, section 104 needs
to be amended to provide for points of attachment for the two new
WIPO Treaties.

Subsection (b) amends section 104 so that all countries that have
copyright relations with the United States would be referred to col-
lectively by the term "treaty parties." This change, in conjunction
with the amendments to section 101, which define "treaty party"
and "international agreement," serves to ensure that the two new
WIPO Treaties are covered by section 104. This subsection also
amends section 104 to extend protection to foreign works from any
treaty party based on four points of attachment: nationality of the
author, place of first publication of the work, place of fixation of the
sounds embodied in a sound recording, and the situs of a con-
strncted arch/tectural work.

The way section 104 is presently written requires that it be
amended each time U.S. treaty membership changes. By defining
"treaty party" in section 101 and amending section 104 to refer to
"treaty party," future changes in the treaties to which the U.S. is
a party would not require changes to section 104. It is much clearer
and less unwieldy to have a single set of criteria for eligibility in
section 104 as proposed by this bill, rather than multiple, overlap-
ping criteria in a long list of complex definitions in section 101. If
the U.S. joins any future treaties, those treaties can simply be
added to the list of "international agreements" without any detailed
amendments repeating the criteria for eligibility. The amendment
to section 104 also makes clear that membership in the Geneva
Phonograms Convention and the WIPO Performances and
Phonograms Treaty provides national eligibility for sound record-
ings only, not other types of works.

Subsection (c)--Amendments to Section 104_4.. Copyright in Re-
stored Works.--Subsection (c) amends section 104A(h) of the Copy-
right Act (17 U.S.C. 104A(h)) by adding the two new WIPO Trea-
ties to the definitions of "date of adherence or proclamation" and
"eligible country." It would also add a paragraph to the definition
of "restored work" to ensure that copyrighted works other than
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sound recordings do not qualify as restored works where the sole
basis for protection in the United States is adherence to the WIPO
Performances and Phonograms Treaty.

Subsection (d)--Amendments to Section 411(a): Registration and
Infringement Actions.--In its current form, section 411(a) of the
Copyright Act (17 U.S.C. 411(a)) requires works to be registered
with the Copyright Office before suit can be brought for their in-
fringement, but exempts Berne Convention works whose country of
origin is not the United States. Subsection (d) amends section
411(a) of the Copyright Act to include works from members of the
two new WIPO Treaties within the exemption.

The amendments made by subsection (d) reframe the registration
requirement in the affirmative--essentially the converse of the cur-
rent section 411(a). In other words, the provision would state af-
firmatively that "United States works" must be registered before
suit. Rather than frame an exemption from that requirement for
certain works whose origin/s not the United States, section 411(a)
would, as amended, by this subsection, merely limit the require-
ment of registration as a precondition to suit to these works whose
country of origin is the United States. "United States works" are
defined in section 101 of the Copyright Act (17 U.S.C. 101), as
amended by this Title. As discussed with respect to the amend-
ments in subsection (b) to section 104 of the Copyright Act, section
411(a), as amended by this subsection, may be easily updated each
time the United States joins another treaty, without the need to
change several interrelated provisions of the Act.

Subsection (e)--Amendment to section 507(a).--Section 507(a) of
the Copyright Act (17 U.S.C. 507(a)) provides for a 3-year statute
of limitations period for all criminal copyright actions. Subsection
(e) amends section 507(a) to recognize exceptions to the 3-year limi-
tations period if expressly provided elsewhere in title 17. This
amendment is necessary in light of the 5-year criminal limitation
period contained in the new chapter 12 of title 17, which is created
by this title.

Section 103. Copyright protection systems and copyright manage-
ment information

The two new WIPO Treaties include substantively identical pro-
visionson technologicalmeasures of protection(alsocommonly re-
ferred to as the "black box" or "anticircumvention" provisions).
These provisions require contracting partiesto provide "adequate
legalprotectionand effectivelegalremedies againstthe circumven-
tionofeffectivetechnologicalmeasures that are used by authors in
connection with the exerciseoftheirrightsunder thisTreaty or the
Berne Convention and that restrictacts,in respect of theirworks,
which are not authorizedby the authors concerned or permitted by
law."

Both of the new WIPO treatiesalso include substantivelyiden-
ticalprovisions requiring contractingparties to protectthe integ-
rity of copyright management information. The treatiesdefine
copyrightmanagement information as "informationwhich identifies
the work, the author of the work, the owner of any right in the
work, or information about the terms and conditionsof use ofthe
work, and any numbers or codes that represent such information,
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when any of these items of information is attached to a copy of a
work or appears in connection with the communication of a work
to the public.'

Legislation is required to comply with both of these provisions.
To accomplish this, the bill adds a new chapter (chapter twelve) to
title 17 of the United States Code. This new chapter twelve in-
dudes five sections---(1) section 1201, which prohibits the cir-
cumvention of technological copyright protection measures; (2) sec-
tion 1202, which protects the integrity of copyright management in-
formation; (3) section 1203, which provides for civil remedies for
violations of sections 1201 and 1202; (4) section 1204, which pro-
vides for criminal penalties for violations of sections 1201 and
1202; and (5) section 1205, which provides a savings clause to pre-
serve the effectiveness of federal and state laws in protecting indi-
vidual privacy on the Internet.

Section 1201. Circumvention of copyright protection systems

Subsection (a)--Violations regarding circumvention of techno-
logical protection measures.--Subsection (a) applies when a person
has not obtained authorized access to a copy or a phonorecord of
a work that is protected under the Copyright Act and for which the
copyright owner has put in place a technological measure that ef-
fectively controls access to his or her work. The relevant terminol-
ogy is defined in paragraph (a)(3), as described below.

Paragraph (a)(1) establishes a general prohibition against gain-
ing unauthorized access to a work by circumventing a technological
protection measure put in place by the copyright owner where such
protection measure otherwise effectively controls access to a work
protected under title 17 of the U.S. Code. This paragraph does not
apply to the subsequent actions of a person once he or she has ob-
tained authorized access to a copy of a work protected under title
17, even if such actions involve circumvention of other types of
technological protection measures.

In order to provide meaningful protection and enforcement of the
copyright owner's right to control access to his or her copyrighted
work, paragraph (a)(2) supplements the prohibition against the act
of circumvention in paragraph (a)(1) with prohibitions on creating
and making available certain technologies, products and services

• use_ developed or advertised to defeat technological protections
against unauthorized access to a work. Similar laws have been en-
acted in related contexts. See, e.g., 17 U.S.C. 1002(a) (prohibiting
the import, manufacture, or distribution of digital audio recording
equipment lacking specified characteristics and prohibiting the im-
port, manufacture, or distribution of any device, or the offer to per-
form any service, the primary purpose or effect of which is to cir-
cumvent the serial copy management system required for digital
audio equipment); 47 U.S.C. 553(a)(2) (prohibiting the manufacture
or distribution of equipment intended for the unauthorized recep-
tion of cable television service); 47 U.S.C. 605(e)(4) (prohibiting the
manufacture, assembly, import, and sale of equipment used in the
unauthorized decryption of satellite cable programming.)

Specifically, paragraph (a)(2) prohibits manufacturing, importing,
offering to the public, providing, or otherwise trafficking in certain
technologies, products, services, devices, components, or parts that
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can be used to circumvent a technological protection measure that
otherwise effectively controls access to a work protected under title
17. It is drafted carefully to target "black boxes," and to ensure
that legitimate multipurpose devices can continue to be made and
sold. For a technology, product, service, device, component, or part
thereof to be prohibited under this subsection, one of three condi°
tions must be met. It must: (1) be primarily designed or produced
for the purpose of circumventing; (2) have only a limited commer-
cially significant purpose or use other than to circumvent; or (3) be
marketed by the person who manufactures it, imports it, offers it
to the public, provides it or otherwise traffics in it, or by another
person acting in concert with that person with that person's knowl-
edge, for use in circumventing a technological protection measure
that effectively controls access to a work protected under title 17.
This provision is designed to protect copyright owners, and simulta-
neously allow the development of technology.

Paragraph (a)(3) defines certain terms used throughout para-
graph (a). Subparagraph (1) defines the term "circumvent a techno-
logical protection measure" as meaning "to descramble a scrambled
work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair a technological protection measure,
without the authority of the copyright owner." This definition ap-
plies to paragraph (a) only, which covers protections against unau-
thorized initial access to a copyrighted work. Subparagraph (2)
states that a technological protection measure "effectively controls
access to a work" if the measure, in the ordinary course of its oper-
ation, requires the application of information, or a process or a
treatment, with the authority of the copyright owner, to gain access
to the work.

Subsection (b)--Additional violations.--Subsection (b) applies to
those technological measures employed by a copyright owner that
effectively protect his or her copyright rights in a work, as opposed
to those technological protection measures covered by subsection
(a), which prevent unauthorized access to a copyrighted work. Un-
like subsection (a), which prohibits the circumvention of access con-
trol technologies, subsection (b) does not, by itself, prohibit the cir-
cumvention of effective technological copyright protection meas-
ures. It is anticipated that most acts of circumventing a techno-
logical copyright protection measure will occur in the course of con-
duct which itself implicates the copyright owners rights under title
17. This subsection is not intended in any way to enlarge or dimin-
ish those rights. Thus, for example, where a copy control tech-
nology is employed to prevent the unauthorized reproduction of a
work, the circumvention of that technology would not itself be ac-
tionable under section 1201, but any reproduction of the work that
is thereby facilitated would remain subject to the protections em-
bodied in title 17.

Paralleling paragraph (a)(2), above, paragraph (b)(1) seeks to
provide meaningful protection and enforcement of copyright own-
ers' use of technological protection measures to protect their rights
under title 17 by prohibiting the act of making or selling the tech-
nological means to overcome these protections and thereby facili-
tate copyright infringement. Paragraph (b)(1) prohibits manufac-
turing, importing, offering to the public, providing, or otherwise
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trafficking in certain technologies, products, services, devices, com-
ponents, or parts thereof that can be used to circumvent a techno-
logical protection measure that effectively protects a right of a
copyright owner under title 17 in a work or portion thereof. Again,
for a technology, product, service, device, component, or part there-
of to be prohibited under this subsection, one of three conditions
must be met. It must: (1) be primarily designed or produced for the
purpose of circumventing; (2) have only limited commercially sig-
nificant purpose or use other than to circumvent; or (3) be mar-
keted by the person who manufactures it, imports it, offers it to the
public, provides it, or otherwise traffics in it, or by another person
acting in concert with that person with that person's knowledge, for
use in circumventing a technological protection measure that effec-
tively protects the right of a copyright owner under title 17 in a
work or a portion thereof. Like paragraph (a)(2), this provision is
designed to protect copyright owners, and simultaneously allow the
development of technology.

Paragraph (5)(2) defines certain terms used in subsection (5).
Subparagraph (5)(2)(A) defines the term "circumvent protection af-
forded by a technological protection measure" as =avoiding, bypass-
ing, removing, deactivating, or otherwise impairing a technological
protection measure." Subparagraph (5)(2)(B) provides that a tech-
nological protection measure "effectively protects a right of a copy-
right owner under title 17" if the measure, in the ordinary course
of its operation, prevents, restricts, or otherwise limits the exercise
of a right under Title 17 of a copyright owner.

Subsection (c)--Importation.--Subsection (c) prohibits the impor-
tation, sale for importation, or sale within the United States after
importation by the owner, importer or consignee of any technology,
product, service, device, component, or part thereof covered by sub-
sections (a) or (5). This paragraph further provides that violations
of this provision are actionable under section 337 of the Tariff Act
(19 U.S.C. 1337), which authorizes actions by the International
Trade Commission against unfair import practices.

Subsection (d)_Other rights, etc., not affected.--Subsection (d)
sets forth several provisions clarifying the scope of section 1201.
Paragraph (d)(1) provides that section 1201 shall not have any ef-
fect on rights, remedies, limitations, or defenses to copyright in-
fringement, including fair use, under title 17. Paragraph (d)(2) pro-
vides that section 1201 shall not alter the existing doctrines of con-
tributery or vicarious liability for copyright infringement in connec-
tion with any technology, product, service, device, component or
part thereof. Together, these provisions are intended to ensure that
none of the provisions in section 1201 affect the existing legal re-
_ne established in the Copyright Act and case law interpreting

at statute.
Paragraph (d)(3) clarifies that nothing in section 1201 creates a

mandate requiring manufacturers of consumer electronics, tele-
communications, and computing products to design their products
or their parts and components to respond to anyparticular techno-
logical measure employed to protect a copyrightedwork. The provi-
sion also makes dear, however, that while the failure of a product
to respond to a particular technological measure does not in and of
itself create liability, neither does the failure of the product to re-
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spend to a particular technological protection measure immuuize
those trafficking in the product _om liability under section
1201(a)(2) or (b), if the tests of liability in those provisions are met.

Subsection (e)---Exemption for nonprofit libraries, archives, and
educational institutions.--Subsection (e) provides a limited exemp-
tion from the prohibition on circumvention of technological protec-
tion measures contained in section 1201(a)(1) for qualified non-
profit libraries, archives, and educational institutions.

Paragraph (1) of this subsection allows a nonprofit library, non-
profit archives or nonprofit educational institution to obtain access
to a copyrighted work for the sole purpose of making a good faith
determination as to whether it wishes to acquire a copy, or portion
of a copy, of that work in order to engage in conduct permitted
under the Copyright Act, such as a fair use under section 107. A
qualifying institution may not gain access for a period of time
longer than necessary to determine whether it wishes to obtain a
copy, or portion of a copy, for such purposes, and the right to gain
access shall not apply for any other purpose.

Paragraph (2) provides that the right to obtain access under this
paragraph only applies when the nonprofit library, nonprofit ar-
chives, or nonprofit educational institution cannot obtain a copy of
an identical work by other means, and such an entity may not use
the exemption in this paragraph for commercial advantage or fi-
nancial gain without penalty.

Paragraph (3) seeks to protect the legitimate interests of copy-
right owners by providing a civil remedy against a library, archive,
or educational institution that violates section 1201(a) by gaining
access to a commercially exploited copyrighted work mad willfully
and for the purpose of commercial advantage or financial gain fail-
ing to comply with the provisions of paragraph (1)(A) (requiring
that a qualifying library, archive, or educational institution not re-
tain the work for longer than necessary to make a good faith deter-
ruination as to whether to acquire a copy or portion of the work)
or paragraph (1)(B) (requiring that a qualifying library, archive, or
educational institution not use the work to which it has gained ac-
cess for any purpose other than to make a good faith determination
as to whether to acquire a copy or portion of the work). Under this
paragraph, a violator shall be subject to civil remedies under sec-
tion 1203 for the first time it gains access in violation of section
1201(a) without complying with the requirements of paragraph (1).
For subsequent offenses, the violator shall not only be subject to
civil remedies under section 1203, but also lose the benefit of the
exemption provided by this subsection.

Paragraph (4) provides that this subsection may not be used as
a defense to the prohibitions on manufacturing or selling devices
contained in sections 1201(a)(2) or 1202(b).

Finally, paragraph (5) provides that a library or archive, to be el-
igible for the exemption in paragraph (1), must maintain its collec-
tions open to the public and available, not only to researchers affili-
ated with the library or archives or with the institution of which
it is a part, but also to other persons doing research in a special-
ized field.

Subsection (D--Law enforcement and intelligence activities.--Sub-
section (f) creates an exception for the lawfully authorized inves-
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tigative, protective, or intelhgence activities of an officer, agent, or
• employee of, the United States, a State, or a political subdivision

of a State, or of persons acting pursuant to a contract with such
an entity. This exception will protect officers, agents, employees, or
contractors of, or other persons acting at the direction of, a law en-

forcement or intelligence agency of the United States, a State, or
a political subdivision of a State, who are performing lawfully au-
thorized investigative, protective, or intelligence activities. This ex-
ception will also protect officers, agents, employees, or contractors
of, or other persons acting at the direction of, elements or divisions
of an agency or department of the United States, a State, or a po-
htical subdivision of a State, which does not have law enforcement
or intelligence as its primary function, but who may nevertheless,
in the course of lawfully authorized protective, intelligence, or
criminal investigative activities, engage in actions otherwise pro-
hibited by this bill. This exception only applies to individuals cov-
ered under this section when they are performing investigative,
protective, or intelligence activities, within the scope of their duties
and in furtherance of lawfully authorized activities.

Subsections (g)-O')--Interoperability of computer programs.--Sub-
sections (g) through (j) are intended to allow legitimate software
developers to continue engaging in certain activities for the purpose
of achieving interoperability to the extent permitted by law prior
to the enactment of this chapter. The objective is to ensure that the
effect of current case law interpreting the Copyright Act is not
changed by enactment of this legislation for certain acts of identi-
fication and analysis done in respect of computer programs. See,
Sega Enterprises Ltd. v. Accolade, Inc., 977 F.2d 1510, 24
U.S.P.Q.2d 1561 (9th Cir. 1992.). The purpose of this section is to
foster competition and innovation in the computer and software in-
dustry.

Subsection (g) permits the circumvention of access control tech-
nologies for the sole purpose of achieving software interoperability.
For example, this subsection permits a software developer to cir-
cumvent an access control technology apphed to a portion or por-
tions of a program in order to perform the necessary steps to iden-
tify and analyze the information necessary to achieve interoper-
ability. Subsection (g) permits the act of circumvention in only cer-
tain instances. First, the copy of the computer program which is
the subject of the analysis must be lawfully acquired. That is the
computer program must be acquired from a legitimate source,
along with any necessary serial codes, passwords, or other such
means as may be necessary to be able to use the program as it was
designed to be used by a consumer of the product. The permitted
acts must be limited to those elements of the program which must
be analyzed to achieve the sole permitted purpose, which is inter-
operability of an independently created program with other pro-
grams. Interoperability is defined in subsection (j) as the ability of
computer programs to exchange information, and for such pro-
grams mutually to use the information which has been exchanged.
The resulting product must be a new and original work, in that it
may not infringe the original computer program. In addition, the
objective of the analysis must be to identify and extract such ele-
ments as are necessary to achieve interoperability which are not
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otherwise available to the person. Finally, the goal of this section
is to ensure that current law is not changed, and not to encourage
or permit infringement. Thus, each of the acts undertaken must
avoid infringing the copyright of the author of the underlying com-
puter program.

Subsection (h) recognizes that to accomplish the acts permitted
under subsection (g) a person may, in some instances, have to
make and use certain tools. In most instances these will be gen-
erally available tools that programmers use in developing computer
programs, such as compilers, trace analyzers and disassemblers,
which are not prohibited by this section. In certain instances, it is
possible that a person may have to develop special tools to achieve
the permitted purpose of interoperability. Thus, this provision cre-
ates an exception to the prohibition on making circumvention tools
contained in subsections 1201(a)(2) and (b). These tools can be ei-
ther software or hardware. Again, this provision is limited by a
general admonition not to act in a way that constitutes inJ_nging
activity.

Subsection (i) recognizes that developing complex computer pro-
grams often involves the efforts of many persons. For example,
some of these persons may be hired to develop a specific portion of
the final product. For that person to perform these tasks, some of
the information acquired through the permitted analysis, and the
tools to accomphsh it, may have to be made available to that per-
son. This subsection allows developers of independently created
soRware to rely on third parties either to develop the necessary cir-
cumvention toolsor toidentifythe necessary informationto achieve
interoperability.The abilityto rely on third partiesisparticularly
important for small software developers who do not have the capa-
bilityof performing these functions in-house. This provision per-
mits such sharing of information and tools.Recognizing,however,
that making such circumvention information or tools generally
availablewould undermine the objectivesof this Act, this section
imposes stricthmitations. Such acts of sharing information and
tools is permitted solely for the purpose of achieving interoper-
abilityof an independently created computer program with other
programs. If a person makes this information availablefor a pur-
pose other than to achieve interoperabilityofan independently cre-
ated computer program with other programs, that actionisa viola-
tion of this Act. In addition,these acts are permitted only to the
extent that doing so does not constituteinfringement under this
title,or violateapplicablelaw other than thistitle.

Subsection (j)defines"interoperability"as the abilityofcomputer
programs toexchange information,and for such programs mutually
to use the information which has been exchanged. The seamless ex-
change of information is an key element of creatingsuch an inter-
operable independently created program. This provisionappliesto
computer programs as such, regardlessof theirmedium of fixation
and not to works generally,such as music or audiovisualworks,
which may be fixed and distributedin digitalform. Accordingly,
sincethe goal ofinteroperabilityisthe touchstone ofthe exceptions
contained in subsections 1201(g)through (j),nothing in those sub-
sectionscan be read to authorize the circumvention of any techno-
logicalprotectionmeasure that controls access to any work other

Add-40



34

than a computer program, or the trafficking in products or services
for that purpose. "

Subsection (k)._The Committee was concerned that section
1201(a) might inadvertently make it unlawful for parents to protect
their children from pornography and other harmful material avail-
able on the Internet, or have unintended legal consequences for
manufacturers of products designed solely to enable parents to pro-
tect their children in this fashion. Subsection (k) addresses these
coneerlLs.

Section 1202: Integrity of copyright management information

Section 1202 implements the obligation contained in Article 12 of
the WIPO Copyright Treaty and Article 19 of the WIPO Perform-
ances and Phonograms Treaty that Contracting Parties "provide
adequate and effective legal remedies" against any person who
knowingly and without authority removes or alters copyright man-
agement information (CMI), or who distributes, imports, broad-
casts, or communicates to the public, works or copies of works
knowing that such information has been removed or altered with-
out authority. 22 This section does not mandate the use of CM:[, nor
does it prescribe the choice of any particular type of CM:I for those
who do use it. It merely protects the integrity of CMI if a party
chooses to use it in connection with a copyrighted work by prohibit-
ing its deliberate deletion or alteration. Furthermore, this section
imposes liability for specified acts. It does not address the question
of liability for persons who manufacture devices or provide services.

Subsection (a)--False copyright management information.--Sub-
section (a) establishes a general prohibition against intentionally
providing false copyright management information, as defined in
subsection (c), and against distributing or importing for distribu-
tion false copyright management information. There are two pre-
requisites that must be met for these prohibitions to be violated:

ZZArticle 12 of the WIPO Copyright Treaty provides:
(l) Con_-acting Parties shail provide adequate and effective legal remedies against aDy person

knowingly perfarmlng any of the following ac-ta knowing, or wlth respect to civil remedies having
reasonable grounds to know, that it will induce, enable, facilitate or conceal an infringement
of any right covered by this Treaty or the Berne Conven_o_

(i)to remove or alter any electronic rlgh_s management information without authority;,

60 to distr_ute, ira.portfor distribution, broadcast or communicate W the public, without au-
thorlty, works or COl:aesof works knowing that electronic rights management information has
been removed or altered without authority.

(2) _s treed in this Article, _dg_ts management information" means information which identi-
ties the work, the author of the work, the owne_ of any right in the work. c_ information about
the terms and condi_ans of use of the work, and any numbers or codes that represent such in-

formation, when any of these items of information is attached tea copy of a work or appears
in connec_on with the communication of the work to the public.

Ar_le 19 of the WIPO Perform_ces and Phanograms Treaty provide_

(l) Contracting Paxties shall provide adequate and effective legal remedies against any person
knowingly performing any of the following act_ knowing, or with respect to civil remedies t_ving

reasonable grounds to know, that it will induce, enable, facilitate or conceal an infringement
of any right covered by this Treaty:.

(i) to remove or alter any electS, nic ri_ts management information without authority;,
(i0 to distr_u_e, import for dlstribu_on, broadcast, communicate or make available to the

public, without authority, performances, copies of fixed performances or phonograms knowing
that electronic rights management information has been removed or altered without authority.

(2) _s used in this Article, _i_t_ management information" means information which identi-
fies the performer, the performance of the performer, the producer of the phonogram, the

ph_aogram, the owner of any right in the performance or phonogram, or information about the

terms and conditions of use of the performance or phonogrmn, and any numbe_ or cedes that
represent such information, when any of these items of information is a_tached to a copy of a
fixed performance or a phonogram or appears in connection with the communication or making

available of a fixed performance or a phonogram to the public.
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VIII. ADDITIONAL VIEWS OF MR. LEAHY

The successful adoption by the World Intellectual Property Orga-
nization (WIPO) in December 1996 of two new copyright treaties--
one on written material and one on sound recordings--was appro-
priately lauded in the United States. The WIPO Copyright Treaty
and the WIPO Performances and Phonograms Treaty will give a
significant boost to the protection of intellectual property rights
around the world, and stand to benefit important American cre-
ative industries--i_om movies, recordings, computer software and
many other copyrighted materials that are subject to piracy online.

According to Secretary Daley of the Department of Commerce,
for the most part, "the treaties largely incorporate intellectual
property norms that are already part of U.S. law." What the trea-
ties will do is give American owners of copyrighted material an im-
portant tool to protect their intellectual property in those countries
that become a party to the treaties. With an ever-expanding global
marketplace, such international protection is critical to protect
American companies and, ultimately, American jobs and the U.S.
economy.

The President submitted the two WIPO treaties to the U.S. Sen-
ate on July 29, 1997, as well as draft legislation to implement the
two treaties. I was proud to introduce this draft implementing leg-
islation, S. 1121, with Senators Hatch, Thompson, and Kohl on
July 29, 1997.

This legislation is the culmination of an effort to ensure that the
appropriate copyright protections are in place around the world to
foster the enormous growth of the Internet and other digital com-
puter networks. Our dependence on interconnected computers only
grows as a means to communicate, manage our personal and busi-
ness affairs and obtain the goods and services we want. Indeed,
computer networks will increasingly become the means of transmit-
ting copyrighted works in the years ahead. This presents great op-
portunities but also poses significant risks to authors and our copy-
right industries.

We must make sure that our copyright laws protect the intellec-
tual property rights of creative works available online in ways that
promote the use of the Internet, both by content providers and
users. The future growth of computer networks like the Internet
and of digital, electronic communications requires it. Otherwise,
owners of intellectual property will be unwilling to put their mate-
rial online. If there is no content worth reading online, the growth
of this medium will be stifled, and public accessibility will be re-
tarded.

The Clinton a_m_n_stration showed great foresight when it
formed, in 1993, the Information Infwastructure Task Force (IITF),
which in turn established the Working Group on Intellectual Prop-
erty Rights to examine and recommend changes to keep copyright

(65)
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law currentwith new technology.In 1995,the Administration's
WorkingGrouponIntellectualPropertyRightsreleasedits report,
_InteUectualPropertyand the NationalInformationInfrastruc-
ture," in whichit explainedthe importanceof adequatecopyright
protectionforthefutureoftheInternet:

Thefull potentialof the Nil will not be realizedif the
education,informationand entertainmentproductspro-
tectedbyintellectualpropertylawsarenotprotectedeffec-
tivelywhendisseminatedvia the Nil. Creatorsandother
ownersof intellectualpropertywill not bewilling to put
their interestsat risk if appropriatesystems---bothin the
U.S.andinternationally--arenot in placeto permitthem
to set andenforcethe termsand conditionsunderwhich
their worksaremadeavailablein the NII environment.
Likewise,thepublicwill notusethe servicesavailableon
theNil andgeneratethe marketnecessaryfor its success
unlessa widevarietyof worksareavailableunderequi-
tableandreasonabletermsandconditions,andtheinteg-
rity of thoseworksis assured.All the computers,tele-
phones,fax machines,scanners,cameras,keyboards,tele-
visions,monitors,printers,switches,reuters,wires,cables,
networks,andsatellitesin theworldwill notcreatea suc-
cessfulNII, if thereis nocontent.Whatwill drivetheNII
is thecontentmovingthroughit.

The sameyear that report was issued,SenatorHatchand I
joinedtogetherto introduce"TheNII CopyrightProtectionActof
1995",S.1284,whichincorporatedtherecommendationsoftheAd-
ministration.That legislativeproposalconfrontedfundamental
questionsabouttheroleof copyrightin thenextcentury--manyof
which are echoedby the Digital Millennium CopyrightAct
(DMCA),whichwasreportedby the SenateJudiciaryCommittee.

I notethat theReportof theAdministration'sWorkingGroupon
IntellectualPropertyalsogenerallysupported"the amendments to
the copyright law and the criminal law (which sets out sanctions
for criminal copyright violations) set forth in S. 1122, introduced in
the 104th Congress by Senators Leahy and Feingold following con-
sultations with the Justice Department." While the 104th Congress
did not act on this legislation, I revised and reintroduced this bill
as S. 1044 in 1997. This important legislation, the No Electronic
Thel_ Act, to adapt to the emerging digital environment was finally
enacted in this Congress.

Title I of the DMCA is based on the administration's rec-
ommendations for legislation to implement the two WIPO treaties,
as reflected in S. 1121. In sum, Title I makes certain technical
changes to conform our copyright laws to the treaties and sub-
stantive amendments to comply with two new treaty obligations.
Specifically, the treaties oblige the signatories to provide legal pro-
tections against circumvention of technological measures used by
copyright owners to protect their works, and against violations of
the integrity of copyright management information (CMI), which
identifies a work, its author, the copyright owner and any informa-
tion about the terms and conditions of use of the work. The bill
adds a new chapter to U.S. copyright law to implement the
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anticircumventionandCM:I provisions, along with corresponding
civil and criminal penalties. Title II of the DMCA provides limita-
tions, under certain conditions, on copyright iufnngement liability
for Internet service providers (ISP's) and online service providers
(OSP's). Title HI provides a statutory exemption in the Copyright
Act to ensure that the lawhil owner or lessee of a computer ma-
chine may authorize an independent service technician to activate
the computer in order to service its hardware components. Title IV
begins the process of updating our Nation's copyright laws with re-
spect to library, archives, and educational uses of copyrighted
works in the digital age.

Following intensive discussions with a number of interested par-
ties, including libraries, universities, small businesses, ISP's and
OSP's, telephone companies, computer users, broadcasters, content
providers and device manufacturers, the Senate Judiciary Commit-
tee was able to reach unanimous agreement on certain modifica-
tions and additions incorporated into the DMCA.

For example, significant provisions were added to the bill in Title
H to clarify the liability for copyright infringement of online and
Internet service providers. These provisions set forth "safe harbors"
from liability for ISP's and OSP's under clearly defined cir-
cumstances, which both encourage responsible behavior and protect

import, ant intellectual property rights. In addition, during the Com-
mittee s consideration of this bill, an Ashcroff-Leahy-Hatch amend-
merit was adopted to ensure that computer users are given reason-
able notice of when their Web sites are the subject of infringement
complaints, and to provide procedures for computer users to have
material that is mistakenly taken down put back online.

This bill contains a number of provisions designed to help librar-
ies and archives. First, libraries expressed concerns about the pos-
sibility of criminal sanctions or potentially ruinous monetary liabil-
ity for actions taken in good faith. This bill makes sure that librar-
ies acting in good faith can never be subject to fines or civil dam-
ages. Specifically, a library is exempt from monetary liability in a
civil suit if it was not aware and had no reason to believe that its
acts constituted a violation. In addition, libraries are completely ex-
empt from the criminal provisions.

Second, the bill contains a "browsing" exception for libraries. Li-
braries have indicated that in an online environment dominated by
encrypted works it may be impossible for them to gain access to
works to decide whether or not to acquire them. The current ver-
sion of the bill permits libraries to disregard access prevention
technologies in order to make a good faith determination of wheth-
er or not it would like to buy a copy of a work. If the library de-
cides that it wishes to acquire the work it must negotiate with the
copyright owner just as libraries do today.

Third, Senator Hatch, Senator Ashcroft, and I crafted an amend-
ment to provide for the preservation of digital works by qualified
libraries and archives. The ability of libraries to preserve legible
copies of works in digital form is one I consider critical. Under
present law, libraries are permitted to make a single facsimile copy
of works in their collections for preservation purposes, or to replace
lost, damaged or stolen copies of works that have become commer-
dally unavailable. This law, however, has become outmoded by
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changingtechnologyand preservationpractices.Thebill ensures
that libraries'collectionswill continueto beavailabletofuturegen-
erationsbypermittinglibrariesto makeupto threecopiesin any
format includingin digitalform.Thiswasoneoftheproposalsin
TheNationalInformationInfrastructure(NII)CopyrightProtection
Actof 1995,whichI sponsoredin the lastCongress.TheRegister
of Copyrights,amongothers,hassupportedthatproposal.

In addition,thebill wouldpermit a library to transfera work
fromonedigitalformatto anotherif theequipmentneededto read
theearlierformatbecomesunavailablecommercially.Thischange
addressesaproblemthat shouldbefamiliarto anyonewhoseoffice
hasboxesofeight-inchfloppydiskstuckedawaysomewhere.

Theseprovisionsgoalongwaytowardmeetingtheconcernsthat
librarieshaveexpressedabouttheoriginalbill, S.1121.

Anotherissuethat thebill addressesisdistancelearning.When
Congressenactedthepresentcopyrightlawit recognizedthepoten-
tial of broadcastand cabletechnologyto supplementclassroom
teaching,andto bringtheclassroomto thosewho,becauseoftheir
disabilitiesor other special circumstances, are unable to attend
classes. At the same time, Congress also recognized the potential
for unauthorized transmissions of works to harm the markets for
educational uses of copyrighted materials. In the present Copyright
Act, we struck a careful balance and crafted a narrow exemption.
But as with so many areas of copyright law, the advent of digital
technology requires us to take another look at the issue.

I recognize that the issue of distance learning has been under
consideration for the past several years by the Conference on Fair
Use (CONFU) that was established by the administration to con-
sider issues relating to fair use in the digital environment. In spite
of the hard work of the participants, CONFU has so far been un-
able to forge a comprehensive agreement on guidelines for the ap-
plication of fair use to digital distance learning.

We made tremendous strides in the Committee to chart the ap-
propriate course for updating the Copyright Act to permit the use
of copyrighted works in valid distance learning activities. Senator
Hatch, Senator Ashcroft, and I joined together to ask the Copyright
Office to facilitate discussions among interested hbrary and edu-
cational groups and content providers with a view toward making
recommendations that could be incorporated into the DMCA at the
April 30 markup.

Based on the Copyright Office's recommendations, we incor-
porated into the DMCA a new section 122 requiring the Copyright
Office to make broader recommendations to Congress on digital dis-
tance education within six months. Upon receiving the Copyright
Office's recommendations, it is my hope that the Senate Judiciary
Committee will promptly commence hearings on the issue and
move expeditiously to enact further legislation on the matter. I
know that all members on this Committee are as anxious as I am
to complete the process that we started in Committee of updating
the Copyright Act to permit the appropriate use of copyrighted
works in valid distance learning activities. This step should be
viewed as a beginning--not an end, and we are committed to
reaching that end point as quickly as possible.
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SenatorFeinsteinhadsoughtto clarifywhenauniversitywould
beheldresponsiblefor the actionsof its employeesin connection
with its eligibilityfor thesafeharborsspelledout in title II ofthe
bill. I andothersoatheCommitteeagreedwith SenatorFeinstein
that, becauseof the importance,complexity,andimplicationsfor
otheronlineserviceproviders,includinglibrariesandarchivesof
this issue,weshouldhavethe CopyrightOfficeexaminetheissue
in acomprehensivefashionaswell.

Amendmentssponsoredby SenatorAshcroft,SenatorHatch,and
I werealsocraftedto addressthe issuesof reverseengineering,
ephemeralrecordingsandto clarify theuseof copyrightmanage-
meatinformationin the course of certain analog and digital trans-
missions in broadcasting. Additional legislative language was incor-
porated into the bill to clarify that the law enforcement exemptions
apply to all government agencies which conduct law enforcement
and intelligence work, as well as to government contractors engag-
ing in intelligence, investigative, or protective work.

Finally, to assuage the concerns of the consumer electronics man-
nfaeturers and others that the bill might require them to design
their products to respond to any particular technological protection
measure, Senator Hatch, Senator Ashcroft, and I crafted an amend-
ment that clarified the bill on this issue. We also agreed to incor-
porate provisions into the bill clarifying that nothing in the bill will
prevent parents form controlling their children's access to the
Internet or individuals i_om protecting personal identifying infor-
marion.

The DMCA is a product of the Senate Judiciary Committee's rec-
ognition that ours is a time of unprecedented challenge to copyright
protection. Copyright has been the engine that has traditionally
converted the energy of artistic creativity into publicly available
arts and entertainment. Historically, the Government's role has
been to encourage creativity and innovation by protecting copy-
rights that create incentives for the dissemination to the public of
new works and forms of expressio.n. That is the tradition which I
have sought to honor and which I intend to continue to promote.

Now, with the DMCA, the Senate Judiciary Committee takes an-
other important step toward protecting American ingenuity and
creative expression. This bill is a well-balanced package of propos-
als that address the needs of creators, consumers and commerce in
the digital age and well into the next century.

PATRICK LEAHY.
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• 2d Session HOUSE OF REPRESENTATIVES 105-796

DIGITAL MILLENNIUM COPYRIGHT ACT

OCTOBER 8,1998.---Orderedtobe printed

Mr. COBLZ, fzom the committee of conference,

submitted the following

CONFERENCE REPORT

[ToaccompanyHJ_. 2281]

The committee of conference on the disagreeing votes of the
two Houses on the amendment of the Senate to the bill (H_R.

2281), to amend title 17, United States Code, to implement the
World Intellectual Property Organization Copyright Treaty and
Performances and Phonograms Treaty, and for other purposes, hav-
ing met, after fulland f_e conference, have agreed to recommend
and do recommend to their respective Houses us follows:

That the House recede from its disagreement to the amend-
ment of the Senate and agree to the same with an amendment as
follows:

In lieu of the matter proposed to be inserted by the Senate
amendment, insert the following:.

SECTION I. SHORT TITLE.

This Act may be cited as the "Digital Millennium Copyright
Act _.
SEe. 2. TABLE OF CO_

Se.c. I. Short title.
Sec. 2. Table of contents.

TITLE I--WIPO TREATIES IM_LEMEI_TATION

101. Short
102. Technical amendment.

See. 103. Copyrightproteetionsystemsand eopyrigh_management information.
Sec. 104. Evaluation of _]_z_ of copyright law and am_n_r_ on electronic com-

mer_ and technologicaldevelopmenL
105. Effective date.

H---ONLll_ COPYRIGHT INFRINGEMENT LIABILITY LIMITATION

201. Short
202. _ns on liability for copyright infringement.

8ec. 2O3. Effect_ date.
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JOINT EXPLANATORY STATEMENT OF THE COMMT_E OF
CONFERENCE

The managers on the part ofthe House and the Senate at the
conferenceon the disagreeingvotes of the two Houses on the
amendment ofthe Senate to the billCH.R.2281) toamend title17,
United States Code, to implement the World IntellectualProperty
OrganizationCopyrightTreaty and Performances and Phonograms
Treaty,and for other purposes,submit the followingjoint state-
ment to the House and the Senate in explanationof the effectof
the actionagreed upon by the managers and recommended in the
accompanying conference report:

The Senate amendment struck all of the House bill after the
enactingclauseand inserteda substitutetext.

The House recedes from its disagreement to the amendment of
the Senate with an amendment that is a substitute for the House
bill and the Senate amendment. The differences between the House
bill,the Senate amendment, and the substituteagreed to in con-
ference are noted below, except for clerical corrections, conforming
changes made necessaryby agreements reached by the conferees,
and minor draftingand clericalchanges.

TrrLz I--WIPO TREATmS IMPLZM_rrATION

This titleimplements two new intellectualproperty treaties,
the WIPO Copyright Treaty and the WIPO Performances and
Phonograms Treaty,signed in Geneva, Switzerland in December
1996.

SECTION 101 . SHORT TITLE

The House recedesto the Senate section101.This sectionsets
forth the short title of the Act. As between the short titles in the
House 'billand the Senate amendment, itisbelievedthat the title
in Section101 of the Senate amendment more accuratelyreflects
the effect of the Act.

SEC_ON 102. TECHNICALAM_DM_rrs

The Senate recedes to House section 102. This section makes
technical and conforming amendments to the U.S. Copyright Act in
ordertocomply with the obligationsofthe two WIPO treaties.

SECTION 103 . COPYRIGHT PROTECTION SYSTEMS AND COPYRIGHT

MANAGEM_A'T INFORMATION

The Senate recedesto House section 103 with modification.
The two new WIPO Treatiesincludesubstantivelyidenticalprovi-
sionson technologicalmeasures of protection (also commonly re-
ferred to as the "black box" or "anticircumvention" provisions).
These provisions require contracting parties to provide "adequate

(63)
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legal protection and effective legal remedies against the circumven-
tion of effective technological measures that are used by authors in
connectionwith the exerciseoftheirrightsunder thisTreaty or the
Berne Convention and that restrictacts,in respectoftheirworks,
which are not authorizedby the authorsconcernedor permittedby
law."

Both ofthe new WIPO treatiesalsoincludesubstantivelyiden-
ticalprevisionsrequiringcontractingpartiesto protectthe integ-
rity of copyright management information.The treatiesdefine
copyrightmanagement informationas "informationwhich identifies
the work, the author,ofthe work, the owner of any rightin the
work, or informationabout the terms and conditionsofuse ofthe
work, and any numbers or codes that representsuch information,
when any ofthese items ofinformationis attachedto a copy ofa
work or appears in connectionwith the communication of a work
tothe public."

Legislationisrequired to comply with both ofthese provisions.
To accomplish this,both the House billand the Senate amend-
ment, in section103, would add a new chapter(chaptertwelve)to
title 17 of the United States Code. This new chapter twelve in-
dudes five sections_l) section 1201, which prohibits the cir-
cumvention of technologicalmeasures of protection;(2) section
1202, which protectsthe integrityofcopyrightmanagement infer-
nmtion;(3)section1203,which providesforcivilremedies forviola-
tionsofsections1201 and 1202; (4)section1204, which provides
forcriminalpenaltiesforviolationsofsections1201 and 1202; and
(5) section1205, which providesa savingsclauseto preserve the
effectivenessoffederaland statelaws inprotectingindividualpri-
vacy on the Internet.The House billandthe Senate amendment
differinseveralrespects,primarilyrelatedto the scopeand avail-
abilityofexemptions from the prohibitionsunder section1201.

Section 1201(a)(1)_Rulemaking by the Librarian of Congress.
Section 1201(aX1)(C) provides that the determination of affected
classes of works described in subparagraph (A) shall be made by
the Librarian of Congress "upon the recommendation of the Rag-
ister of Copyrights, who shall consult with the Assistant Secretary
for Communications and Information of the Department of Com-
merce and report and comment on his or her views in making such
recommendation." The determination will be made in a rulemaking
proceeding on the record. It is the intention of the conferees that,
as is typical with other rule_ under title 17, and in recogni-
tion of the expertise of the Copyright Office, the Register of Copy-
rights will conduct the rulemaking, including providing notice of
the rulemaking, seeking comments f_m the public, consulting with
the Assistant Secretary for Communications and Information of the
Department of Commerce and any other agencies that are deemed
appropriate, and recommending final regulations in the report to
the Librarian.

Section 1201(a) and 1202--4echnological.measures. It is the un-
derstanding of the conferees that technological measures will most
often be developed through consultative, private sector efforts by
content owners, and makers of computers, consumer electronics
and telecommunications devices. The conferees expect this consul-
tative approach to continue as a constructive and positive method.
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One of the benefits of such consultation is to allow testing of pro-
posed technologies to determine whether there are adverse effects
on the ordinary performance of playback and display equipment in
the marketplace, and to take steps to eliminate or substantially
mitigate those effects before technologies are introduced. The pub-
]ic interest is well-served by such activities.

Persons may also choose to implement a technological measure
without vetting it through an inter-industry consultative process,
or without regard to the input of affected parties. Under such cir-
cumstances, such a technological measure may materially degrade
or otherwise cause recurring appreciable adverse effects on the au-
thorised performance or display of works. Steps taken by the mak-
ers or servicers of consumer electronics, telecommunications or
computing products used for such authorized performances or dis-
plays solely to mitigate these adverse effects on product perform-
ance (whether or not taken in combination with other lawful prod-
uct modifications) shall not be deemed a violation of sections
1201(a) or Co).

However, this construction is not meant to afford manufactur-
ers or servicers an opportunity to give persons unauthorized access
to protected content, or to exercise the rights under the Copyright
Act of copyright owners in such works, under the guise of acorrect-
Lug" a performance problem that results from the implementation
of a particular technological measure. Thus, it would violate sec-
tions 1201(a) or Co) for a manufacturer or servicer to take remedial
measures if they are held out for or undertaken with, or result in
equipment with only limited commercially significant use other
than, the prohibited purpose of allowing users to gain unauthorized
a_ess to protected content or to exercise the rights under the
Copyright Act of copyright owners in such works.

With regard to section 1202, product adjustments made to
eliminate recurring appreciable adverse effects on the authorized
performance or display of works caused by copyright management
information will not be deemed a violation of section 1202 unless
such steps are held out for or undertaken with a prohibited pur-
pose, or the requisite knowledge, of inducing, enabling, facilitating
or concealing infringement of rights of copyright owners under.the
Copy_'ight Act.

Section 1201(e) and 1202(d)--Law enforcement, intelligenve,
and other government activities. Sections 1201(e) and 1202(d) cre-
ate an exception to the prohibitions of sections 1201 and 1202 for
the lawfully authorized investigative, protective, or intelligence ac-
tivities of an officer, agent, or employee of, the United States, a
State, or a political subdivision of a State, or of persons acting pur-
suant to a contract with such an entity. The anticircumvention pro-
visions of this legislation might be read to prohibit some aspects of
the information security testing that is critical to preventing cyber
attacks against government computers, computer systems, and
cemputer networks. The conferees have added language to sections
1201(e) and 1202(d) to make it clear that the anticircumvention
prohibition does not apply to lawfully authorized information secu-
rity activities of the federal government, the states, political sub-
divisionsofstates,orpersons actingwithin the scope oftheirgov-
ernment informationsecuritycontract.In this way, the billwill

Add-50



fT'_

66

permit the continuation of information security activities that pro-
tect the country against one of the greatest threats to our national
securityas wellas toour economic security.

At the same time, thischange is narrowly drai_d so that it
does not open the door to the very piracythe treatiesare designed
toprevent.For example, the term "informationsecurity"activities
isintended to includepresidentialdirectivesand executiveorders
concerningthe vuinerabilitiesof a computer, computer system, or
computer network. By this,the confereesintend toincludethe re-
cently-issuedPresidentialDecisionDirective63 on CriticalInfra-
structureProtection.PDD-63 contains a number of initiativesto
ensure that the United States takes all necessary measures to
swiftlyeliminateany significantvulnerabilityto both physicaland
cyber attackson the nation'scriticalinfrastructures,includinges-
peciallyour cyber systems.

The Term "computer system" has the same definition for pur-
poses of this section as that term is defined in the Computer Secu-
rity Act, 15 U.S.C. § 278g--3(d)(1).

Subsection 1201(g)---EncryptionResearch. Subsection (g) per-
mits the circumventionofaccesscontroltechnologiesincertaincir-
cumstances for the purpose ofgood faithencryptionresearch.The
confereesnote that section1201(gX3XA) does not imply that the re-
sultsofencryptionresearchmust be disseminated.There isno re-
quirement thatlegitimateencryptionresearchersdisseminatetheir
findingsin orderto qualityforthe encryptionresearchexemption
in section1201(g).Rather, the subsectiondescribescircumstances
in which dissemination,ifany, would be weighed in determining
eligibility.

Section 1201(i)----Security Testing. Subsection (j) cla_dfies the in-
tended effect of the bill with respect to information security. The
conferees understand this act to prohibit unauthorized circumven-
tion of technological measures applied to works protected under
title 17. The conferees recognize that technological measures may
also be used to protect the integrity and security of computers,
computer systems or computer networks. It is not the intent of this
act to prevent persons utilizing technological measures in respect
of computers, computer systems or networks from testing the secu-
rity value and effectiveness of the technological measures they em-
ploy, or from contracting with companies that specialize in such se-
cuMty te_ng.

Thus, in additionto the exceptionfor good faithencryptionre-
search contained in Section 1201(g),the confereeshave adopted
Section1201(j)to resolveadditionalissuesrelatedto the effectof
the anti-ciroumventionprovisionon legitimateinformationsecurity
activities.First,the confereeswere concerned that Section1201(g)'s
exclusivefocus on encryption-relatedresearch does not encompass
the entirerange of legitimateinformationsecurityactivities.Not
everytechnologicalmeans that isused to providesecurityrelieson
encryptiontechnology,ordoes sotothe exclusionofothermethods.
Moreover,an individualwho islegitimatelytestinga securitytech-
nologymay be doing so not toadvance the stateofencryptionre-
search or to develop encryptionproducts,but ratherto ascertain
the effectivenessofthat particularsecuritytechnology.
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The conferees were also concerned that the anti-circumvention
previsionofSection1201(a)couldbe construedtoinhibitlegitimate
forms ofsecuritytesting.Itisnot unlawfulto testthe effectiveness
ofa securitymeasure beforeitisimplemented to protectthe work
coveredunder title17.Nor isitunlawful fora person who has im-
plemented a securitymeasure to testitseffectiveness.In thisre-
spect,the scope of permissiblesecurity testingunder the Act
should be the same as permissibletestingofa simple door lock:a
prospectivebuyer may testthe lock at the storewith the store's
consent,ormay purchase the lockand testitathome in any man-
ner that he or she sees fit---forexample, by installingthe lockon
the frontdoor and seeingifitcan be picked.What thatperson may
not do,however, istestthe lockonce ithas been installedon some-
one else'sdoor,without the consent ofthe person whose property
isprotectedby the lock.

In order to resolvethese concerns,Section 1201(j)createsan
exceptionfor"securitytesting."Section1201(j)(1)defines"security
testing_ as obtainingaccess to a computer, computer system, or
computer network for the solepurpose oftesting,investigating,or
correctinga securityflaw orvulnerability,providedthat the person
engaging in such testingisdoing sowith the consent ofthe owner
or operator of the computer, computer system, or computer net-
work. Section 102(j)(2)providesthat,notwithstanding the provi-
sionsofSection1201(a),a person may engage in such testing,pro-
vided that the act does not constituteinfringementor violateany
otherapplicablelaw.Section1201(j)(3)providesa non-exclusivelist
offactorsthat a courtshallconsiderin determiningwhether a per-
son benefitsfrom thisexception.

Section 1201(iX4) permits an individual, notwithstanding the
prohibition contained in Section 1201(a)(2), to develop, produce,
distribute, or employ technological means for the sole purpose of
performing acts of good faith security testing under Section

1201(iX2), provided the technological means do not otherwise vio-
late section 1201(a)(2). It is Congress intent for this subsection to
have application only with respect to good faith security testing.
The intent is to ensure that parties engaged in good faith security
testing have the tools available to them to complete such acts. The
confereesunderstand that such toolsmay be coupled'with addi-
tionaitoolsthat serve purposes wholly unrelated to the purposes
ofthisAct.Eligibilityforthis exemption should not be precluded
because these toolsare coupled in such a way. The exemption
would not be available,however, when such toolsare coupledwith
a productortechnologythatviolatessection1201(aX2).

Section 1201(k)-----Certain Analog Devices and Certain Techno-
logical Measures. The conferees included a prevision in the final
legislation to require that analog video cassette recorders must con-
form to the two forms of copy control technology that are in wide
use in the market today---the automatic gain control copy control
technology and the coloretripe copy control technology. Neither are
currently required elements of any format of video recorder, and
the ability of each technology to work as intended depends on the '
consistencyof designofvideo recordersor on incorporationofspe-
cificresponse elements in video recorders.Moreover, they do not
employ encryptionorscramblingofthe contentbeing protected.
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As a consequence,these analog copy controltechnologiesmay
be rendered ineffectiveeitherby redesignof video recordersor by
interventionof"black box_ devicesor software _nacks'.The con-

fereesbelieve,and specificallyintend,that the generalcircumven-
tionprohibitionin Section1201(b)(2)willprohibitthe manufacture
and sale of "black box" devices that defeat these technologies.
Moreover, the conferees believeand intend that the term _t_ch-

nology"should be read teincludethe software"hacks"ofthistype,
and that such "hacks are equallyprohibitedby the generalcir-
cumvention prevision.Devices have been marketed that claim to

televisionpicturedisruptionsallegedlycaused by these tech-
nologies.However, as describedin more detailbelow,there isno
justificationfor the existenceof any interventiondevice to "fi£'
such problems allegedlycaused by these technologies,including
_fixes"allegedlyrelatedto stabilizationor clean up of the picture
quality.Such devicesshould be seen forwhat they are--circumven-
tiondevicesprohibitedby thislegislation.

The confereesemphasize thatthisparticularprevisionisbeing
included in this bill in order to deal with a very specific situation
involving the protection of analog television programming and
prerecorded movies and other audiovisual works in relation to re-
cording capabilities of ordinary consumer analog video cassette re-
corders. The conferees also acknowledge that numerous other ac-
tivities are underway in the private sector to develop, test, and
apply copy control technologies, particularly in the digital environ-
ment. Subject to the other requirements of this section, circumven-
tion of these technologies may be prohibited under this Act. More-
over,in some cases,these technologiesare subjectto licensingar-
rangements that providelegallyenforceableobligations.The con-
fereesapplaud these undertakings and encourage their continu-
ation,includingthe inter-industrymeetings and working groups
that are essentm/to their success./£, as a result of such activities,
the participantsrequestfurtherCongressionalaction,the conferees
expectthat the Congress, and the committees involvedinthisCon-
ferencespecifically,willconsiderwhether additionalstatutoryre-
qnirements are necessary and appropriate.

Before agreeing to include th/s requirement in the final legisla-
tion, the conferees assured themselves in relation te.two critical
issues--that these analog copy control technologies do not create
_playability_ problems on normal consumer electrenicsproducts
and that the intellectualproperty necessary for the operationof
thesetechnologieswillbe availableon reasonableand non-discrimi-
natoryterms.

In relationtothe playabilityissue,the confereeshave received
authoritativeassurances that playabilityissueshave alreadybeen
resolved in relationto the current specificationsfor these tech-
nologiesand that an inter-industryforum willbe establishedtore-
solveany playabilityissuesthat may arisein the futureinrelation
to eitherrevisionstothe copy controlspecificationsor development
ofnew consumer technologiesand products.

As furtherexplanation on the playabilityissue,the conferees
understand thatthe existingtechnologieswere the subjectofexten-
sivetestingthatincluded allorvirtuallyallofthe major consumer
electronicsmanufacturers and that this testingresultedin modi-
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fication of the specifications to assure that the technologies do not
produce noticeable adverse effects on the normal display of content
that is protected utilizing these technologies. Currently, all manu-
facturers are effectively "on notice" of the existence of these tech-
nologies and their specifications and should be able to design their
productsto avoidany adverseeffects.

In relation to the intellectual property licensing issues, the
owner ofthe analogcopy controlinteliectualproperty--Macrevision
Corporation--haswritten a letterto the Chairman of the Con-
terenceCommittee to providethe followingassurancesin relation
to the licenses for intellectual property necessary to implement
these analog copy control technologies: (1) that its intellectual prop-
erty is generally available on reasonable and non-discrlmlnatory
terms, as that phrase is used in normal industry parlance; (2) that
manufacturers of the analog video cassette recorders that are re-
quired by this legislation to conform to these technologies will be
provided royalty-free licenses for the use of its relevant intellectual
property in any device that plays back packaged, prerecorded con-
tent, or that reads and responds to or generates or carries forward
the elements of these technologies associated with such content; (3)
inthe same circumstancesas describedin(2),othermanufacturers
of devicesthat generate,carry forward, or read and respond to
these technologieswillbe provided licenses_g only modest
fees (inthe range of $25,000--incurrentdollars--initialpayment
and lesseramounts as recurringannual fees);(4)that manufactur-
ers ofotherproducts,includingset-top-boxesand devicesthat per-
form similarfunctions (includingintegrated devices containing
such functionality),willreceivelicenseson reasonableand non-dis-
erhnlnatery terms, including royalty terms and other consider-
ations; and (5) that playability issues will not be the subject of li-
cense requirements but rather will be handled through an inter-in-
dustry forum that is being established for this purpose. The con-
ferees emphasize the need for the technology's proprietor to adhere
to these assurances in all future licensing.

With regard to the specific elements of this provision:
First, these technologies operate within the general NTSC tale-

vision signal environment, and the conferees understand that this
means that they work in relation to television signals that are of
the 525/60 interlaced type, i.e., the standard defimtion television
signalthat has been used in the United States.The S-videoand
Hi-8 versionsofcovereddevicesare,ofcourse,includedwithin the
coverage.Further,the new format analog video cassetterecorders
that are covered by paragraph (1XAXv) are those that receivethe
525/60interlacedtype ofinput.

Second,itisthe confereesunderstanding that not allanalog
video signalswillutilize this technology,and, obviously,a device
that receivesa signalthatdoes not containthesetechnologiesneed
not read and respond to what might have been thereifthe signaJ
had utilizedthe technology.

Third,a violationofparagraph (1)isa form of circumvention
under Section1201(b)(1).Accordingly,the enforcementof thispro-
visionisthrough the penaltyprovisionsapplicableto Section1201
generally.A violationofparagraph (2)isalsoa violationof Section
1201 and hence subjectto those penaltyprovisions.The inclusion
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ofparagraph (5)with regard toenforcement ofparagraph (2)isin-
tended merely to allowthe particularstatutorydamage previsions
ofSection1203 to applytoviolationsofthissubsection.

Fourth, the conferees understand that minor modifications
may be necessary in the specificationsfor these technologiesand
intendthat any such modifications(and relatednew "revisedspeci-
fications")shouldnot negate inany way the requirements imposed
by this subsection.The modificationsshould, however, be sufS-
cientlyminor that manufacturers ofanalogvideocassetterecorders
should be freeto continue to design products to conform to these
technologieson the basisofthe specificationsexisting,or actually
implemented by manufacturers,as ofthe date ofenactment ofthis
Act.

Fiff_ the previsionsof paragraph (2)are intended to operate
to allowcopyrightowners to use these technologiesto prevent the
making of a viewable copy of a pay-per-view,near video on de-
mand, or videoon demand transmissionorprerecordedtape or disc
containingone ormore motion picturesor otheraudiovisualworks,
at the same time as consumers are affordedtheircustomary ability
to make analog copies of programming offered through other chan-
neisor services.Copyright owners may utilizethesetechnologiesto
prevent the making of a "secondgeneration"copy where the origi-
nal transmissionwas through a pay televisionservice(such as
HBO, Showtime, or the like).The basicand extended basictiersof
pregramming services,whether previded through cable or other
wireline,satellite,or futureover the air torrestrialsystems, may
not be encoded with thesetechnologiesat allThe inclusionofpara-
graph (2)(D)isnot intended to be read to authorizethe making of
a copy by consumers or others in relationto pay-per-view,near
video on demand or video-on-demand transmissionsor prerecorded
media.

Sixth,the exclusionof professionalanalog video cassettere-
cordersisnecessaryinordertoallowthe motionpicture,broadcast-
ing,and other legitimateindustriesand individualbusinesses to
obtainand use equipment that isessentialto theirnomal, lawful
business operations. As a further explanation of the types of equip-
ment that are to be subject to this exception, the following factors
should be used in evaluatingwhether a specificproductisa _pro-
fessional"product'.

(1)whether, in the precedingyear,only a small number of
the devicesthat are of the same kind, nature,and description
were sold to consumers other than prefessionals employing
such devicesin a lawfulbusinessorindustrialuse;

(2) whether the device has specialfeatures designed for
use by professionalsemploying the devicein a lawfulbusiness
orindustrialuse;

(3) whether the advertising,promotional and descriptive
literature or other materials used to market the device were di-
rected at professionals employing such devices in a lawful busi-
ness orindustrialuse;

(4) whether the distribution channels and retail outlets
through which the deviceisdistributedand soldare ones used
primarily to make sales to professionals employing such de-
vicesin a lawfulbusinessor industrialuse;and
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(5) whether the uses to which the device is most commonly
put are those associated with the work of professionals employ-
ing the devicein a lawfulbusinessor industrialuse.
Seventh, paragraph (1)(B)containsa number ofpointsworthy

of explanation.In general,the requirement in paragraph (1)(B)is
that manufacturers not materiallyreduce the responsiveness of
theirexistingproductsand isalso intended to be carriedforward
in the introductionof new models. This is particularlyimportant
in relationto the four-line colorstripe copy controltechnology,
where the basicrequirement inthe statuteisthat a model ofa re-
cordernot be modifiedto eliminateconformance with the four-line
colorstripe technology and where the standard for "conformance" is
simply that the lines be visible and distracting in the display of a
copy of materialthat was protectedwith the technologywhen the
copy isplayed back,in normal viewing mode, by the recorderthat
made the copy and displayedon a referencedisplaydevice.Specific
elements ofthat requirementinclude:

(1)"Normal viewing mode" isintended to mean the view-
ing ofa program in itsnaturalsequence at the regularspeed
forplayback and isnot intended toallow"AGC-strippingview-
ing modes" tobe developed.Itisintendedto excludestillframe
orslow motion viewingfrom thisdefinition.

(2) The "referencedisplaydevice"conceptis used in the
legislationto acknowledge that manufacturers ofanalog video
cassetterecordersmay use a specificdisplaydevice to test
their responsivenessto the colorstripetechnology and then
may use the levelof such responsivenessas theirbaselineto
achievecompliance.The referencedisplaydevicefor manufac-
turersthat make televisionsisintended to be a televisionset

alsomade by that manufacturer. Where an analog video cas-
setterecorder manufacturer does not make display devices,
that manufacturer may choose a displaydevicemade by an-
other manufacturer to serve as a reference.In general,a ref-
erencedisplay device should be one that is generally represent-
ative of display devices in the U.S. market at the time of the
testing.

(3)The confereesintend that the word _model" should be
interpretedbroadlyand isnot to be determined exclusivelyby
alphabetic,numeric, name, or other label.Courts should look
with suspicionat "new models" that reduce or eliminatecon-
formance with thistechnology,as compared with that manu-
facturer's"previousmodels." Further, a manufacturer should
not replacea previousmodel that showed intenselineswith a
model thatshows weak linesinthe playedback picture.
For any new entrantinto the VHS format analog video cas-

setterecordermanufacturing business,the legislationprovidesthat
such a manufacturer willbuilditsinitialdevicessoas tobe incon-
formance with the four-linecolorstripecopy controltechnology
based on the playback on a referencedisplaydeviceand thereafter
not modify the designsothat itsproductsno longerconform tothis
technology.

Finally,the proprietorof the colorstripecopy controltech-
nology has suppliedthe Committee with a descriptionofhow the
technologyshouldwork so as to providethe desiredcopy protection

I"
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benefits. That description is as fellows: the colorstripe copy control
technology works as intended if a recorder records a signal that,
when played back by the playback function of that recorder in the
normal viewing mode, exhibits on a reference display device a sig-
nificant distortion of color on the lines which begin with a
colorstripe colorburet, or a complete or intermittent loss of color
throughout at least 50% of the visible image. While the conferees
realize that there may be variations among recorders in relation to
this technology, the conferees expect the affected manufacturers to
work with the proprietor of the technology to ensure that the basic
goal of content protection through this technology is achieved. The
conferees understand that content protection through this tech-
nology is to the manufacturers' benefit, as well, since it encourages
content providers to release more valuable content than they might
otherwise release without such protection. The conferees further in-
tend that manufacturers should seek to respond to the colorstripe
technology at the highest feasible level and should not modify their
recorder designs, or substitute weaker responding recorders for
stronger responding recorders in order to avoid the requirements of
this subsection.

Eighth, the type of colorstripe copy control technology to which
the legislation requires conformance is the four-line "half burst"
type version of this technology. The content provider may shi_, in
an adaptive fashion, from no colorstripe encoding to the two-line
version to the four-line version, in order to balance the copy control
features of the technology against the possible playback distortion
that the four-line technology occasionally creates. This legislation
requires conformance only to the four-line version, but prohibits
any effort to eliminate or reduce materially the effectiveness of the
two-line version in relation to any particular analog video cassette
recorder that, in fact, provides a response to the two-line version.
The legislationalsoappliesthe "encoding rules"in paragraph (2)
toeitherthe two-lineor four-Rueversionsofthistechnology.

SECTION 104. EVALUATION OF IMPACT OF COPYRIGHT LAW AND

AMENDMENTS ON ELECTRONIC COMMERCE AND TECHNOLOGICAL

DEVELOPMENT

The Senate recedestoHouse section105 with modification.

SECTION 105 . EFFECTIVE DATE

The Senate recedes to House section106. This sectionsets

forththe effectivedate of the amendments made by thistitle.The
correspondingsectionsof the House billand the Senate amend-
ment are substantively identical

TITLE H---ONLINE COI_RIGHT INFRINGEMENT L_ABnXrY LI_nTATION

TitleH preserves strongincentivesfor serviceprovidersand
copyright owners to cooperate to detect and deal with copyright in-
fringements that take place in the digital networked environment.
At the same time, it provides greater certainty to service providers
concerning their legal exposure for infringements that may occur in
the course of their activities.
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that restrict acts, in respect of their works, which are not authorized by the authors
concerned or permitted .by law."

Both of the new WIPO treaties also include substantively identical provisions

on rights management information. These provisions require contracting parties

to protect the integrity of rights management information. The treaties define

rights management information as "information which identifies the work, the

author of the .work, the owner of any right in the work, or information about
the terms and conditions of use of the work, and any numbers or codes that

represent such information, when any of these items of information is attached

to a copy of a work or appears in connection with the communication of a work
to the public."

Legislation is required to comply with both of these provisions. :I"o accomplish

this, this section adds a new chapter (chapter twelve) to Title 17 of the United

States Code. This new chapter twelve includes four new sections to the Copyright
Act--(1) section 1201, which prohibits the circumvention of technological

copyright protection measures; (2) section 1202, which protects the integrity of

copyright management information; (3) section 1203, which provides for civil
remedies for violations of sections 1201 and 1202; and (4) section 1204, which

provides for criminal penalties for violations of sections 1201 and 1202.

Subsection (a) of Section 103 thus amends title 17 to estabfish this new Chapter

12 to the Copyright Act to protect against certain acts of circumvention of
technological measures employed by copyright owners to defend against unautho-

rized access to or copying of their Works.

Section 1201: Circumvention of Copyright Protection Systems.

Subsection (a) of new Section 1201 applies when a person who is not authorized

to have access to a work seeks to gain access by circumventing a technological

measure put in place by the copyright owner that effectively controls access to

the work. The relevant terminology is defined in paragraph (3), as described
below.

Paragraph (1). The act of circumventing a technological protection measure

put in place by a copyright owner to control access to a copyrighted work is

the electronic equivalent of breaking into a locked room in order to obtain a copy
of a hook. Subparagraph (A) establishes a general prohibition against gaining

unauthorized access to a work by circumventing a technological measure put in

place by the copyright owner where such measure effectively controls access

to a work protected under Title 17 of the U.S. Code. This prohibition will not

take effect until 2 years from the date of enactment of this chapter of the

Copyright Act.

Subparagraph (B) provides that the prohibition against circumvention con-
tained in subparagraph (A) will not apply to persons who have been authorized

(_ Bcnd_ & Co.. I_:.) (Rel.5OA-02/00 Pub._,5)
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to gain initial access to a work, or to nonprofit libraries, archives, educational

institutions, or other nonprofit entities, with regard to a work Contained within

a class of works as to which such person or entity is determined to have been

adversely affected by the prohibition in their ability to make

[tj

noninfringing uses. This determination is to be made by means of a rulemaking

proceeding described in subparagraph (C).

Subparagraph (C) establishes a rulemaking to be conducted in the two-year

period after the enactment of this new chapter (before the prohibition contained

in subparagraph (A) goes into effect), and subsequent to that, every three years,

by the Secretary of Commerce, in conjunction with the Under Secretary of

Commerce for Intellectual Property Policy, the Register of Copyrights and the

Assistant Secretary of Commerce for Communications and Information. The

rulemaking will determine, based on specific evidence, whether and to what

extent the exemptions in subparagraph (B) to the prohibition contained in

subparagraph (A) will take effect.

The main purpose of delaying for two years (under subparagraph (A)) the

effective date of the prohibition against circumvention of access control technolo-

gies is to allow the development of a record as to how the implementation of

these technologies is affecting availability of works in the market place for non-

infringing uses. It is anticipated that the main focus of the rulemaking proceeding

will be on whether a substantial diminution of that availability is actually

occurring in the market for particular classes of copyrighted works. However,

it should be recognized that market developments may well proceed on a different

pace than the triennial schedule for rulemaking proceedings established in this

subsection. Accordingly, the rule-making may also, to the extent required, assess

whether an adverse impact is likely to occur over the time period relevant to

each rule-making proceeding. However, the determination should be based upon

anticipated, rather than actual, adverse impacts only in extraordinary circum-

stances in which the evidence of likelihood of future adverse impact during that

time period is highly specific, strong and persuasive. Otherwise, the prohibition

would be unduly undermined.

The focus of the rulemaking proceeding must remain on whether the prohibi-

tion on circumvention of technological protection measures (such as encryption

or scrambling) has caused any substantial adverse impact on the ability of users

to make non-infringing uses. Adverse impacts that flow from other sources w

including marketplace trends, other technological developments, or changes in

the roles of libraries, distributors or other intermediaries--or that are not clearly

attributable to such a prohibition, are outside the scope of the rulemaking. So

are mere inconveniences, or individual cases, that do not rise to the level of a

substantial adverse impact.

(M_tlbcw Bender & C_., Ire,) |Re|_0A-02_0 Pub,465)
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In assessing the impact of the implementation of technological measures, and

of the law against their circumvention, the rulemaking proceedings should

consider the positive as well as the adverse effects of these technologies on the

availability of copyrighted materials. The technological measures--such as

encryption, scrambling and electronic envelopes--that this bill protects can be

deployed, not only to prevent piracy and other economically harmful unautho-

rized uses of copyrighted materials, but also to support new ways of disseminating

copyrighted materials to users, and to safeguard the availability of legitimate uses

of those materials by individuals. These technological measures may make more
works more widely available, and the process of obtaining permissions easier.

[71

For example, an.access control technology under section 1201(a) would not
necessarily prevent access to a work altogether, but could be designed to allow

access during a limited time period, such as during a period of library borrowing.

Technological measures are also essential to a distribution strategy that allows

a consumer to purchase a copy of a single article from an electronic database,

rather than having to pay more for a subscription to a journal containing many
articles the consumer does not want.

Use-facilitating technological protection measures such as these would simulta-

neously protect the legitimate interests of copyright owners while enabling the

kinds of uses by individuals that have been so important in the past in promoting

the access of all Americans to the bounty of creative works available from our

writers, artists, musicians, composers, film makers, and software developers. The
Secretary should give appropriate weight to. the deployment of such technologies

in evaluating whether, on balance, the prohibition against circumvention of

technological measures has eansed an adverse impact on the specified categories

of users of any particular class of copyrighted materials.

Similarly, in assessing the impact of the prohibition on the ability to make

noninfringing uses, the Secretary should take into consideration the availability

of works in the particular class in other formats that are not subject to

technological protections,

Deciding the scope or boundaries of a "particular class" of copyrighted works

as to which the prohibition contained in section 1201(a)(1) has been shown to

have had an adverse impact is an important issue to be determined during the

mlemaking proceedings. The illustrative list of categories appearing in section

102 of Title 17 is only a starting point for this decision. For example, the category

of "literary works" (17 USC 102(a)(l)) embraces both prose creations such as

journals, periodicals or books, and computer programs of all kinds. It is

exceedingly unlikely that the impact of the prohibition on circumvention of access

control technologies will be the same for scientific journals as it is for computer

[ldIl'lh¢',¢ _ & CO,. INC.) (RcI._A-00.,/00 I_b.46_)
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operating systems; thus, these two categori.es of works, while both "literary

works," do not constitute a single "particu.lar class" for purposes of this
legislation. Even within the category of computer programs, the availability for

fair use purposes of PC-based business productivity applications is unlikely to

be affected by laws against circumvention of technological protection measures

in the same way as the availability for those purposes of v!deogames distributed

in formats playable only on dedicated platforms, so it is probably appropriate

to recognize different "classes" here as well.

At the same time, the Secretary should not draw the boundaries of "particular

classes" too narrowly. For instance, the section 102 category "motion pictures

and other audiovisual works" may appropriately be subdivided, for purposes of

the rulemaking, into classes such as "motion pictures," "television programs,"

and other rubrics of similar breadth. However, it would be inappropriate, for

example, to subdivide overly narrowly into particular genres of motion pictures,

such as Westerns, comedies, or live action dramas. Singling out specific types

of works by creating in the rulemaking process "particular classes" that are too
narrow would be inconsistent with the intent of this bill.

[8]

Of course, the Secretary is not required to make a determination under the

statute with respect to any class of copyrighted works. In any particular 3-year
period, it may be determined that the conditions for the exemption do not exist.

Such an outcome would reflect that the digital information marketplace is

developing in the manner which is most likely to occur, with the availability

of copyrighted materials for lawful uses being enhanced, not diminished, by the
implementation of technological measures and the establishment of carefully

targeted legal prohibitions against acts of circumvention.

A determination that the exceptions in Section 1201(a)(l) are in effect for

particular class of works means that enforcement against someone who circum-

vents a technological measure that effectively controls access to a work falling

in that class may not be undertaken during the period (not to exceed three years)

covered by the determination. The determination does not change the illegality

of (or the ability to enforce against) any other act of circumvention of an access

control technology. For instance, if the same scrambling technology is used to

protect two different classes of copyrighted works, and the Secretary makes a

determination that the exceptions apply as to the first class, someone who

circumvents that technology to gain unauthorized access to a work in the Second

class would violate the prohibition and would be subject to enforcement action.

Subparagraph (D) provides for publication by the Secretary of a list of any.

class of works the Secretary has determined, pursuant to subparagraph (C), to

be or likely to be adversely affected. Pursuant to subparagraph (B), the prohibition

(M_t_, Bender & Co., In=.) (RtI20A--02_0 p._.465)
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contained in subparagraph (A) shall not apply to the entities described in

subparagraph (B) with respect to the particular class(es) of works published, for

the following three-year period. During the next rulemaking proceeding, if it is

determined that there is no longer an adverse impact on noninfringing use, the

prohibition will apply and the exemption will cease to exist.

Subparagraph (E) provides that the exception contained in subparagraph (B)

from the application of the prohibition contained in subparagraph (A) may not

be used as a defense in any suit brought to enforce any provision of this title

other than those contained in paragraph (1). For example, it would not provide

a defense to a claim based on the manufacture or sale of devices under paragraph

(2) or section 1201(b), or to a copyright infringement claim.

Paragraph (2). In order to provide meaningful protection and enforcement of

the copyright owner's right to control access to his or her copyrighted work, this

paragraph supplements the prohibition against the act of circumvention in

paragraph (1) with prohibitions on creating and making available certain

technologies, products and services used, developed or advertised to defeat

technological protections against unauthorized access to a work. Similar laws

have been enacted in related contexts. See, e.g., 17 U.S.C. § 1002(a) (prohibiting

the import, manufacture, or distribution of digital audio recording equipment

lacking specified characteristics and prohibiting the import, manufacture, or

distribution of any device, or the offer to perform any service, the primary purpose

or effect of which is to circumvent the serial copy management system re-

[9]

quired for digital audio equipment); 47 U.S.C. § 553(a)(2) (prohibiting the
manufacture or distribution of equipment intended for the unauthorized reception
of cable television service); 47 U.S.C. § 605(e)(4) (prohibiting tile manufacture,

assembly, import, and sale of equipment used in the unauthorized decryption of

satellite cable programming.)

Specifically, paragraph (2) prohibits manufacturing, importing, offering to the

public, providing, or otherwise trafficking in certain technologies, products,

services, devices, components, or parts that can be used to circumvent a

technological protection measure that otherwise effectively controls access to a

work protected under Title 17. It is drafted carefully to target "black boxes,"

and to ensure that legitimate .multipurpose devices can continue to be made and
sold. For a technology, product, service, device, component, or part thereof to

be prohibited under this subsection, one of three conditions must be met. It must:

(1) be primarily designed or produced for the purpose of circumventing;

(2) have only a limited commercially significant purpose or use other than

to circumvent; or ,.

(Maltbew B_n_t & Co.. Ir_.) (Rel.5OA_ Pub.465)
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(3) be marketed by the person who manufactures it, imports it, offers it to

the public, provides it or otherwise traffics in it, or by another person acting

in concert with that person, for use in circumventing a technological protection

measure that effectively controls access to a work protected under Title 17.

This provision is designed to protect copyright owners, and simultaneously

allow the development of technology.

This three-part test, established for determining when the manufacture,

distribution or other provision of a product or service constitutes a violation, is

the core of the anti-circumvention provisions of this legislation. This test (also

spelled out in 1201 (b)(1)), as explicated by the Judiciary Committee report, stands

on its own. While this legislation is aimed primarily at "black boxes" that have

virtually no legitimate uses, trafficking in any product or service that meets one

or more of the three points in this test could lead to liability. It is not required

to prove that the device in question was "expressly intended to facilitate

circumvention." At the same time, the manufacturers of legitimate consumer

products such as personal computers, VCR's, and the like have nothing to fear
from this legislation because those legitimate devices do not meet the three-part

test. The Sony test of "capah[ility] of substantial non-infringing uses," while still

operative in cases claiming contributory infringement of copyright, is not part

of this legislation, however. Sony Corporation of America v. Universal City
Studios, Inc., 464 U.S. 417, 104 S. Ct. 774, 78 L. Ed. 2d 574 (1984). The relevant

test, spelled out in the plain and unchanged language of the bill, is whether or

not a product or service "has only limited commercially significant purpose or
use other than to circumvent."

Paragraph (3) defines certain terms used throughout subsection (a):

(1) "'circumvent a technological measure'--for purposes of subsection (a)

only, which covers technological protections against unauthorized access to

a work, this term means "to descramble a scrambled work, to decrypt an

encrypted work, or

[10]

otherwise to avoid, bypass, remove, deactivate, or impair a technological

protection measure, without the authority of the copyright owner."

(2) "effectively controls access to a work"--a technological measure

"effectively controls access to a work" if the measure, in the ordinary course
of its operation, requires the application of information, or a process or a

treatment, with the authority of the copyright owner, to gain access to the work.

The report issued by the Committee on Commerce, to which certain provisions

of this legislation were referred sequentially, and the statements of some

individual members, could be read to provide a more narrow definitiotr of the

(M:mbew Bender & Co.. Inc.) (Rel.SOA-ff_O0 Pob._5)
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"effective technological measures" this legislation is intended to protect against
circumvention. These statements may reflect a misapprehension of the approach

that this legislation has consistently taken ever since it was introduced.

Throughout the legislative process, the phrase "technological measure" (or,

in earlier versions of the legislation, "technological protection measure")1 has

been treated in H.R. 2281 in terms of the function such a measure would perform,

rather than the specific technology to be used or the means for developing it.

The Committee on the Judiciary took this approach in crafting this legislation

in recognition that technology evolves so rapidly that it would be impractical

to freeze in time the applicability of these provisions by limiting them to

specifically named technologies.

The bill does define the functions of the technological measures that are

covered--that is, what it means for a technological measure to "effectively

control access to a work" (section 1201 (a)(3)(B)) and to "effectively protect

a right of a copyright Owner under this title" [i.e., Title 17, United States Code]

(section 1201(b)(2)(B)). The practical, common-sense approach taken by H.R.
2281 is that if, in the ordinary course of its operation, a technology actually works

in the defined ways to control access to a work, or to control copying, dis_ibution,

public performance, or the exercise of other exclusive rights in a work, then the
"effectiveness" test is met, and the prohibitions of the statute are applicable. This

test, which focuses on the function performed by the technology, provides a

sufficient basis for clear interpretation. It applies equally to technologies used

to protect access to works whether in analog or digital formats.

This approach also follows that taken by the parallel provisions of the

Communications Act. Section 553(a) of Title 47, for example, prohibits both the
act of cable signal theft, and the manufacturing or distribution of "equipment

intended.., for unauthorized reception of any communications service offered

over a cable system." In enacting this provision, Congress did not seek to define
the particular technologies used by cable systems to prevent theft of service, nor

the particular means of circumvention that were prohibited. Rather, the prohibi-
tion extends to any unauthorized act of "intercepting" cable signals, as well as

to any equipment whose intended function is to circumvent any protective
mechanism.

[11]

The Committee on the Judiciary, which possesses primary jurisdiction over

this legislation, considered the argument that the lack of a definition of

"technological measure" leaves manufacturers in the dark as to the range of

protective technologies to which their products must respond. The Committee

1 Either phrasemustbe distinguishedfrom "standard technical measure," as that phrase is used
in Title II of the bill.
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concludedthatanysuchconcernis unfounded.No legitimatemanufacturerof
consumerelectronicsdevicesor computerequipmentcouldreasonablyclaimto
be left in doubtaboutthecourseof actionto beavoided,simplybecausethe
phrase"technologicalmeasure"is not itself definedin the bill. The only
obligationimposedonmanufacturersby thislegislationis apurelynegativeone:
to refrainfromaffirmativelydesigninga productor a componentprimarily for

the purpose of circumventing a protective technology that effectively controls

unauthorized access to or uses of a copyrighted work.

Any effort to read into this bill what is not there--a statutory definition of

"technological measure"---or to define in terms of particular technologies what

constitutes an "effective" measure, could inadvertently deprive legal protection
to some of the copy or access control technologies that are or will be in

widespread use for the protection of both digital and analog formats. Perhaps

more importantly, this approach runs a substantial risk of discouraging innovation

in the development of protective technologies. For instance, today the standard
form of encryption of digital materials involves scrambling its contents so that

they are unintelligible unless processed with a key supplied by the copyright

owner or its agent. However, in a field that changes and advances as rapidly

as encryption research, it would be short-sighted to write this definition into a
statute as the exclusive technological means protected by this bill.

If only those measures that are in use or on the "drawing board" today are

effectively protected against circumvention, the innovative new methods that are

certain to be developed as a result of this legislation may fall outside the scope

of any definition Congress can write today. It would then not be a violation to

circumvent these new methods of protection, or even to go into the business of
making devices or providing services for the purpose of circumventing them,

even though the new methods are effective, in the ordinary course of their

operation, in controlling access to or the exercise of exclusive fights with respect
to a work, and even if they accomplish these goals more efficiently and effectively

than the measures that are in place or under development today. As a result,

property owners would not be protected and there would be no market for such

measures to protect copyright. The flexible and pragmatic approach of this

legislation avoids this scenario by making it clear that if a technology works

to control access or the exercise of exclusive rights--in other words, if it meets
the definitions of effectiveness contained in subsections 1201(a)(3)(B) or

1201(b)(2)(B)--no matter how it does so, the prohibitions of the statute are
applicable.

Similarly, the statements in the Commerce Committee report that attempt to
read out of the ambit of "effective" technological measures those technologies

that affect the appearance of the display or performance of the works protected

find no support in either the text of the bill or in the authoritative legislative

history

(M_llbe'w Bcr_ct & Co.. I_.) (ReI_0A_ pu_.465)
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[12]

of these provisions prepared by the Judiciary Committee. The definitions

contained in sections 1201(a)(3)(B) and 1201(b)(2)(B)require no further embel-

lishment. The statements contained in the Commerce Committee report are

problematic because they could be read to suggest that electronic equipment
manufacturers should feel free to circumvent technological protections if they

believe their equipment would function better without them in displaying or

performing works.

For example, some forms of digital "watermarking" superimpose a faint image

on a copyrighted work to protect it from unauthorized copying. If there were
a "playability" exception to the anti-circumvention provisions of this bill, as these

statements incorrectly imply, then devices or services specifically designed for

the purpose of removing such "watermarks" could be immunized under the

pretext that they improve image resolution. Such a result would undermine the

purpose of this legislation.

While the best approach is for copyright owners and equipment manufacturers
to cooperate in the development of measures that can maximize protection while

minimizing impact, it is not the intent of this legislation that manufacturers should

have the authority to determine unilaterally which protective technologies

copyright owners may employ. More importantly, there is nothing in the bill,
nor in the authoritative legislative history, which supports the assertion that

circumvention of an otherwise-effective technological measure is acceptable if

done in the name of "playability." Since the text of the legislation relating to

this has not been amended to establish this principle, any effort to read such
a principle into the words the sponsors wrote, and that both the Judiciary

Committee and the Commerce Committee approved, should be dismissed.

.Subsection (b) applies when a person has obtained authorized access to a copy

or a phonorecord of a work, but the copyright owner has put in place technologi-
cal measures that effectively protect his orher rights under Title 17 to control

or limit the nature of the use of the copyrighted work.

Paragraph (1): Paralleling subsection (a)(2), above, paragraph (1) seeks to

provide meaningful protection and enforcement of copyright owners' Use of
technological measures to protect their rights under Title 17 by prohibiting the
act of making or selling the technological means to overcome these protections

and facilitate copyright infringement. Paragraph (1) prohibits manufacturing,

importing, offering to the public, providing, or otherwise trafficking in certain

technologies, products, services, devices, components, or parts thereof that can

be used to circumvent a technological measure that effectively protects a right

of a copyright owner under Title 17 in a work or portion thereof. Again, for
a technology, product, service, device, component, or part thereof to be prohibited

under this subsection, one of three conditions must be met. It must:

(Ma_hCw 9¢z_cr & CO.. Inc.) (Rel.50A--02¢O0 Pub.4&5)
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(1) beprimarilydesignedor producedfor thepurposeof circumventing;

(2) haveonlylimitedcommerciallysignificantpurposeor useotherthan
to circumvent;or "

(3) bemarketedbythepersonwhomanufacturesit, importsit, offersit to
thepublic,providesit, or otherwisetrafficsin it.

[131

or byanotherpersonactingin concertwiththatperson,for useincircumvent-
ing a technologicalprotectionmeasurethateffectively
protectstherightof a copyrightownerunderTitle 17in a workora portion

thereof.

Likesubsection(a)(2),thisprovisionis designedto protectcopyrightowners,
andsimultaneouslyallow thedevelopmentof technology.

Paragraph (2) defines certain terms used in subsection (b):

(I) "circumvent protection afforded by a technological measure" is defined

as "avoiding, bypassing, removing, deactivating, or otherwise impairing a

technological measure."

(2) "effectively protects a right of a copyright owner under Title 17"--a

technological measure effectively protects a right of a copyright owner under

Title 17 "if the measure, in the ordinary course of its operation, prevents,

restricts, or otherwise limits the exercise of a right under Title 17 of a copyright
owner."

The legislative history described under subsection (a)(3), above, pertains fo

subsection (b) as well. As stated earlier, the practical, common-sense approach

taken by H.R. 2281 is that if, in the ordinary course of its operation, a technology

works to control copying, distribution, public performance, or the exercise of

other exclusive rights in a work, then the "effectiveness" test is met, and the

prohibitions of the statute are applicable. This test, which focuses on the function

performed by the technology, provides a sufficient basis for clear interpretation.

It applies equally to technologies used to protect works whether in analog or

digital formats. Further, there is nothing in the bill, nor in the authoritative

legislative history, which supports the assertion that circumvention of an

otherwise effective technological measure is acceptable if done in the name of

"playability."

Subsection (c) provides that section 1.201 shall not have any effect on rights,

remedies, limitations, or defenses to copyright infringement, including fair use,

under Title 17. Paragraph (2) provides that section 1201 shall not alter the existing

doctrines of contributory or vicarious liability for copyright infringement in

connection with any technology, product, service, device, component or part

(Id:li_ew _tl_er & Co.. Inc.) (Rel..$0A--02/00 _.MaS)
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thereof. Together, these provisions are intended to ensure that none of the

provisions in section 1201 affect the existing legal regime established in the

Copyright Act and case law interpreting that statute.

Paragraph (3) clarifies that nothing in section 1201 creates a mandate requiring

manufacturers of consumer electronics, telecommunications, and computing

products to design their products or their parts and components to respond to

any particular technological measure employed to protect a copyrighted work.

While the failure of a product to respond to a particular technological measure
does not in and of itself create liability, neither does it immunize those trafficking

in the product from liability under section 1201(a)(2) or (b), if the tests of liability

in those provisions are otherwise met.

Subsection (d) allows a nonprofit library, nonprofit archives or nonprofit

educational institution to obtain access to a copyrighted work for the sole purpose

of making a good faith determination as

[14]

to whether it wishes to acquire a copy, or portion of a copy, of that work in

order to engage in conduct permitted under the Copyright Act, such as a fair

use under section 107. A qualifying institution may not gain access for a period

of time longer than necessary to determine whether it wishes to obtain a copy,

or portion of a copy, for such purposes and the right to gain access shall not

apply for any other purpose.

The right to obtain access under this paragraph only applies when the nonprofit

library_ nonprofit archives, or nonprofit educational institution cannot obtain a

copy of an identical work by other means, and such an entity may not use the

exemption in this paragraph for commercial advantage or financial gain without

exposing itself to penalties for violation of section 1201.

This paragraph can not be used as a defense to the prohibitions on manufactur-

ing or selling devices contained in subsection (a)(2) or subsection (b).

Subsection (e) makes clear that the prohibitions in section 1201 do not prohibit

any lawfully authorized investigative, protective, or intelligence activity by or

at the direction of a federal, state, or local law enforcement agency, or of an

intelligence agency of the United States.

Subsection 09 is intended to allow legitimate software developers to continue

engaging in certain activities for the purpose of achieving interoperability to the

extent permitted by !aw prior to the enaciment of this chapter. The objective is

to ensure that the effect of current case law interpreting the Copyright Act is

not changed by enactment of this legislation for certain acts of identification and

analysis done in respect of computer programs. See, Sega Enterprises Ltd. v.

Accolade, Inc., 977 F.2d 1510, 24 U.S.P.Q.2d 1561 (9th Cir. 1992). The purpose

(Manl_, Bender & Co., INC.) (Rel.5OA-0"2/00 Pub.465)
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of this subsection is to avoid hindering competition and innovation in the

computer and software industry.

Paragraph (1) permits the circumvention of access control technologies for the

sole purpose of achieving software interoperability. For example, this subsection

permits a software developer to circumvent an aceess control technology applied

to a portion or portions of a program in order to perform the necessary steps

to identify and analyze the information needed to achieve interoperability.

Subsection (f)(1) permits the act of circumvention in only certain instances. First,

the copy of the computer program which is the subject of the analysis must be

lawfully acquired. That is, the computer program must be acquired from a

legitimate source, along with any necessary serial codes, passwords, or other such

means as may be necessary to be able to use the program as it was designed

to be used by a consumer of the product. The permitted acts are limited in
application to those elements of the program which must be analyzed to achieve

the sole permittedpurpose, which is interoperability of an independently created

program with other programs, Interoperability is defined in paragraph (4) as the

ability of computer programs to exchange information, and for such programs

mutually to use the information which has been exchanged. The resulting product

must be a new and original work, not infringing the original computer program.

In addition, the objective of the analysis must be to identify and extract such

elements as are necessary to achieve interoperability and which are not otherwise

[15]

available to the person. Finally, the goal of this section is to ensure that current

law is not changed, and not to encourage or permit infringement. Thus, each

of the acts undertaken must fall within the scope of fair use on otherwise avoid

infringing the copyright of the author of the underlying computer program.

Paragraph (2) recognizes that to accomplish the acts permitted under paragraph

(1) a person may, in some instances; have to make and use certain tools. In most
instances these will be generally available tools that programmers use in

developing computer programs, such as compilers, trace analyzers and dissassem-

blers, which do not fall within the prohibition of this section. In certain instances,

it is possible that a person may have to develop special tools to achieve the

permitted purpose of interoperability. Thus, this provision creates an exception

to the prohibition on making circumvention tools contained in sections 1201(a)

(2) and (b). These tools can be either software or hardware. Again, this provision

is limited by a general ban on acting in a way that constitutes infringing activity.

Paragraph (3) recognizes that developing complex computer programs often

involves the efforts of many persons. For example, someone may be hired to

develop a specific portion of the final product. For that person to perform this

task, some of the information acquired through the permitted analysis, and the

(M_/thcu, _r & Co.. M¢.] (Rc/.._OA_2/00 Pub.465_

Add-73



CR 1:7-2J COMM. PRINT 105-6

tools to accomplish it, may have to be made available to that person. This

subsection allows developers of independently created software to rely on third

parties either to develop the necessary circumventi0n tools or to identify the

necessary information to achieve interoperability. The ability to rely on third

parties is particularly important for small software developers who do not have

the capability of performing these functions in-house. This provision permits such

sharing of information and tools. Recognizing, however, that making circumven-

tion information or tools generally available would undermine the objectives of

this Act, the provision imposes strict limitations. Sharing information and tools

is permitted solely for the purpose of achieving interoperability of an indepen-

dently created computer program with other programs. If a person makes this

information available for another purpose, he is not covered by this exemption.

In addition, the acts are permitted only to the extent that they do not constitute

infringement under this title, or violate applicable law other than this title.

Paragraph (4) defines "interoperability" as the ability of computer programs

to exchange information, and for s'_ch programs mutually to use the information

which has been exchanged. The seamless exchange of information is a key

element of creating an interope/"a..ble independently created program. This

provision applies to computer programs as such, regardless of their medium of

fixation and not to works generally,{ such as music or audiovisual works, which

may be fixed and distributed in digital form. Accordingly, since the goal of

interoperability is the touchstone of the exceptions contained in paragraphs

(I)-(3), nothing in those paragraphs can be read to authorize the circumvention

of any technological protection measure that controls access to any work other

than a computer program, or the trafficking in products or services for that

purpose.

[16]

Subsection (g) is intended to facilitate the purpose of this bill, namely, to

improve the ability of copyright ow'ners to prevent the theft of their works,

including by applying technological measures. The effectiveness of such mea-

sures depends in large part on the rapid and dynamic development of better

technologies, including encryption-based technological measures. The develop-

ment of encryption, science requires ongoing research and testing by scientists

of existing encryption methods in order to build on those advances, thus

promoting encryption technology generally.

The goals of section 1201 would be poorly served if these provisions had the

undesirable consequence of chilling legitimate research activities in the area of

encryption. Subsection (g) ensures that the prohibitions contained in this bill do

not have such an unintended negative effect. This subsection provides that

generally available encryption testing tools meeting certain specifications will

(Mallhew BenLter & Co.. INC.) (RcI..%0A_ Pob._.65)
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not be made illegal by this Act. If each of these tools has a legitimate and

substantial commercial purpose--testing security and effectiveness--it is there-

fore explicitly excluded from the prohibition in section 1201.

In addition to the exemption contained in this subsection, the testing of specific

encryption algorithms would not fall within the scope of 1201. since mathematical

formulas as such are not protected by copyright. Thus, testing of an encryption

algorithm or program that has multiple uses, including use as a technological

measure to protect copyrighted works, would not be prohibited when the

encryption is in a form not implemented as a technological measure. Similarly,

the testing of encryption technologies developed by the government of the United

States would not violate section 1201, since copyright does not subsist in such

subject matter. Also, encryption research will often be undertaken with the

consent or at the direction of the copyright owner and therefore will not give

rise to any action under section 1201.

For example, a cryptographer may use various cryptoanalytic research tech-

niques to discover a flaw:in the U.S. government's Escrowed Encryption Standard

(EES) used in the Clipper Chip and Fortezza cards. The flaw allows users to

circumvent essential features of the algorithm. Since these encryption products

are not covered by copyright, because they are merely mathematical algorithms

in addition to being owned by the U.S. government, the cryptographer's acts do
not violate 1201.

Another example would be a company, in the course of developing a new

cryptographic product, sponsoring a crypto-cracking contest with cash prizes.

Contestants would not violate section 1201, since the research acts are specifically
authorized.

Significantly, section 1201 does not make illegal cryptographic devices that

have substantial legitimate purposes other than to circumvent technological

protection measures as applied to a work. For example, many popular word

processing and other computer programs include a security feature allowing users

to password-protect documents (employing a low-grade form of encryption.) It

is not uncommon for users of such products to forget or lose their passwords

for such documents, making their own protected works unrecoverable. As a result,

many independent programmers have created utilities designed to assist in the

recovery of passwords or

[171

password-protected works. Several of these utilities are distributed over the
Internet as freeware or shareware. Because these utilities have a substantial

legitimate use, and because they would be used by persons to gain access to
their own works, these devices do not violate section 1201.
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H.R. 2281 would also not prohibit certain kinds of commercial "key-cracker"

products, e.g., a computer program optimized to crack certain 40-bit encryption

keys. Such machines are often rented to commercial customers for the purpose

of quick data recovery of encrypted data. So long as these devices have a

substantial legitimate use, and do not become used principally to facilitate

infringement, they would not be prohibited by section 1201.

Today, network and web site management and security tools increasingly

contain components that automatically test a system's security and identify

common vulnerabilities. These programs are valuable tools for systems adminis-

trators and web site operators, to use in the course of their regular testing of
their systems' security. Again, because these devices are good products put to

a good use, they do not fall within the scope of this statute.

In sum, the prohibition on "devices" as written does not encompass many forms

of useful encryption products. Subsection (g) is specifically structured to go
further, and allow the development and use of certain additional encryption
products used for research purposes.

Under the exemption; it would not be prohibited conduct for a person to

circumvent a technical measure effectively controlling access to a copyrighted

work in the course of engaging in good faith encryption research if the following
conditions apply: that person has lawfully obtained the encrypted copy of the

copyrighted work; circumvention is necessary to conduct good faith encryption
research; the person f'trst made a good faith effort to obtain authorization from

the copyright owner before circumventing; and the act.of circumvention, does

not constitute copyright infringement or a violation of other applicable law, such

as 18 USC 1030 or the provisions of the Computer Fraud and Abuse Act.of
1986.

Paragraph (3) lists the factors to be used in determining whether a person

qualifies for the exemption contained .in this subsection. Specifically, in any suit
for violation of section 1201 where this subsection is used.as an affirmative

defense, a court should consider whether the information derived from the

encryption research was disseminated by the defendant to others, and.if so,

whether it was done in a manner reasonably calculated to advance the state of

knowledge or development of encryption technology, instead of to facilitate

infringement or to otherwise violate the law, such as laws protecting privacy

rights or security. A court should also consider whether the defendant is engaged
in a legitimate course ofstudy, is employed, or is appropriately trained and

experienced, in the field of encryption technology, and whether the defendant

provides the copyright owner, of the work in question with notice of the findings
and documentation of the research conducted in good faith.

Paragraph (4) allows a person to develop the means to conduct the encryption
research allowed in this subsection notwithstanding the prohibition on devices

(Ma_ B_m_t & Co.. Inc.) (ReI.JOA_ Pub.4/_)
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contained in subsection (a)'(2). Specifically, a person may develop and employ

technological means to cir-

[_81

cumvent a technological measure as described in paragraph (2). and provide the

technological means to another person with whom he or she is working

collaboratively, only for the purpose of conducting research in accordance with

paragraph (2), or for the limited purpose of having that other person verify the
research conducted in accordance with paragraph (2).

Paragraph (5) requires the Under Secretary of Commerce for Intellectual

Property Policy, the Register of Copyrights and the Assistant Secretary of

Commerce for Communications and Information to jointly report to Congress

and to suggest any changes in legislation no later than one year.after the effective

date of section 1201, regarding the effect this subsection has had on encryption
research and the development of encryption technology, the adequacy and

effectiveness of technological measures designed to protect copyrighted works

pursuant to the protections offered under section 1201, and the protection of

copyright owners against unauthorized access to their copyrighted works.

Subsection (h). This provision contains two exceptions regarding minors. To
alleviate concern that section 1201(a) might inadvertently make it unlawful for

parents to protect their children from pornography and other harmful material

available on the Internet, or have unintended legal consequences for manufactur-

ers of products designed solely to enable parents to protect their children in this

fashion, and to alleviate concern that section 1201(a) might inadvertently make

it unlawful for parents to view a copy of a test, examination or other evaluation

of their child, subsection (h) allows circumvention under very specific and limited
circumstances.

Paragraph (1) allows a court, in applying the prohibition contained in

subsection (a) to a component or part of a technology, product, service or device

which is subject to a case or controversy before it, to consider the necessity for

the intended and actual incorporation of the component or part in the technology,

product, service or device, if the technology, product, service or device does not
itself violate the provisions of this title and has as its sole purpose the prevention

of access of minors to material on the lnternet. This paragraph is intended to

allow the continued manufacturing and development of specific technology to
aid parents in preventing access by their children to objectionable material in

the digital environment.

Paragraph (2) allows a parent of a minor child (an elementary or secondary

school student) to circumvent a technological measure effectively controlling

access to a copyrighted test, examination, or other evaluation of that minor child,

if the parent has first made a good faith effort to obtain authorization from-the

(M_hcw Bender & Co.. INC.] (Rel.50A-02/00 Pub,465)
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copyright owner to view the test, examination, or other evaluation and if, as a
result of the copyright owner's refusal, circumvention is necessary for purposes

of obtaining a copy of such test, examination or other evaluation.

Subsection (i) deals with personal privacy concerns. It allows the circumven-

tion of a technological measure effectively controlling access to a copyrighted

work for the limited purpose of identifying and disabling any capability of the

measure or work to collect or disseminate personally identifying information

reflecting the online activities of the user, only if the user is not provided with
notice

[19]

and the capability to prevent or restrict such collection or dissemination, and only

if the circumven[ion conducted to identify and disable the ability of the measure

to collect or disseminate has no other effect on the ability of any person to gain

access to any work.

It is possible that certain encryption or other technologies used to protect

copyrighted works under section 1201 may collect or disseminate personally
identifying information about the online activities of a user. To maintain privacy

in the digital environment, subsection (i) was established to allow the circumven-

tion of such technologies in order to identify and disable any ability to collect

or disseminate personally identifying information, where such an ability to
identify and disable is not already provided to the user. It is hoped that this

subsection will serve as a deterrent to the development and use of technologies

that are capable of such collection and information and do not either provide

a method by which a user may disable those capabilities, or fully disclose the
lack of such methods.

Section 1202: Integrity of Copyright Management Information.

Subsection (a) establishes a general prohibition against knowingly providing,

distributing or importing false copyright management information ("CMI"), as

defined in subsection (c). There are two prerequisites that must be met for the

conduct to be illegal: (1) the person providing, distributing or importing the false
CMI must know the CMI is false, and (2) he or she must do so with the intent

to induce, enable, facilitate or conceal an infringement of any right under Title

17. The prohibition in this subsection does not apply to the ordinary and

customary practices of broadcasters or the inadvertent omission of credits from

broadcasts of audiovisual works, since such acts do not involve the provision

of false CMI with the requisite knowledge and intent.

Subsection (b) establishes a general prohibition against deliberately removing

or altering CMI, and against distributing or importing for distribution altered CMI

or distributing, importing for distribution or publicly performing works in which

(Manhew Bender & Co.. Inc.) (BeI._A--O_ Pk_.465_..
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accessed or used other than to make such new copy by virtue of the activation
of the machine.
"(d) DEFINITIONS.--For purposes of this section--

_(1) the _maintenance' of a machine is the servicing of the machine in order
to make it work in accordance with its original specifications and any changes
to those specifications authorized for that machine; and

"(2) the 2"epair' of a machine is the restoring of the machine to the state
of working in accordance with its original specifications and any changes to
those specifications authorized for that machine.".

PURPOSE AND SUMMARY

H.R. 2281 contains two titles. The first, entitled the '_qIPO
Copyright Treaties Implementation Act," implements World Intel-
lectual Property Organization sponsored copyright agreements
signed by the United States. The second, entitled the "On-Line
Copyright Infringement Liability Limitation Act," limits the liabil-
ity on-line and Internet service providers may incur as a result of
transmissions containing copyrighted works traveling through sys-
tems and networks under their control.

BACKGROUND AND NEED FOR THE LEGISLATION

The "WIPO Copyright Treaties Implementation Act"

The digital environment now allows users of electronic media to
send and retrieve perfect reproductions of copyrighted material eas-
fly and nearly instantaneously, to or from locations around the
world. With this evolution in technology, the law must adapt in
order to make digital networks safe places to disseminate and ex-
ploit copyrighted works.

In Geneva, Switzerland, in December, 1996, a Diplomatic Con-
ference was convened under the auspices of the World Intellectual
Property Organization ("VqIPO"), to negotiate new multilateral
treaties to protect copyrighted material in the digital environment
and to provide stronger international protection to performers and
producers of phonograms. In addition to the digital issues, the lat-
ter is important to provide guarantees abroad of the same strong
protection for American records, tapes, and compact discs abroad

that is provided domestically.
The conference produced two treaties, the W_:PO Copyright

Treaty" and the %VIPO Performances and Phonograms Treaty,
which were adopted by consensus by over 150 countries. The trea-
ties will ensure adequate protection for American works in coun-
tries around the world at a time when borderless digital means of
dissemination are becoming increasingly popular. While such rapid
dissemination of perfect copies will benefit both U.S. owners and
consumers, it will unfortunately also facilitate pirates who aim to
destroy the value of American intellectual property.

The successful negotiation of the treaties brings with it the need
for domestic implementing legislation. Title I of this bill contains
two substantive additions to U.S. domestic law, in addition to some
technical changes, to bring the law into compliance with the trea-
ties so that they may be ratified appropriately.

The treaties do not require any change in the substance of copy-
right rights or exceptions in U.S. law. They do, however, require
two technological adjuncts to the copyright law, intended to ensure
a thriving electronic marketplace for copyrighted works on the
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Internet.Thetreatiesaddresstheproblemsposedbythe possible
circumventionof technologies,suchas encryption,whichwill be
usedto protectcopyrightedworksin the digital environmentand
to secureon-linelicensingsystems.Tocomplywiththetreaties,the
U.S.mustmakeit unlawfulto defeattechnologicalprotectionsused
bycopyrightownerstoprotecttheir works.Thiswouldincludepre-
ventingunauthorizedaccessas well asthe manufactureandsale
of devicesprimarilydesignedto decodeencryptedcopyrightedma-
terial.Further,theU.S.must,underthetreaties,makeit unlawful
to intentionallyprovidefalseinformation,or todeliberatelyalteror
deleteinformationprovidedby a copyrightownerwhichidentifies
a work,its owneror performer,andthe termsandconditionsfor
its use.

Whencopyrightedmaterialis adequatelyprotectedin thedigital
environment,aplethoraofworkswill bedistributedandperformed
overtheInternet.In orderto protecttheowner,copyrightedworks
will mostlikelybeencryptedandmadeavailabletoconsumersonce
paymentis madefor accessto a copyof the work.Therewill be
thosewhowill try to profit from theworksof othersby decoding
the encryptedcodesprotectingcopyrightedworks,or engagingin
thebusinessof providingdevicesor servicesto enableothersto do
so.A new"Section1201"to the CopyrightAct is requiredbyboth
W'IPOTreatiestomakeit unlawfulto engagein suchactivity.The
changescontainedin the newSection1201aremeantto parallel
similar typesofprotectionaffordedbyFederaltelecommunications
law andstatelaws.Just asCongressactedin the areasof cable
televisionand satellite transmissionsto preventunauthorized
interceptionanddescramblingof signals,it is nownecessaryto ad-
dresstheon-lineenvironment.

Whilethereareno objections to preventing piracy on the Inter-
net, it is not easy to draw the line between legitimate and non-le-
gitimate uses of decoding devices, and to account for devices which
serve legitimate purposes. The bill, as reported, presents a reason-
able compromise by preventing only the manufacture or sale of de-
vices that: (1) are "primarily designed" to grant free, unauthorized
access to copyrighted works; (2) have only limited commercially sig-
nificant purpose or use other than to grant such free access; or (3)
are intentionally marketed for use in granting such free access.
This would not include normal household devices such as
Videecasette Recorders or personal computers, since such devices
are not "primarily designed" to circumvent technological protec-
tions granting access to copyrighted works, have obvious and nu-
merous commercially significant purposes and uses other than cir-
cumventing such protections, and are not intentionally marketed to
circumvent such protections. It would however, prevent a manufac-
turer from making a device that is primarily designed for such a
purpose and labeling it as a common household device.

A new "Section 1202" to the Copyright Act is required by both
WIPO Treaties to ensure the integrity of the electronic marketplace
by preventing fraud and misinformation. The section prohibits in-
tentionally providing false copyright management information,
such as the title of a work or the name of its author, with the in-
tent to induce, enable, facilitate or conceal infringement. It also
prohibits the dehberate deleting or altering copyright management
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information.This sectionwill operate to protect consumers from
misinformation as well as authors and copyright owners from inter-
ference with the private licensing process.

The "On-Line Copyright Infringement Liability Limitation Act"

The "On-Line Copyright Infringement Liability Limitation Act"
addresses concerns raised by a number of on-line service and Inter-
net access providers regarding their potential liability when in-
fringing material is transmitted on-line through their services.
While several judicially created doctrines currently address the
question of when liability is appropriate, providers have sought
greater certainty through legislation as to how these doctrines will
apply in the digital environment.

Title II of this bill codifies the core of current case law dealing
with the liability of on-line service providers, while narrowing and
clarifying the law in other respects. It offers the advantage of incor-
porating and building on those judicial applications of existing
copyright law to the digital environment that have been widely ac-
cepted as fair and reasonable.

The bill distinguishes between direct infringement and secondary
liability, treating each separately. This structure is consistent with
evolving case law, and appropriate in light of the different legal
bases for and policies behind the different forms of liability.

As to direct infringement, liability is ruled out for passive, auto-
matic acts engaged in through a technological process initiated by
another. Thus, the bill essentially codifies the result in the leading
and most thoughtful judicial decision to date: Religious Technology
Center v. Netcom On-line Communications Services, Inc., 907 F.
Supp. 1361 (N.D. Cal. 1995). In doing so, it overrules those aspects
of Playboy Enterprises, Inc. v. Frena, 839 F. Supp. 1552 (M.D. Fla.
1993), insofar as that case suggests that such acts by service pro-
viders could constitute direct infringement, and provides certainty
that Netcom and its progeny, so far only a few district court cases,
will be the law of the land.

As to secondary hability, the bill changes existing law in two pri-
mary respects: (1) no monetary relief can be assessed for the pas-
sive, automatic acts identified in Religious Technology Center v.
Netcom On-line Communications Services, Inc.; and (2) the current
criteria for finding contributory infringement or vicarious liability
are made clearer and somewhat more difficult to satisfy. Injunctive
relief will, however, remain available, ensuring that it is possible
for copyright owners to secure the cooperation of those with the ca-
pacity to prevent ongoing infringement. Failure to qualify for the
exemption or limitation does not mean that the provider is nec-
essarily an infringer or liable for monetary damages. If the exemp-
tion or limitation does not apply, the doctrines of existing law will
come into play, and liability will only attach to the extent that the
court finds that:the requirements for direct infringement, contribu-
tory infringement or vicarious liability liave been met, that the con-
duct is not excused by any other exception or limitation, and that
monetary remedies are appropriate. Where monetary remedies re-
main available under the bill_ the:ordinary rules for courts to follow
in setting the amounts of those remedies will still apply. This in-
cludes the remittal of statutory damages under paragraph 504
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(c)(2)for non-profitsandpublicbroadcastingentitiesbasedon the
reasonablebeliefthat theinfringingactwasafair use.

Safeguardsin the bill includelanguageintendedto guard
againstinterferencewith privacy;a provisionensuringthat non-
profit institutionssuchasuniversitieswill notbeprejudicedwhen
theydeterminethatanallegedlyinfringinguseis fair use;aprovi-
sionprotectingserviceprovidersfromlawsuitswhentheyactto as-
sist copyrightownersin limiting or preventing infringement; and
a provision requiring payment of costs incurred when someone
knowingly makes false accusations of on-line infringement.

HZARIN_S

The Committee's Subcommittee on Courts and Intellectual Prop-
erty held two days of hearings on this legislation on September 16
and 17, 1997 (Serial #33). Testimony was received from The Honor-
able Bruce Lehman, Assistant Secretary of Commerce and Commis-
sioner of Patents and Trademarks, Patent and Trademark Office,
United States Department of Commerce; The Honorable Marybeth
Peters, Register of Copyrights, United States Copyright Office, The
Library of Congress; Roy Neel, President and Chief Executive Offi-
cer, United States Telephone Association; Jack Valenti, President
and Chief Executive Officer, Motion Picture Association of America;
Robert Holleyman, President, Business Software Alliance; M.R.C.
Greenwood, Chancellor, University of California, Santa Cruz, on
behalf of the Association of American Universities and the National
Association of State Universities and Land Grant Colleges; Tushar
Patel, Vice President and Managing Director, USWeb; Lawrence
Kenswil, Executive Vice President, Business and Legal Affairs,
Universal Music Group; Marc Jacobson, General Counsel, Prodigy
Services, Inc.; Ken Wasch, President, Software Publishers Associa-
tion; Ronald G. Dunn, President, Information Industry Association;
John Bettis, Songwriter, on behalf of the American Society of Com-
posers Authors and Publishers; Allee Willis, Songwriter, on behalf
of Broadcast Music, Incorporated; Robert L. Oatdey, Professor of
Law, Georgetown University Law Center and Director, Georgetown
Law Library, on behalf of a Coalition of Library and Educational
Organizations; Johnny Cash, Vocal Artist, with Hilary Rosen,
President and Chief Executive Officer, Recording Industry Associa-
tion of America; Allan Adler, Vice President, Legal and Govern-
mental Affairs, Association of American Publishers; Gaff Markels,
General Counsel and Senior Vice President, Interactive Digital
Software Association; Mike Kirk, Executive Director, American In-
tellectual Property Law Association; Thomas Ryan, President,
SciTech Software, Inc.; Mark Belinsky, Vice President, Copy Pro-
tection Group, Macrovision, Inc.; Douglas Bennett, President,
Earlham College, Vice President, American Council of Learned So-
cieties, on behalf of the Digital Future Coalition; Edward J. Black,
President, Computer and Communications Industry Association;
Christopher Byrne, Director of Intellectual Property, Silicon Graph-
ics, Inc., on behalf of the Information Technology Industry Council;
and Gary Shapiro, President, Consumer Electronics Manufacturer's
Association (a sector of the Electronic Industries Association), and
Chairman, Home Recording Rights Coalition.
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Change to Section 507(a)

Currently, section 507(a) provides for a three-year statute of limi-
tations period for all criminal copyright actions. Section 507(a) is
amended to recognize exceptions to the three-year limitations pe-
riod if expressly provided elsewhere in Title 17. New chapter 12 of
Title 17 provides for a five-year criminal limitation period.

Section 103: Copyright Protection Systems and Copyright Manage-
ment Information

Summary

The two new WIPO Treaties include substantively identical pro-
visions on technological measures of protection (also commonly re-
ferred to as the "black box" or "anticircumvention" provisions).
These provisions require contracting parties to provide "adequate
legal protection and effective legal remedies against the circumven-
tion of effective technological measures that are used by authors in
connection with the exercise of their rights under this Treaty or the
Berne Convention and that restrict acts, in respect of their works,
which are not authorized by the authors concerned or permitted by
law."

Both of the new WIPO treaties also include substantively iden-
tical provisions on copyright management information. These provi-
sions require contracting parties to protect the integrity of copy-
right management information. The treaties define copyright man-
agement information as "information which identifies the work, the
author of the work, the owner of any right in the work, or informa-
tion about the terms and Conditions of use of the work, and any
numbers or codes that represent such information, when any of
these items of information is attached to a copy of a work or ap-
pears in connection with the communication of a work to the pub-
lie. _

Legislation is required to comply with both of these provisions.
To accomplish this, the bill adds a new chapter (chapter twelve) to
Title 17 of the United States Code. This new chapter twelve in-
cludes four sections--(1) section 1201, which prohibits the cir-
cumvention of technological copyright protection measures; (2) sec-
tion 1202, which protects the integrity of copyright management in-
formation; (3) section 1203, which provides for civil remedies for
violations of sections 1201 and 1202; and (4) section 1204, which
provides for criminal penalties for violations of sections 1201 and
1202.

Section 1201: Circumvention of Copyright Protection Systems

Subsection (a) applies when a person has not obtained authorized
access to a copy or a phonorecord of a work for which the copyright
owner has put in place a technological measure that effectively con-
trols access to his or her work. The relevant terminology is defined
in paragraph (a)(3), as described below.

Paragraph (a)(1). The act of circumventing a technological protec-
tion measure put in place by a copyright owner to control access
to a copyrighted work is the electronic equivalent of breaking into
a locked room in order to obtain a copy of a book. Paragraph (a)(1)
establishes a general prohibition against gaining unauthorized ac-
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cess to a work by circumventing a technological protection measure
put in place by the copyright owner where such protection measure
otherwise effectively controls access to a work protected under Title
17 of the U.S. Code.

Paragraph (a)(1) does not apply to the subsequent actions of a
person once he or she has obtained authorized access to a copy of
a work protected under Title 17, even if such actions involve cir-
cumvention of additional forms of technological protection meas-
ures. In a fact situation where the access is authorized, the tradi-
tional defenses to copyright infringement, including fair use, would
be fully applicable. So, an individual would not be able to cir-
cumvent in order to gain unauthorized access to a work, but would
be able to do so in order to make fair use of a work which he or
she has acquired lawfully.

Paragraph (a)(2). In order to provide meaningful protection and
enforcement of the copyright owner's right to control access to his
or her copyrighted work, this paragraph supplements the prohibi-
tion against the act of circumvention in paragraph (a)(1) with pro-
hibitions on creating and making available certain technologies,
products and services used, developed or advertised to defeat tech-
nological protections against unauthorized access to a work. Simi-
lar laws have been enacted in related contexts. See, e.g., 17 U.S.C.
§ 1002(a) (prohibiting the import, manufacture, or distribution of
digital audio recording equipment lacking specified characteristics
and prohibiting the import, manufacture, or distribution of any de-
vice, or the offer to perform any service, the primary purpose or ef-
fect of which is to circumvent the serial copy management system
required for digital audio equipment); 47 U.S.C. § 553(a)(2) (prohib-
iting the manufacture or distribution of equipment intended for the
unauthorized reception of cable television service); 47 U.S.C.
§ 605(e)(4) (prohibiting the manufacture, assembly, import, and sale
of equipment used in the unauthorized decryption of satellite cable
programming.)

Specifically, paragraph (a)(2) prohibits manufacturing, importing,
offering to the public, providing, or otherwise trafficking in certain
technologies, products, services, devices, components, or parts that
can be used to circumvent a technological protection measure that
otherwise effectively controls access to a work protected under Title
17. It is drafted carefully to target "black boxes," and to ensure
that legitimate multipurpose devices can continue to be made and
sold. For a technology, product, service, device, component, or part
thereof to be prohibited under this subsection, one of three condi-
tions must be met. It must:

(1) be primarily designed or produced for the purpose of cir-
cumventing;

(2) have only a limited commercially significant purpose or
use other than to circumvent; or

(3) be marketed by the person who manufactures it, imports
it, offers it to the public, provides it or otherwise traffics in it,
or by another person acting in concert with that person, for use
in circumventing a technological protection measure that effec-
tively controls access to a work protected under Title 17.

This provision is designed to protect copyright owners, and si-
multaneously allow the development of technology.
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Paragraph (a)(3) defines certain terms used throughout para-
graph (a):

(1) "circumvent a technological protection measure"--for pur-
poses of paragraph (a) only, which covers protections again, st
unauthorized initial access to a work, this term means to
descramble a scrambled work, to decrypt an encrypted work, or
otherwise to avoid, bypass, remove, deactivate, or impair a
technological protection measure, without the authority of the
copyright owner."

(2) "effectively controls access to a work'--a technological
protection measure "effectively controls access to a" work" if the
measure, in the ordinary course of its operation, requires the
application of information, or a process or a treatment, with
the authority of the copyright owner, to gain access to the
work.

Subsection (b) applies when a person has obtained authorized ac-
cess to a copy or a phonorecord of a work, but the copyright owner
has put in place technological measures that effectively protect his
or her right under Title 17 to control or limit further use of the
copyrighted work.

Paragraph(b)(1). Paralleling paragraph (a)(2), above, paragraph
(b)(1) seeks to provide meaningful protection and enforcement of
copyright owners' use of technological protection measures to pro-
tect their rights under Title 17 by prohibiting the act of making or
selling the technological means to overcome these protections and
facilitate copyright infringement. Paragraph (b)(1) prohibits manu-
facturing, importing, offering to the public, providing, or otherwise
trafficking in certain technologies, products, services, devices, com-
ponents, or parts thereof that can be used to circumvent a techno-
logical protection measure that effectively protects a right of a
copyright owner under Title 17 in a work or portion thereof. Again,
for a technology, product, service, device, component, or part there-
of to be prohibited under this subsection: one of three conditions
must be met. It must:

(1) be primarily designed or produced for the purpose of cir-
cumventing;,

(2) have only limited commercially significant purpose or use
other than to circumvent; or

(3) be marketed by the person who manufactures it, imports
it, offers it to the public, provides it, or otherwise traffics in it,
or by another person acting in concert with that person, for use
in circumventing a technological protection measure that effec-
tively protects the right of a copyright owner under Title 17 in
a work or a portion thereof.

Like paragraph (a)(2), this provision is designed to protect copy-
right owners, and simultaneously allow the development of tech-
nology.

Paragraph (b)(2) defines certain terms used in subsection (b):
(1) "circumvent protection afforded by a technological protec-

tion measure" is defined as "avoiding, bypassing, removing, de-
activating, or otherwise impairing a technological protection
measure."

(2) "effectively protects a right of a copyright owner under
Title 17"--a technological protection measure effectively pro-
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tectsa rightof a copyright owner under Title17 "ifthe meas-
ure, in the ordinary course of itsoperation,prevents,restricts,
or otherwise limitsthe exerciseofa right under Title 17 of a
copyright owner."

Subsection (c)prohibitsthe importation,sale for importation,or
sale within the United States afterimportation by the owner, im-
porter or consignee ofany technology,product,service,device,com-
ponent, or part thereofcovered by subsections(a)or (b).This para-
graph furtherprovides that violationsofthis provisionare action-
able under section1337 of Title19 ofthe U.S. Code, which author-
izes actionsby the InternationalTrade Commission against unfair
import practices.

Subsection (d) provides that section 1201 shall not have any ef-
fect on rights, remedies, limitations, or defenses to copyright in-
fringement, including fair use, under Title 17. This provision is in-
tended to ensure that none of the provisions in section 1201 affect
the existing legal regime established in the Copyright Act and case
law interpreting that statute.

Subsection (e) allows a nonprofit library, nonprofit archives or
nonprofit educational institution to obtain access to a copyrighted
work for the sole purpose of making a good faith determination as
to whether it wishes to acquire a copy, or portion of a copy, of that
work in order to engage in conduct permitted under the Copyright
Act, such as a fair use under section 107. A qualifying institution
may not gain access for a period of time longer than necessary to
determine whether it wishes to obtain a copy, or portion of a copy,
for such purposes and the right to gain access shall not apply for
any other purpose.

The right to obtain access under this paragraph only applies
when the nonprofit library, nonprofit archives, or nonprofit edu-
cational institution cannot obtain a copy of an identical work by
other means, and such an entity may not use the exemption in this
paragraph for commercial advantage or financial gain without pen-
alty.

This paragraph shall not be used as a defense to the prohibitions
on manufacturing or selling devices contained in paragraph (a)(2)
or subsection (b).

Subsection (19 makes clear that the prohibitions in section 1201
do not prohibit any lawfully authorized investigative, protective, or
intelligence activity by or at the direction of a federal, state, or
local law enforcement agency, or of an intelligence agency of the
United States.

Section 1202: Integrity of Copyright Management Information

Subsection (a) establishes a general prohibition against inten-
tionally providing false copyright management information ("CMr'),
as defined in subsection (c), and against distributing or importing
for distribution false CMI. There are two prerequisites that must
be met for these prohibitions to be violated: (1) the person provid-
ing, distributing or importing the false CMI must know the CMI
is false, and (2) the person providing, distributing, or importing the
false CMI must do so with the intent to induce, enable, facilitate
or conceal an infringement of any right under Title 17. The prohibi-
tion in this subsection does not include ordinary and customary
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Mr. BLILEY, from the Committee on Commerce,

submitted the following

REPORT

together with

ADDITIONAL VIEWS

[To accompany H.R. 22811

[Including cost estimate of the Congressional Budget Officel

The Committee on Commerce, to whom was referred the bill

(H.R. 2281) to amend title 17, United States Code, to implement
the World Intellectual Property Organization Copyright Treaty and

Performances and Phonograms Treaty, having considered the
same, report favorably thereon with an amendment and rec-
ommend that the bill as amended do pass.
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UNDERSTANDING THE NEXUS BETWEEN ELECTRONIC COMMERCE AND

INTELLECTUAL PROPERTY

The debate on this legislation highlighted two important prior-
ities: promoting the continued growth and development of elec-
tronic commerce; and protecting intellectual property rights. These
goals are mutually supportive. A thriving electronic marketplace
provides new and powerful ways for the creators of intellectual
property to make their works available to legitimate consumers in
the digital environment. And a plentiful supply of intellectual prop-
erty--whether in the form of software, music, movies, literature, or
other works--drives the demand for a more flexible and efficient
electronic marketplace.

As electronic commerce and the laws governing intellectual prop-
erty (especially copyright laws) change, the relationship between
them may change as well. To ensure that Congress continues to
enact policies that promote both of the above goals, it is important
to have current information about the effects of these changes. For
example, many new technologies for distributing real-time audio
and video through the Internet function by storing small parts of
copyrighted works in the memory of the recipient's computer. This
technology is increasingly commonplace, but some providers of the
technology are concerned that the making of these transient copies
may subject them or their customers to liability under current
copyright law. In another example, an increasing number of intel-
lectual property works are being distributed using a "client-server"
model, where the work is effectively '%orrowed" by the user (e.g.,
infrequent users of expensive software purchase a certain number
of uses, or viewers watch a movie on a pay-per-view basis). To oper-
ate in this environment, content providers will need both the tech-
nology to make new uses possible and the legal framework to en-
sure they can protect their work from piracy.

The Committee on Commerce believes it is important to more
precisely define the relationship between intellectual property and
electronic commerce, and to understand the practical implications
of this relationship on the development of technology to be used in
promoting electronic commerce. To that end, the Committee adopt-
ed an amendment that directs the Secretary of Commerce (the Sec-
retary) to report on the effects of this legislation on the develop-
ment of electronic commerce and the relationship between tech-
nology and copyright law. In the course of preparing the report, the
Secretary is directed to consult with both the Assistant Secretary
of Commerce for Communications and Information (given the As-
sistant Secretary's expertise in the area of telecommunications and
information services and technologies) and the Register of Copy-
rights (given the Register's expertise in the field of copyright).

PROHIBITING CERTAIN DEVICES

H.R. 2281, as reported by the Committee on the Judiciary, would
regulate---in the name of copyright law--the manufacture and sale
of devices that can be used to improperly circumvent technological
protection measures. The Committee on Commerce adopted an
amendment that moves the anti-circumvention provisions out of
Title 17 and establishes them as free-standing provisions of law.
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The Committee believes that this is the most appropriate way to
implement the treaties, in large part because these regulatory pro-
visions have little, if anything, to do with copyright law. The anti-
circumvention provisions (and the accompanying penalty provisions
for violations of them) would be separate from, and cumulative to,
the existing claims available to copyright owners. In the Commit-
tee's judgment, it therefore is more appropriate to implement the
treaties through free-standing provisions of law rather than codify-
ing them in Title 17.

Article 1, Section 8, Clause 8 of the United States Constitution
authorizes the Congress to promulgate laws governing the scope of
proprietary rights in, ,,and use privileges with respect to, intangible
"works of authorship. As set forth in the Constitution, the fun-
damental goal is "[t]o promote the Progress of Science and useful
Arts. * * * " In the more than 200 years since enactment of the
fzrst Federal copyright law in 1790, the maintenance of this bal-
ance has contributed significantly to the growth of markets for
works of the imagination as well as the industries that use such
works.

Congress has historically advanced this constitutional objective
by regulating the use of information--not the devices or means by
which the information is delivered or used by information consum-
ers-and by ensuring an appropriate balance between the interests
of copyright owners and information users. For example, Section
106 of the Copyright Act (17 U.S.C. § 106) establishes certain rights
copyright owners have in their works, including limitations on the
use of these works without their authorization. Likewise, Sections
107 through 121 of the Copyright Act (17 U.S.C. §§ 107-121) set
forth the circumstances in which such uses will be deemed permis-
sible, or otherwise lawful even though unauthorized. And Sections
501 through 511, as well as Section 602 of the Copyright Act (17
U.S.C. §§501-511, 602) specify rights of action for copyright in-
fringement, and prescribe penalties in connection with those ac-
tions.

In general, all of these provisions are technology neutral. They
do not regulate commerce in information technology, i.e., products
and devices for transmitting, storing, and using information. In-
stead, they prohibit certain actions and create exceptions to permit
certain conduct deemed to be in the greater public interest, all in
a way that balances the interests of copyright owners and users of
copyrighted works. In a September 16, 1997, letter to Congress, 62
copyright law professors expressed their concern about the implica-
tions of regulating devices in the name of copyright law. They said
in relevant part:

Although [they] would be codified in Title 17, [the anti-
circumvention provisions] would not be an ordinary copy-
right provision; liability under the section would result
from conduct separate and independent from any act of
copyright infringement or any intent to promote infringe-
ment. Thus, enactment of [the anti-circumvention provi-
sions] would represent an unprecedented departure into
the zone of what might be called paracopyright--an un-
charted new domain of legislative provisions designed to
strengthen copyright protection by regulating conduct
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which traditionally has fallen outside the regulatory
sphere of intellectual property law.

While the Committee on Commerce agrees with these distin-
guished professors, the Committee also recognizes that the digital
environment poses a unique threat to the rights of copyright own-
ers, and as such, necessitates protection against devices that un-
dermine copyright interests. In contrast to the analog experience,
digital technology enables pirates to reproduce and distribute per-
fect copies of works--at virtually no cost at all to the pirate. As
technology advances, so must our laws. The Committee thus seeks
to protect the interests of copyright owners in the digital environ-
ment, while ensuring that copyright law remain technology neu-
tral. Hence, the Committee has removed the anti-circumvention
provisions from Title 17, and established them as free-standing
provisions of law.

FAIR USE IN THE DIGITAL ENVIRONMENT

H.R. 2281, as reported by the Committee on the Judiciary, pro-
vided that "[n]o person shall circumvent a technological protection
measure that effectively controls access to a work protected under
Title 17, United States Code." The Committee on Commerce de-

voted substantial time and resources to analyzing the "m_,plication,s,
of this broad prohibition on the traditional principle of 'fair use.
A recent editorial by the Richmond Times-Dispatch succinctly
states the Committee's dilemma:

Copyrights traditionally have permitted public access
while protecting intellectual property. The U.S. approach--
known as "fair use'---benefits consumers and creators. A
computer revolution that has increased access to informa-
tion also creates opportunities for the holders of copyrights
to impose fees for, among other things, research and the
use of excerpts from published works. And digital tech-
nology-whatever that means--could be exploited to erode
fair use.I

The principle of fair use involves a balancing process, whereby
the exclusive interests of copyright owners are balanced against the
competing needs of users of information. This balance is deeply em-
bedded in the long history of copyright law. On the one hand, copy-
right law for centuries has sought to ensure that authors reap the
rewards of their efforts and, at the same time, advance human
knowledge through education and access to society's storehouse of
knowledge on the other. This critical balance is now embodied in
Section 106 of the Copyright Act (17 U.S.C. § 106), which grants
copyright holders a "bundle" of enumerated rights, and in Section
107, which codifies the "fair use" doctrine. Under the Copyright
Act, "fair use" may be made of a copyrighted work "for purposes
such as criticism, comment, news reporting, teaching * * * scholar-
ship or research" under certain circumstances without the permis-
sion of the author.

Fair use, thus, provides the basis for many of the most important
day-to-day activities in libraries, as well as in scholarship and edu-

Fair Use, Richmond Times-Dispatch, July 13, 1998, at A-6.

Add-91



26

cation. It also is critical to advancing the personal interests of con-
sumers. Moreover, as many testified before the Committee, it is no
less vital to American industries, which lead the world in techno-
logical innovation. As more and more industries migrate to elec-
tronic commerce, fair use becomes critical to promoting a robust
electronic marketplace. The Committee on Commerce is in the
midst of a wide-ranging review of all issues relating to electronic
commerce, including the issues raised by this legislation. The digi-
tal environment forces this Committee to understand and, where
necessary, modernize the rules of commerce as they apply to a digi-
tal environment--including the rules that ensure that consumers
have a _take in the growth in electronic commerce.

The Committee was therefore concerned to hear from many pri-
vate and public interests that H.R. 2281, as reported by the Com-
mittee on the Judiciary, would undermine Congress' long-standing
commitment to the concept of fair use. A June 4, 1998, letter to the
Committee from the Consumers' Union is representative of the con-
cerus raised by the fair use community in reaction to H.R. 2281,
as reported by the Committee on the Judiciary. The letter states
in part:

These newly-created rights will dramatically diminish
public access to information, reducing the ability of re-
searchers, authors, critics, scholars, teachers, students,
and consumers to find, to quote for publication and other-
wise make fair use of them. It would be ironic if the great
popularization of access to information, which is the prom-
ise of the electronic age, will be short-changed by legisla-
tion that purports to promote this promise, but in reality
puts a monopoly stranglehold on information.

The Committee on Commerce felt compelled to address these
risks, including the risk that enactment of the bill could establish
the legal framework that would inexorably create a "pay-per-use _
society. At the same time, however, the Committee was mindful of
the need to honor the United States' commitment to effectively im-
plement the two WIPO treaties, as well as the fact that fair use
principles certainly should not be extended beyond their current
formulation. The Committee has struck a balance that is now em-
bodied in Section 102(a)(1) of the bill, as reported by the Commit-
tee on Commerce. The Committee has endeavored to specify, with
as much clarity as possible, how the right against anti-circumven-
tion would be qualified to maintain balance between the interests
of content creators and information users. The Committee considers
it particularly important to ensure that the concept of fair use reo
mains firmly established in the law. Consistent with the United
States" commitment to implement the two WIPO treaties, H.R.
2281, as reported by the Committee on Commerce, fully respects
and extends into the digital environment the bedrock principle of
"balance" in American intellectual property law for the benefit of
both copyright owners and users.

PROMOTING ENCRYPTION RESEARCH

H.R. 2281, as reported by the Committee on the Judiciary, pro-
vided no exception for the field of encryption research to the bill's
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broadprohibitionagainstthecircumventionoftechnologicalprotec-
tion measures.Recognizingthe importanceof the field of
encryptionresearchto electroniccommerce,the Committeeon
Commercecrafteda provisionthatprovidesfor anexceptionto the
bill'santi-circumventionprovisions.

Theeffectivenessof technologicalprotectionmeasuresto prevent
theft ofworksdepends,in largepart,ontherapidanddynamicde-
velopmentof bettertechnologies,includingencryption-basedtech-
nologicalprotectionmeasures.The developmentof encryption
sciencesrequires,in part, ongoingresearchand testingactivities
by scientistsof existingencryptionmethods,in orderto buildon
thoseadvances,thus promotingand advancingencryptiontech-
nologygenerally.Thistestingcouldinvolveattemptsto circumvent
or defeat encryption systems for the purpose of detecting flaws and
learning how to develop more impregnable systems. The goals of
this legislation would be poorly served if these provisions had the
undesirable and unintended consequence of chilling legitimate re-
search activities in the area of encryption.

In many cases, flaws in cryptography occur when an encryption
system is actually applied. Research of such programs as applied
is important both for the advancement of the field of encryption
and for consumer protection. Electronic commerce will flourish only
if legitimate encryption researchers discover, and correct, the flaws
in encryption systems before illegitimate hackers discover and ex-
ploit these flaws. Accordingly, the Committee has fashioned an af-
firmative defense to permit legitimate encryption research.

PROTECTING PERSONAL PRIVACY IN THE DIGITAL ENVIRONMENT

H.R. 2281, as reported by the Committee on the Judiciary, con-
tains numerous protections to protect the rights of copyright own-
ers to ensure that they feel secure in releasing their works in a dig-
ital, on-line environment. The Committee on Commerce, however,
believes that in reaching to protect the rights of copyright owners,
Congress need not encroach upon the privacy interests of consum-
ers.

Digital technology is robust and versatile enough that it can sur-
reptitiously gather consumers' personal information, and do so
through the use of software that is protected, or "cloaked," by a
technological protection measure. And to the extent a consumer
seeks to disable the gathering of such information, he or she may
unwittingly violate the provisions of this bill. The Committee re-
gards this as an extreme result, and believes that consumers must
be accorded certain rights to protect their personal privacy.

The Committee on Commerce adopted an amendment to strike a
balance between the interests of copyright owners and the personal
privacy of consumers. The amendment deals with the critical issue
of privacy by creating a marketplace incentive for copyright owners
to deal "above board" with consumers on personal data gathering
practices. Indeed, the copyright community itself has expressed a
strong desire to give consumers comfort in knowing that their per-
sonal privacy is being protected. The Committee views consumer
confidence as critical to promoting a robust and reliable market-
place for electronic commerce. Once consumers are confident that
their personal privacy is protected, this should all but eliminate the
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need for consumers to circumvent technological protection meas-
ures for the purpose of protecting their privacy. Copyright owners
can help consumers to realize confidence in the digital environment
by disclosing personal data gathering practices.

HEARINGS

The Subcommittee on Telecommunications, Trade, and Consumer
Protection held a hearing on H.R. 2281 on June 5, 1998. The Sub-
committee received testimony from: Mr. Marc Rotenberg, Director,
Electronic Privacy Information Center; Mr. Gary Shapiro, Presi-
dent, Consumer Electronics Manufacturers Association; Mr. Jona-
than Callas, Chief Technology Officer, Network Associates, Inc.;
Mr. Chris Bryne, Director of Intellectual Property, Silicon Graph-
ics, Inc., representing Information Technology Industry Council;
Mr. Robert Holleyman, CEO, Business Software Alliance; Ms.
Hilary Rosen, President and CEO, Recording Industry Association
of America; Mr. Walter H. Hinton, Vice President, Strategy and
Marketing, Storage Technology Corp.; Mr. George Vradenburg, III,
Senior Vice President and General Counsel, America OnLine, Inc.;
Mr. Steve Metalitz, Vice President, International Intellectual Prop-
erty Alliance, representing the Motion Picture Association of Amer-
ica; Mr. Seth Greenstein, representing Digital Media Association
[listed on witness listl; Mr. Robert Oakley, Director of the Law Li-
brary, Georgetown University Law Center; and Mr. Charles E.
Phelps, Provost, University of Rochester.

CO_E CONSIDERATION

The Subcommittee on Telecommunications, Trade, and Consumer
Protection met in open markup session on June 17, 1998, and June
18, 1998, to consider H.R. 2281, a bill to amend Title 17, United
States Code, to implement the World Intellectual Property Organi-
zation Copyright Treaty and Performances and Phonograms Trea-
ty. On June 18, 1998, the Subcommittee approved H.R. 2281, the
Digital Millennium Copyright Act of 1998, for Full Committee con-
sideration, amended, by a voice vote. On July 17, 1998, the Com-
mittee on Commerce met in open markup session and ordered H.R.
2281 reported to the House, amended, by a roll call vote of 41 yeas
to 0 nays.

ROLL CALL VOTES

Clause 2(1)(2)(B) of Rule XI of the Rules of the House requires
the Committee to list the recorded votes on the motion to report
legislation and amendments thereto. A motion by Mr. Bllley to
order H.R. 2281 reported to the House, amended, was agreed to by
a roll call vote of 41 yeas to 0 nays. The following are the recorded
vote on motion to report H.R. 2281, including the names of those
Members voting for and against, and the voice votes taken on
amendments offered to H.R. 2281.

Add-94



35

ADVISORY COMMITTEE STATEMENT

No advisory committees within the meaning of section 5(b) of the
Federal Advisory Committee Act were created by this legislation.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 2(1)(4) of Rule XI of the Rules of the House
of Representatives, the Committee finds that the Constitutional au-
thority for this legislation is provided in Article I, section 8, clause
3, which grants Congress the power to regulate commerce with for-
eign nations, among the several States, and with the Indian tribes.

APPLICABILITY TO LEGISLATIVE BRANCH

The Committee finds that the legislation does not relate to the
terms and conditions of employment or access to public services or
accommodations within the meaning of section 102(b)(3) of the Con-
gressional Accountability Act.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

Section 1 establishes that this Act may be cited as the "Digital
Millennium Copyright Act of 1998."

Section 2. Table of contents

Section 2 sets out the table of contents.

TITLE I--WIPO TREATIES IMPLEMENTATION

Section 101. Short title

Section 101 establishes that the short title of Title I is the
_WIPO Copyright Treaties Implementation Act."

Section 102. Circumvention of copyright protection systems

As previously discussed in the background section to this report,
the Committee was concerned that H.R. 2281, as reported by the
Committee on the Judiciary, would undermine Congress' long-
standing commitment to the principle of fair use. Throughout our
history, the ability of individual members of the public to access
and to use copyrighted materials has been a vital factor in the ad-
vancement of America's economic dynamism, social development,
and educational achievement. In its consideration of H.R. 2281, the
Committee on Commerce paid particular attention to how changing
technologies may affect users' access in the future. Section
102(a)(1) of the bill responds to this concern.

The growth and development of the Internet has already had a
significant positive impact on the access of American students, re-
searchers, consumers, and the public at large to informational re-
sources that help them in their efforts to learn, acquire new skills,
broaden their perspectives, entertain themselves, and become more
active and informed citizens. A plethora of information, most of it
embodied in materials subject to copyright protection, is available
to individuals, often for free, that just a few years ago could have
been located and acquired only through the expenditure of consid-
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erable time, resources, and money. New examples of this greatly
expanded availability of copyrighted materials occur every day.

Still, the Committee is concerned that marketplace realities may
someday dictate a different outcome, resulting in less access, rather
than more, to copyrighted materials that are important to edu-
cation, scholarship, and other socially vital endeavors. This result
could flow from a confluence of factors, including the elimination of
print or other hard-copy versions, the permanent encryption of all
electronic copies, and the adoption of business models that depend
upon restricting distribution and availability, rather than upon
maximizing it. In this scenario, it could be appropriate to modify
the flat prohibition against the circumvention of effective techno-
logical measures that control access to copyrighted materials, in
order to ensure that access for lawful purposes is not unjustifiably
diminished.

Given the threat of a diminution of otherwise lawful access to
works and information, the Committee on Commerce believes that
a "fail-safe" mechanism is required. This mechanism would monitor
developments in the marketplace for copyrighted materials, and
allow the enforceability of the prohibition against the act of cir-
cumvention to be selectively waived, for limited time periods, if
necessary to prevent a diminution in the availability to individual
users of a particular category of copyrighted materials.

Section 102(a)(1) of the bill creates such a mechanism. It con-
verts the statutory prohibition against the act of circumvention into
a regulation, and creates a rulemaking proceeding in which the
issue of whether enforcement of the regulation should be tempo-
rarily waived with regard to particular categories of works can be
fully considered and fairly decided on the basis of real marketplace
developments that may diminish otherwise lawful access to works.

(a) Violations regarding circumvention of technological pro-
tection measures

Section 102(a)(1) gives two responsibilities to the Secretary of
Commerce. The first is to issue regulations against the circumven-
tion of technological protection measures that effectively control ac-
cess to a copyrighted work. The second is to convene a rulemaking
proceeding and, in conjunction with other specified officials, to de-
termine whether to waive the applicability of the regulations for
the next two years with respect to any particular category of copy-
righted materials.

The Secretary's responsibility under subparagraph (A) is essen-
tially ministerial. He or she is to simply recast, in the form of a
regulation, the statutory prohibition against the act of circumven-
tion of technological protection measures that effectively control ac-
cess to copyrighted materials that was set forth in Section 102(a)(1)
prior to its amendment.

The Committee has chosen a regulatory, rather than a statutory,
route for establishing this prohibition for only one reason: to pro-
vide greater flexibility in enforcement, through the rulemaking pro-
ceeding set forth in the subsequent subparagraphs of this sub-
section 102(a)(1). It does not intend to make any substantive
change in the scope or meaning of the prohibition as it appeared
in the bill prior its amendment, and it is not empowering the Sec-
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retary of Commerce to do so either. The regulation should conform
in every particular to the provisions of the statute, which addresses
all other relevant aspects of the regulatory prohibition, including
exceptions (such as for privacy or for encryption research) as well
as civil and criminal enforcement mechanisms and penalties. No
additional definitions, limitations, defenses or other provisions may
be added. The regulation is to take effect two years after the enact-
ment of the statute.

Subparagraph (B) sets forth the parameters of the Secretary's
second responsibility: the convening of a rulemaking proceeding,
consistent with the requirements of the Administrative Procedures
Act. The goal of the proceeding is to assess whether the implemen-
tation of technological protection measures that effectively control
access to copyrighted works is adversely affecting the ability of in-
dividual users to make lawful uses of copyrighted works. Many
such technological protection measures are in effect today: these in-
clude the use of "password codes" to control authorized access to
computer programs, for example, or encryption or scrambling of
cable programming, videocassettes, and CD-ROMs. More such
measures can be expected to be introduced in the near future. The
primary goal of the rulemaldng proceeding is to assess whether the
prevalence of these technological protections, with respect to par-
ticular categories of copyrighted materials, is diminishing the abil-
ity of individuals to use these works in ways that are otherwise
lawful.

The main purpose for delaying for two years the effective date of
the prohibition against circumvention of access control technologies
is to allow the development of a sufficient record as to how the im-
plementation of these technologies is affecting availability of works
in the marketplace for lawful uses. The Committee also intends
that the rulemaking proceeding should focus on distinct, verifiable
and measurable impacts; should not be based upon de minimis im-
pacts; and will solicit input to consider a broad range of evidence
of past or likely adverse impacts.

The criteria listed in subparagraph (B) are illustrative of the
questions that the rulemaking proceeding should ask. In each case,
the focus must remain on whether the implementation of techno-
logical protectionmeasures (such as encryption or scrambling) has
caused adverse impact on the abilityofusers to make lawfuluses.
Adverse impacts that flow from other sources,or that are not clear-
ly attributable to implementation of a technologicalprotection
measure, are outsidethe scope of the rulemaking. The rulemaking
willbe repeated on a biennialbasis,and on each occasion,the as-
sessment of adverse impacts on particularcategoriesofworks isto
be determined de novo. The regulatory prohibitionis presumed to
apply to any and allkinds of works, including those as to which
a waiver of applicabilitywas previouslyin effect,unless,and until,
the Secretary makes a new determination that the adverse impact
criteriahave been met with respectto a particularclassand there-
foreissues a new waiver. In conducting the rulemaking proceeding,
the Secretary must consultcloselywith the National Telecommuni-
cations and Information Administration, as well as with the Patent
and Trademark Officeand the Register ofCopyrights.
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Subparagraph (C) spells out the determination that the Secretary
must make at the conclusion of the rulemaking proceeding. If the
rulemaking has produced insufficient evidence to determine wheth-
er there have been adverse impacts with respect to particular class-
es of copyrighted materials, the circumvention prohibition should
go into effect with respect to those classes. Only in categories as
to which the Secretary funds that adverse impacts have occurred,
or that such impacts are likely to occur within the next two years,
should he or she waive the applicability of the regulations for the
next two years.

The issue of defining the scope or boundaries of a "particular
class" of copyrighted works as to which the implementation of tech-
nological protection measures has been shown to have had an ad-
verse impact is an important one to be determined during the rule-
making proceedings. In assessing whether users of copyrighted
works have been, or are likely to be adversely affected, the Sec-
retary shall assess users' ability to make lawful uses of works
"within each particular class of copyrighted works specified in the
rulemaking." The Committee intends that the "particular class of
copyrighted works" be a narrow and focused subset of the broad
categories of works of authorship than is identified in Section 102
of the Copyright Act (17 U.S.C. § 102). The Secretary's determina-
tion is inapplicable in any case seeking to enforce any other provi-
sion of this legislation, including the manufacture or trafficking in
circumvention devices that are prohibited by Section 102(a)(2) or
102(b)(1).

To provide meaningful protection and enforcement of the copy-
right owner's right to control access to his or her copyrighted work
(as defined under Section 102(a)(1)), Section 102(a)(2) supplements
Section 102(a)(1) with prohibitions on creating and making avail-
able certain technologies, products and services used, developed or
advertised to defeat technological protection measures that protect
against unauthorized access. 2

Specifically, Section 102(a)(2) prohibits any person from manu-
facturing, importing, offering to the public, providing, or otherwise
trafficking in certain technologies, products, services, devices, com-
ponents, or parts that can be used to circumvent a technological
protection measure that otherwise effectively controls access to a
copyrighted work. The Committee believes it is very important to
emphasize that Section 102(a)(2) is aimed fundamentally at out-
lawing so-called "black boxes" that are expressly intended to facili-
tate circumvention of technological protection measures for pur-
poses of gaining access to a work. This provision is not aimed at
products that are capable of commercially significant noninfringing
uses, such as consumer electronics, telecommunications, and com-
puter products--including videocassette recorders, telecommuni-
cations switches, personal computers, and servers--used by busi-
nesses and consumers for perfectly legitimate purposes.

2The Committee has previously reported laws that similarly protect against unauthorized ac-

cess to works. See, e.g., 47 U_S.C. §553(aX2) (prohibiting the manufacture or dis'_ribution af

equipment intended for the unauthorized reception of cable television service); 47 U.S.C.
§605(eX4) (prohibiting the manufacture, assembly, import, a_d sale of equipment used in the

unauthorized decryptioa of satellite cable programming); see also H. Rep. No. 780, 102d Cong.,
2d Sess. (1992) (report accompanying H.R. 4567, which would have established the Audio game

Recording Act's antl-circumveation provisions as free-standing provisions of law).

Add-98



39

Thus, for a technology, product, service, device, component, or
part thereof to be prohibited under this subsection, one of three
conditions must be met. It must: (1) be primarily designed or pro-
duced for the purpose of circumventing; (2) have only a limited
commercially significant purpose or use other than to circumvent;
or (3) be marketed by the person who manufactures it, imports it,
offers it to the pubhc, provides it or otherwise traffics in it, or by
another person acting in concert with that person with that per-
son's knowledge, for use in circumventing a technological protection
measure that effectively controls access to a copyrighted work. This
provision is designed to protect copyright owners, and simulta-
neously allow the development of technology.

Section 102(a)(3) defines certain terms used throughout Section
102(a). Subparagraph (A) defines the term "circumvent a techno-
logical protection measure" as meaning "to descramble a scrambled
work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair a technological protection measure,
without the authority of the copyright owner." This definition ap-
plies to subsection (a) only, which covers protections against unau-
thorized initial access to a copyrighted work. Subparagraph (B)
states that a technological protection measure "effectively controls
access to a work" if the measure, in the ordinary course of its oper-
ation, requires the application of information, or a process or a
treatment, with the authority of the copyright owner, to gain access
to the work. In the Committee's view, measures that can be
deemed to "effectively control access to a work" would be those
based on encryption, scrambling, authentication, or some other
measure which requires the use of a "key" provided by a copyright
owner to gain access to a work.

Co)Additional violations

Section 102(b) applies to those technological protection measures
employed by copyright owners that effectively protect their copy-
rights, as opposed to those technological protection measures cov-
ered by Section 102(a), which prevent unauthorized access to a
copyrighted work. Unlike subsection (a), which prohibits the cir-
cumvention of access control technologies, subsection (b) does not,
by itself, prohibit the circumvention of effective technological copy-
right protection measures.

Paralleling Section 102(a)(2), Section 102(b)(1) seeks to provide
meaningful protection and enforcement of copyright owners' use of
technological protection measures to protect their rights by prohib-
iting the act of making or selling the technological means to over-
come these protections and thereby facilitate copyright infringe-
meat. Subsection (b)(1) prohibits manufacturing, importing, offer-
ing to the public, providing, or otherwise trafficking in certain tech-
nologies, products, services, devices, components, or parts thereof
that can be used to circumvent a technological protection measure
that effectively protects a right of a copyright owner. As previously
stated in the discussion of Section 102(a)(2), the Committee be-
lieves it is very important to emphasize that Section 102(b)(1) is
aimed fundamentally at outlawing so-called "black boxes" that are
expressly intended to facilitate circumvention of technological pro-
tection measures for purposes of gaining access to a work. This pro-
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visionis not aimedat productsthat arecapableof commercially
significantnoninfringinguses,suchasconsumerelectronics,tele-
communications,and computerproducts--includingvideocassette
recorders,telecommunicationsswitches,personalcomputers,and
servers--usedbybusinessesandconsumersforperfectlylegitimate
purposes.

Thus,onceagain,for atechnology,product,service,device,com-
ponent,orpart thereofto beprohibitedunderthissubsection,one
ofthreeconditionsmustbemet.It must:(1)beprimarilydesigned
orproducedfor thepurposeofcircumventing;(2)haveonlylimited
commerciallysignificantpurposeor useotherthanto circumvent;
or (3)bemarketedbythepersonwhomanufacturesit, importsit,
offersit to thepublic,providesit, or otherwisetrafficsin it, orby
anotherpersonactingin concertwith that personwith that per-
son'sknowledge,forusein circumventingatechnologicalprotection
measurethat effectivelyprotectsthe right of a copyrightowner.
Like Section102(a)(2),this provisionis designedto protectcopy-
right owners,andsimultaneouslyallowthe developmentof tech-
nology.

Section102(b)(2)definescertaintermsusedsolelywithin sub-
section(b).In particular,subparagraph(A)definesthe term"cir-
cumventprotectionaffordedbyatechnologicalprotectionmeasure"
as"avoiding,bypassing,removing,deactivating,or otherwiseim-
pairinga technologicalprotectionmeasure."Subparagraph(B)pro-
videsthat a technologicalprotectionmeasure"effectivelyprotects
arightofacopyrightowner"if themeasure,in theordinarycourse
ofits operation,prevents,restricts,orotherwiselimits theexercise
of a copyrightowner'srights.In the Committee'sview,measures
thatcanbedeemedto "effectivelycontrolaccessto a work"would
bethosebasedonencryption,scrambling,authentication,or some
othermeasurewhichrequiresthe useof a "key"providedby a
copyrightownerto gainaccessto awork.

Withrespecttotheeffectivenessoftechnologicalprotectionmeas-
ures,theCommitteebelievesit is importantto stressaswell that
thosemeasuresthat causenoticeableandrecurringadverseeffects
onthe authorizeddisplayor performanceof worksshouldnotbe
deemedto beeffective.Unlessproductdesignersareadequately
consultedaboutthe designand implementationof technological
protectionmeasures(andthemeansof preservingcopyrightman-
agement information), such measuresmay cause severe
"playability"problems.TheCommitteeonCommerceisparticularly
concernedthat the introductionof suchmeasuresnot impedethe
introductionofdigitaltelevisionmonitorsornewdigitalaudioplay-
backdevices.TheCommitteehasa strong,long-standinginterest
in encouragingtheintroductionin themarketofexcitingnewprod-
ucts.Recently,for example,the Committeelearnedthat, as ini-
tially proposed,a proprietarycopyprotectionschemethat is today
widelyusedto protectanalogmotionpicturescouldhavecaused
significantviewabilityproblems,includingnoticeableartifacts,with
certaintelevisionsetsuntil it wasmodifiedwiththecooperationof
theconsumerelectronicsindustry.

Underthe bill asreported,nothingwouldmakeit illegalfor a
manufacturerof a productor device(towhichSection102would
otherwiseapply)to designor modifytheproductordevicesolelyto

Add-lO0



41

the extent necessary to mitigate a frequently occurring and notice-
able adverse effect on the authorized performance or display of a
work that is caused by a technological protection measure in the
ordinary course of its design and operation. Similarly, recognizing
that a technological protection measure may cause a problem with
a particular device, or combination of devices, used by a consumer,
it is the Committee's view that nothing in the bill should be inter-
preted to make it illegal for a retailer or individual consumer to
modify a product or device solely to the extent necessary to miti-
gate a noticeable adverse effect on the authorized performance or
display of a work that is communicated to or received by that par-
ticular product or device if that adverse effect is caused by a tech-
nological protection measure in the ordinary course of its design
and operation.

The Committee believes that the affected industries should be
able to work together to avoid such problems. The Committee is
aware that multi-industry efforts to develop copy control tech-
nologies that are both effective and avoid such noticeable and re-
curring adverse effects have been underway over the past two
years. The Committee strongly encourages the continuation of
those efforts, which it views as offering substantial benefits to
copyright owners in whose interest it is to achieve the introduction
of effective technological protection (and copyright management in-
formation) measures that do not interfere with the normal oper-
ations of affected products.

(c) Other rights, etc., not affected

Subsection (c) sets forth several provisions clarifying the scope of
Section 102. Section 102(c)(1) provides that Section 102 shall not
have any effect on rights, remedies, limitations, or defenses to
copyright infringement, including fair use, under Title 17. Section
102(c)(2) provides that Section 102 shall not alter the existing doc-
trines of contributory or vicarious liability for copyright infringe-
ment in connection with any technology, product, service, device,
component or part thereof. Section 102(c)(3) clarifies that nothing
in Section 102 creates an _¢_rmative mandate requiring manufac-
turers of consumer electronics, telecommunications, and computing
products to design their products or their parts and components to
affirmatively respond to any particular technological protection
measure employed to protect a copyrighted work. Lastly, Section
102(c)(4) makes clear that nothing in Section 102 enlarges or di-
minishes any rights of free speech or the press for activities using
consumer electronics, telecommunications, or computing products.

(d) Exemption for nonprofit libraries, archives, and edu-
cational institutions

Section 102(d) provides a limited exemption from the regulations
issued pursuant to Section 102(a)(1)(A) to qualified nonprofit librar-
ies, archives, and educational institutions. In particular, Section
102(d)(1) allows a nonprofit library, nonprofit archives or nonprofit
educational institution to obtain access to a copyrighted work for
the sole purpose of making a good faith determination as to wheth-
er it wishes to acquire a copy, or portion of a copy, of that work
in order to engage in permitted conduct. A qualifying institution
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maynot gain access for a period of time longer than necessary to
determine whether it wishes to obtain a copy, or portion of a copy,
for such purposes, and the right to gain access shall not apply for
any other purpose. Section 102(d)(2) provides that the right to ob-
tain access under this paragraph only applies when the nonprofit
library, nonprofit archives, or nonprofit educational institution can-
not obtain a copy of an identical work by other means, and such
an entity may not use the exemption in this paragraph for commer-
cial advantage or financial gain without penalty.

Section 102(d)(3) seeks to protect the legitimate interests of copy-
right owners by providing a civil remedy against a library, archive,
or educational institution that violates Section 102(d)(1). Section
102(d)(4) provides that this subsection may not be used as a de-
fense to the prohibitions on manufacturing or selling devices con-
tained in Sections 102(a)(2) or 102(b). Finally, Section 102(d)(5)
provides that a library or archive, to be eligible for the exemption
in paragraph (1), must maintain its collections open to the public
and available, not only to researchers affiliated with the hbrary or
archives or with the institution of which it is a part, but also to
other persons doing research in a specialized field.

(e) Law enforcement and _ntelligence activities

Section 102(e) creates an exception for the lawfully authorized in-
vestigative, protective, or intelligence activities of an officer, agent,
or employee of, the United States, a State, or a political subdivision
of a State, or of persons acting pursuant to a contract with such
an entity.

([_ Reverse engineering

Section 102(f) is intended to promote reverse engineering by per-
mitting the circumvention of access control technologies for the sole
purpose of achieving software intereperability. Section 102(f)(1)
permits the act of circumvention in only certain instances. To begin
with, the copy of the computer program which is the subject of the
analysis must be lawfully acquired (i.e., the computer program
must be acquired from a legitimate source, along with any nec-
essary serial codes, passwords, or other such means as may be nec-
essary to be able to use the program as it was designed to be used
by a consumer of the product). In addition, the acts must be limited
to those elements of the program which must be analyzed to
achieve interoperability of an independently created program with
other programs. The resulting product must also be a new and
original work, in that it may not infi'inge the original computer
program. Moreover, the objective of the analysis must be to identify
and extract such elements as are necessary to achieve interoper-
ability which are not otherwise available to the person. Finally, the
goal of this section is to ensure that current law is not changed,
and not to encourage or permit infringement. Thus, each of the acts
undertaken must avoid infringing the copyright of the author of the
underlying computer program_

Section 102(f)(2) recognizes that, to accomplish the acts per-
mitted under Section 102(f)(1), a person may need to make and use
certain tools. The Committee beheves that such tools are generally
available and used by programmers today in developing computer
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programs(e.g.,compilers, trace analyzers, and disassemblers).
Such tools are not prohibited by this Section. But the Committee
also recognizes that, in certain instances, it is possible that a per-
son may need to develop special tools to achieve the permitted pur-
pose ofinteroperability. Thus, Section 102(f)(2) creates an exception
to the prohibition on making circumvention tools contained in Sec-
tions 102(a)(2) and 102(b)(1). These excepted tools can be either
software or hardware. Once again, though, Section 102(f)(2) limits
any person from acting in a way that constitutes infringing activ-
ity.

Similarly, Section 102(f)(3) recognizes that developing complex
computer programs often involves the efforts of many persons. For
example, some of these persons may be hired to develop a specific
portion of the final product. For that person to perform these tasks,
some of the information acquired through the permitted analysis,
and the tools to accomplish it, may have to be made available to
that person. Section 102(f)(3) allows developers of independently
created software to rely on third parties either to develop the nec-
essary circumvention tools, or to identify the necessary information
to achieve interoperability. The ability to rely on third parties is
particularly important for small sof'cware developers who do not
have the capability of performing these functions in-house. This
provision permits such sharing of information and tools.

The Committee, however, recognizes that making such informa-
tion or tools generally available could undermine the objectives of
Section 102. Section 102(f)(3) therefore imposes strict limitations on
the exceptions created in Section 102(f). Acts of sharing informa-
tion and tools is permitted solely for the purpose of achieving inter-
operability of an independently created computer program with
other programs. If a person makes this information available for a
purpose other than to achieve interoperability of an independently
created computer program with other programs, then such action
is a violation of this Act. In addition, these acts are permitted only
to the extent that doing so does not constitute infringement, or vio-
late other applicable law.

Section 102(f)(4) defines "intereperability" as the ability of com-
puter programs to exchange information, and for such programs
mutually to use the information which has been exchanged. The
seamless exchange of information is a key element of software
interoperability. Hence, Section 102(f) applies to computer pro-
grams as such, regardless of their medium of fixation and not to
works generally, such as music or audiovisual works, which may be
fixed and distributed in digital form. Because the goal of interoper-
ability is the touchstone of the exceptions contained in Section
102(f), the Committee emphasizes that nothing in those subsections
can be read to authorize the circumvention of any technological
protection measure that controls access to any work other than a
computer program, or the trafficking in products or services for
that purpose.

(g) Encryption research

As previously discussed in the background section to this report,
the Committee views encryption research as critical to the growth
and vibrancy of electronic commerce. Section 102(g) therefore pro-
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vides statutory clarification for the field of encryption research, in
light of the prohibitions otherwise contained in Section 102. Section
102(g)(1) defines "encryption research" and "encryption technology."
Section 102(g)(2) identifies permissible encryption research activi-
ties, notwithstanding the provisions of Section 102(a)(1)(A), includ-
ing: whether the person lawfully obtained the encrypted copy; the
necessity of the research; whether the person made a good faith ef-
fort to obtain authorization before circumventing; and whether the
research constitutes infringement or a violation of other applicable
law.

The Committee recognizes that courts may be unfamiliar with
encryption research and technology, and may have difficulty distin-
guishing between a legitimate encryption research and a so-called
"hacker" who seeks to cloak bJs activities with this defense. Section
102(g)(3) therefore contains a non-exhaustive list of factors a court
shall consider in determining whether a person properly qualifies
for the encryption research defense.

Section 102(g)(4) is concerned with the development and distribu-
tion of tools--typically soi_cware---which are needed to conduct per-
missible encryption research. In particular, subparagraph (A) pro-
vides that it is not a violation of Section 102(a)(2) to develop and
employ technological means to circumvent for the sole purpose of
performing acts of good faith encryption research permitted under
Section 102(g)(2). Subparagraph (B) permits a person to provide
such technological means to another person with whom the first
person is collaborating in good faith encryption research permitted
under Section 102(g)(2). Additionally, a person may provide the
technological means to another person for the purpose of having
the second person verify the results of the first person's good faith
encryption research.

The Committee is aware of additional concerns that Section 102
might inadvertently restrict a systems operator's ability to perform
certain functions critical to the management of sophisticated com-
puter networks. For example, many independent programmers
have created utilities designed to assist in the recovery of pass-
words or password-protected works when system users have forgot-
ten their passwords. Because Section 102 prohibits circumvention
without the authorization of the copyright owner, circumvention to
gain access to one's own work, as a matter of logic, does not violate
Section 102.

The law would also not prohibit certain kinds of commercial
'%ey-cracker" products, e.g., a computer program optimized to crack
certain "40-bit" encryption keys. Such machines are often rented to
commercial customers for the purpose of quick data recovery of
encrypted data. Again, if these products do not meet any of the
three criteria under Section 102(a)(2) because these products facili-
tate a person's access to his or her own works, they would not be
prohibited by Section 102.

In addition, network and web site management programs in-
creasingly contain components that test systems security and iden-
tify common vulnerabilities. These programs are valuable tools for
systems administrators and web site operators to use in the course
of their regular testing of their systems' security. The testing of
such 'Tlrewalls" does not violate Section 102 because in most cases
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thefirewallsareprotectingcomputer and communications systems
and not necessarily the specific works stored therein. Accordingly,
it is the view of the Committee that no special exception is needed
for these types of legitimate products.

Finally, Section 102(g)(5) requires the Assistant Secretary of
Commerce for Communications and Information to report to Con-
gress, within one year of enactment, on the effect Section 102(g)
has had on the field of encryption research, the adequacy of techno-
logical protection for copyrighted works, and protection of copyright
owners against unauthorized access.

(h) Components or parts to prevent access of minors to the
Internet

The Committee is concerned that Section 102(a) might inadvert-
ently make it unlawful for parents to protect their children from
pornography and other harm_6tl material available on the Internet,
or have unintended legal consequences for manufacturers of prod-
ucts designed solely to enable parents to protect their children in
this fashion. Section 102(h) addresses these concerns.

(i) Protection of personally identifying information

As previously stated in the background section to this report,
Section 102(i)(1) is designed to ensure that if a copyright owner
conspicuously discloses that the technological protection measure,
or any work it protects, contains any personal data gathering capa-
bility, and the consumer is given the capability to curtail or pro-
hibit effectively any such gathering or dissemination of personal in-
formation, then the consumer could not legally circumvent the
technological protection measure. In addition, under Section
102(i)(2), if the copyright holder conspicuously discloses that the
technological protection measure, or any work it protects, does not
contain the capability of collecting or disseminating personally
identifying information reflecting the en-line activities of a person
who seeks to gain access to the work protected, then (once again)
the consumer could not legally circumvent the technological protec-
tion measure.

In both such circumstances, there would be no need for consum-
ers to circumvent technological protection measures because con-
spicuous disclosures indicate whether data gathering is being con-
ducted and if so, the capability for thwarting such privacy inva-
sions is extended to consumers. Only if there is no disclosure of pri-
vacy-related practices, or instances where consumers are left with-
out the capability to disable the gathering of personal information,
could a consumer circumvent a technological protection measure to
protect his or her own privacy.

Section 103. Integrity of copyright management information

Section 103 implements the obligation contained in Article 12 of
the Copyright Treaty and Article 19 of the Performances and
Phonograms Treaty that contracting parties "provide adequate and
effective legal remedies" against any person who knowingly and
without authority removes or alters copyright management infor-
mation (CMI), or who distributes, imports, broadcasts, or commu-
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ADDITIONALVIEWSOFSCOTTKLUGANDRICKBOUCHER
AlthoughwesupporttheHouseCommerceCommittee'schanges

andimprovementsto H.R.2281,theDigitalMillenniumCopyright
Actof 1998,weremaintroubledbytheimplicationsof this legisla-
tion.

In its originalversion,H.R. 2281 contained a provision that
would have made it unlawful to circumvent technological protection
measures that effectively control access to a work, for any reason.
In other words, the bill, if passed unchanged, would have given
copyright owners the legislative muscle to "lock up" their works in
perpetuity--unless each and every one of us separately negotiated
for access. In short, this provision converted an unobstructed mar-
ketplace that tolerates "free" access in some circumstances to a
"pay-per-access" system, no exceptions permitted.

In our opinion, this not only stands copyright law on its head, it
makes a mockery of our Constitution. Article I, Section 8, Clause
8 is very clear in its directive: "The Congress shall have Power
* * * To Promote the Progress of Science and useful Arts, by se-
curing for limited Times to Authors and Inventors the exclusive
Right to their respective Writing and Discoveries." (emphasis
added). Congress has limited these rights both in terms of scope
and duration. In interpreting the Copyright Clause, the Supreme
Court has said:

The monopoly privileges that Congress may authorize
are neither unlimited nor primarily designed to provide
special private benefit. Rather, the limited grant is a
means by which an important public purpose may be
achieved. It is intended to motivate the creative activity of
authors and inventors by the provision of a special reward,
and to allow the public access to the products of their ge-
nius after the limited period of exclusive control has ex-
pired. The copyright law, like the patent statutes, makes
reward to the owner a secondary consideration. Sony Cor-
poration v. Universal City Studios, Inc., 464 U.S. 417, 429
(1984) (emphasis added).

The anti-circumvention language of H.R. 2281, even as amended,
bootstraps the limited monopoly into a perpetual right. It also fun-
damentaUy alters the balance that has been carefully struck in 200
years of copyright case law, by making the private incentive of con-
tent owners the paramount consideration--at the expense of re-
search, scholarship, education, literary or political commentary, in-
deed, the future viability of information in the public domain. In
so doing, this legislation goes well beyond the rights contemplated
for copyright owners in the Constitution.

The Klug amendment, representing a compromise between those
on the content side and "fair use" proponents, simply delays this

(85)

Add-106



86

constitutional problem for a period of two years. Delegating author-
ity to develop anti-circumvention regulations to the Secretary of
Commerce was a means to eliminate the stalemate that existed,
but it is not, by itself a comment on the need for limitations on this
anti-circumvention rights. It also strikes us that Congress is not
acting prudently by passing a law guaranteed to create lifetime em-
ployment for attorneys and copyright specialists, given the con-
stitutional and definitional problems already identified.

What we set out to do was to restore some balance in the discus-
sion and to place private incentive in its proper context. We had
proposed to do this by legislating an equivalent fair use defense for
the new right to control access. For reasons not clear to us, and de-
spite the WIPO Treaty language "recognizing the need to maintain
a balance between the rights of authors and the larger pubhc inter-
est, particularly education, research and access to information
* * *," our proposal was met with strenuous objection. It continued
to be criticized even after it had been redrafted, and extensively
tailored, in response to the myriad of piracy concerns that were
raised.

The compromise amendment that Representative K.lug ultimately
offered at full committee is silent on the applicability of traditional
copyright limitations and defenses, though it does give "information
users" the ability to argue that the application of technological pro-
tection measures adversely impacts their ability to access informa-
tion. This diminution in availability includes both access under li-
cense terms and traditional free access to information. Our expec-
tation is that the rulemaking will also focus on the extent to which
exceptions and hmitations to this prohibition are appropriate and
necessary to maintain balance in our copyright laws.

In view of this legislation's overwhelming attention to the regula-
tion of devices in other contexts, it should be clearly understood
that the Section 102(a)(1) amendment addresses conduct only and
does not delegate to the Secretary of Commerce the power to regu-
late the design of devices.

Moreover, the bill, by its terms (like the WIPO treaties), covers
only those measures that are "effective." Pursuant to this hmita-
tion, an amendment we offered which was adopted at subcommit-
tee clarified that device and component designers and manufactur-
ers are not under any legal obligation to respond to or to accommo-
date any particular technological protection measure. Without such
clarification, the bill could have been construed as governing not

only those technological protection measures that are already "ef-
fective, such as those based on encryption, but also those that
might conceivably be made "effective" through enactment of the
legislation. This result would be a far cry from governing "cir-
cumvention." For similar reasons, it was clearly understood in the
full committee consideration that a measure is not "effective", and
consequently not covered by this bill, to the extent that protecting
the measure against circumvention would cause degradation of the
otherwise lawful performance of a device or authorized display of
a work.

In the end, this legislation purports to protect creators. It may
well be that additional protections are necessary, though we think
the 1976 Copyright Act is sufficiently flexible to deal with changing
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technology. Whatever protections Congress grants should not be
wielded as a club to thwart consumer demand for innovative prod-
ucts, consumer demand for access to information, consumer de-
mand for tools to exercise their lawful rights, and consumer expec-
tations that the people and expertise will exist to service these
products.

SCOTT KLUG.
RICK BOUCHER.

©
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'_!_." LIBRARY OF CONGRESS : . have not authorized and are not the Assistant Secretary's views. 17

permitted by law. a

_ Copyright Office: In fulfillment of these treaty

• " . obligations, on October 28, 1998, the
: 37 CFR Part 201 United States enacted the Digital

Millennium Copyright Act ("DMCA"),
[Docket No. RM 99-7D] Pub. L. 105-304 (19981. Title I of the Act

Exemption to Prohibition on added a new Chapter 12 to Title 17
U.S.C., which among other things

Circumvention of Copyright Protection prohibits circumvention of access

Systems for Access Control " control technologies employed by or on

Technologies behalf of copyright owners to protect '

AGENCY: Copyright Office,Library of their works. Specifically,new
subsection 1201{a}(1)(A)provides, inter

Congress. alia,that"No person shallcircumvent a

ACTION: Final Rule. technological measure.that effectively

,. controls access to a work protected

SUMMARY: This rule designates the under this title." Congress, found it ,

classes of copyrighted works that the appropriate to modify the prohibition to

Librarian of Congress .has determined assure that the public will have
Shall be subject to exemption-from the- continued ability to engage in

prohibition against circumvention of a noninfringing uses of copyrighted

technological measure that effectively works; such as fair.use. See the Report
controls access to a work protected of the House Committee on Commerce
under title lT of the U.S. Code. Intitle - on the Digital Millenninm Copyright

I of the Digital Millennium Copyright Act of 1998, H.R. Rep. No. 105-551, pt.

Act, Congress established that this 2, at 36 (1998) (hereinafter Commerce

l_rohibition against circumvention will Comm. Report). Subparagraph-(B) limits
become effective October 28, 2000. The this prohibition. It provides that the

same legislation.directed the Register of prohibition against circumvention .

Copyrights to conduct a ru!emaking "shallnot apply to persons Who are
procedure and to make users of a copyrighted work which is in
recommendations to the Librarian as to a. particular class of works, if such

whether any classes of works should be persons are, or are likely to be inthe

subject to exemptions from the succeeding 3-year period, adversely

prohibition against circumvention. The affectedby virtueof such prohibition in

exemptions setforth in thisrule will be . their abilityto make noninflqnging uses
in effectuntilOctober 28, 2003. • of that particularclassof works under

thistitle"as determined in this

EFFECTIVE DATE: October 28, 2000. ndemaking. This prohibition on
FOR FURTHER [Ni:ORMA'flON CONTACT: circumvention becomes effective oia

Charlotte Douglass or Robert Kasunic, " October 28, 2000, two years'after the
Office of the GeneralCounsel, Copyright date of enactment of the DMCA..

GC/I&.R, P.O. Box 70400, Southwest During the 2-year period between the
Station,•Washington, DC 20024. • enactment and the effective date of the

Telephone.(202)_ 707-;8380; talefax- (202}-" '. provision; the Librarian-of Congress
707-8366. must make a_letermination as to.classes

. SUPPLEMENTARY-INFORMATION::: of works exempted from the prohibition.

Recommendation of the Register of . '

cop_ghts

I. Background .

A. LegislativeRequirements fior .
Rttlemaking Proceeding..

The wIPe Copyright Treaty (WCT)
and the wIPe Performances and

Phonograms Treaty (WPPT) require that

Contracting Parties provide adequate

legal protection and effective legal
remedies against thecircumventiog of

effective technolegicalmeasures that

authors or other copyright, owners (or, in
the case of the WPPT, performers,and _

producers "of phonograms) .use in
connection with the exercise of their.

rights and that. restrict acts which they

/

U.S.C. 1201(a)(I)(C).
A more complete explanation of the

development of the legislative

requirements is set out in the Notice of
Inquiry published on November 24,
1999, 64 FR 66139, and is also available

on the Copyright Office's website at :

http:Hwww.loc.gov/copyright/1201/
anticirc.html. See also the discussion in
section I]LA. below.

B. Responsibilities of Register of

Copyffghts and Librarian of Congress

The prohibition against
circumvention is subject to delayed

implementation in order to permit a
determination whether users of

particular classes of copyrighted works

are likely to be adversely affected by the

prohibition in their ability to make
noninflSnging uses. By October 28,

2000, upon the recommendation of *_e

Register of Copyrights in a rulemakJug
proceeding, the Librarian of Congress

must determine whether to exempt
certain classes of works (which he must

identify) from the application of the

prohibition against circumvention
during the next three years because of
such adverse effects.

The Register was directed to conduct

a rulemaking proceeding, soliciting
public comment and consulting with

the Assistant Secretary of Commerce for
Communications and Information, and
then to make a recommendation to the

Librarian, who must make a

determination whether any classes of

copyrighted works should be exempt
from the statutory prohibition against

circumvention during the three years

commencing on that date.
The primary responsibility of the

Register and the Librarian in _fis resper::.
is to assess whether the implementa.:_on
of technological protection measures

that effectively control access to

copyrighted works (hereinafter "'access-

This determination is to be made.upon.- • 'control measures") is diminishing the

the recommendation-of the Register of. ability of individuals to use copyrighted

Copyrights in.a rulemakingproceeding, works-in ways-that are otherwise lawful.
Connneree Comm. Report, at 37. As

The determination.thus made._adll- , examples of technological-protection
remai_in effectduring the succeeding

three years. In making her
recommendation, the Register of

• Copyrights is to consult with the
Assistant Secretary for Communications

and Information of the Department of

Commerce a.ud report and comment on

xThe treaties were adopted on December 20, 1996

' at a World Intellectual Property Organization .

(WIPO)DiplomaticConference on
•Copyright and Neighbo/'LugRights Questions. The
United States-ratified the treaties in September,
t999. The treaties will go into eff_-t'aRer 30

• insmtmentsof ratification oraccessionby State-

have been deposited _dth the Director C_. era1of
WIPO,

measures in effect today, the Commerce
Committee offered the use of "password
codes" to control authorized access to -

computer programs and encryptien or

' scrambling of cable programming,
videocassettes, and CD-ROMs. ld.

The prohibition becomes effective on
October 28, 2000, and any exemptions
to that prohibition must be in place by

• that time. Although it is difficult to
measure the effect of a future

prohibition, Congress intended that the

Register solicit input that would enable

consideration of a broad range of current

or likely future adverse impacts. The
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nature of the inquiry is 'delineated in the
statutory areas tobe examined, as set
forth in section 1201(a)(1)(C):

(i) The availability for use of copyrighted
works;

(ii) The availability for use of works for
nonprofit archival, preservation, and
educational purposes; .

(iii] The impact that the prohibition on the
circumvention of technological measures
applied to copyrighted works has on
criticism, comment, news repbrting,
teaching, scholarship, or research;

(iv) The effect of circumvention of
technological measures oii the market for or
value of copyrighted works; and

(v) Such other factors as the Librarian
considers appropriate.

II. Solicitation of Public Comments and
Hearings

On November 24, 1999, the Office .
initiated the ru]emaking procedure with
publication of a Notice of Inquiry. 64 FR
66139. The Notice of InquLry requested
written comments from all interested
parties, including representatives of
copyright owners, educational
institutions, libraries anal archives,
scholars, researchers and members of
the public. The Office devoted a great
deal of attention in this Notice to setting
out the legislative parameters and
developing questions related to the
criteria Congress had established. The
Office was determined to make the
comments it received available
immediately in order to elicit a broad
range of public comment; therefore, it
stated a preference for submission of
comments in certain elec_onic formats."
Id. In response to.some corn.mentors'
views that the.formats permitted were
not sufficient, the Office expanded the
list of formats in which comments could
be submitted. 65 FR 6573 (February 10,
2000). In the same documetit, the Office
extended the comment period:
comments would be due by February .
17, 2000 and reply comments by March
20, 2000. On March 17, the Office '
extended the reply comment period to
March 31; scheduledhearings to take
place in Washington, DC on May 2:-4
and in Polo Alto, California, at Stanford
Universityon May 18-19;and seta June

• 23,2000 deadlineforsubmissionOf
post-hearingcomments. 65 FR 14505
{March 17,2000}.Allofthesenotices

were publishednot onlyintheFederal
Registerbut alsoon theOffice's
website. .

written statements of the witnesses "and

the transcripts of the two hearings on its
• website shortly after their receipt.
Following the hearings, the Office
received 28 post-hearing comments,
which were also posted on the website.
All of these commenters and witnesses
are identified in the indexes that appear
on the Office's website.

The comments received represent a
broad perspective of views ranging from
representatives or individuals who
urged there should be broad exemptions
to those who opposed any exemption;
they also included a number of
comments about variousotheraspectsof
theDigitalMillennium CopyrightAct.
The CopyrightOfficehas now
exhaustively reviewed and analyzed the
entire record, including all of the
comments and the transcripts of the
hearings in order to determine whether
any class of copyrighted works should
be exempt from the prohibition against

circumvention during the next three
years.2.

I_. Discussion

A. The Purpose and Focus of the
Rulemaking

1. Purpose Of the Rulemaking

•As originally reported out of the
Senate Judiciary Committee on May 11,
1998, S. Rep. No. 105-190 (1998), and
_the House Judiciary Committee on May
22, 1998, H.R. Rep. No. 105-551, pt. I •
(1998), section 1201(a)(1) consisted of
only one sentence---what is now the
.first sentence of sectinn 1201(a)(1): "No
person shall circumvent a technological
measure that effectively controls access
to a work protected under this title."
Section 1201(a)(2), like the provision
finally enacted, prohibited the
manufacture, importation, offering to
the public, providing or otherwise
trafficking in any technology, product,

• service, device, or component to
carcumvent access control measures.
Section1201(a)thusaddressed"access

control"measures,prohibitingboththe
conductofcircumventingthose
measures and devices that circumvent
them..Thns," section 1201{a) prohibits
both the conduct of circumventing
access control measures and trafficldng

=In referring to the commentsand hearing
materials,theoffice will use the following

In response to the Notice of inquiry, abbreviatiqns:C-Comment.R-ReplyComment,PH-
the Office received 235 initial commdnts Post Hearing Comments,T + speaker and date--
and 129 reply comments. Thirty-four Transcript (ex."TLaura Galway, 5/18/00")and.• WS +.speaker--Written s'tatements(ex "WS
witnesses representing over 50 groups Va/dtiyamthan"}. Citations to pagefiumbe= in
testified at five days of hearings held in hearing transcriptsareto the hard copy_pts
eitherWashington,DC orPaleAlto, attheCopyright Office.'Forthehearingsin

Wcsl_ugton, DC, the pagix_tiOa of those transcripts

California. The OFRce placed all initial differs fi.omthepaSinationoftheversionsofthe .
comments, replycomments, optional transeptavailableontheCopyrightOffcowebsite.

inproducts,servicesand devicesthat
circumventaccesscontrolmeasures•
Inadditiontosection1201(a}(1J's

prohibitionon circumventionofaccess
controlmeasures,section1201 also

addressedcircumventionofa different
typeoftechnologicalmeasure. Section
1201fb},inthe versionsoriginally
reportedby the House and Senate
Judic.iaryCommittees and inthestatute
finallyenacted,prohibitedthe

manufacture, importation, offering to
the public, providing or otherwise
trafficking in any technology, product,
service, device, or component to

• circumvent protection afforded by"a
technological measure that effectively
protects a right of a copyright owner
under title 17 in a copyrighted Work.
The type of technological measure
addressed in section 1201(b) includes
copy-control n_._:_sur'>.sand other
measures that contrc_ uses _£ w_rk_ _hat
would infringe the exclusive rights af
the copyright owner. They will
frequently be referred to herein as copy
controls. But unlike section 1201(a),
which prohibits both the conduct of
circumvention and devices that
circumvent, section 1201(b) does not

• prohibit the conduct of circumventing
copy control measures. The prohibition
in section 1201(b) ex_ends only to-
devices that circumvent copy canL-ol " "
measures. The decision not to prohibit
the conduct 9f circumventing cop3-
controls was made, in part, because it
would penalize some noninfringing
conduct such as fair use.

In the House of Representatives, the
DMCA was sequentially referred to the
Comm/ttee on Commerce after it was
reported out of the Judiciary Committee.
The Commerce Ce.mm_ee w_s
concerned that sectio_:_ t2o!. in it:_
original form, might undermine
Congress' commitment to fair use.

.Commerce Comm. Report, at 35. While
acknowledging that the growth and
development of thee Internet has had a
significa.nt positive impact on the access
of studeffts, researchers, consUmers,-and
the public at large to.information and
that a '.'plethora of information, most of
it embodied in materials subiect to

- copyright protection, is available to
individuals, often for free, that just a
few years ago could have been located
and aCquired only through the
expenditure of considerable time,
resources, and money," Id., the.
Committee was concerned that
"marketplace realities may someday
dictate a different outcome, resulting in
less access, rather than more to
copyrighted materials that are L'upo_ant
to education,scholar-ship, and otAo_:r
socially vital endeavors." M. at 3_.
Possible measures that might lead _o
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_-:". • such an outcome included the
elimination of print or other hard-copy
versions, permanent encryption of all
electronic copies and adoption of
business models that restrict
distribution and availability of works.
The Committee concluded that "'[i]n this
scenario, it could be appropriate to

. modify the flat. prohibition against the
circumvention of effective technological
measures that control access to
copyrighted material_, in order to
ensure that access for lawful purposes is
not unjustifiably diminished." Id.

In order to address such possible
developments, the Commerce
Committee proposed a modification of
section 1201 which it characterized as a
"'fail-safe' mechanism." Id. As the
Committee Report describes it, "This
mechanism would monitor
developments in the marketplace for
copyrighted materials, and allow the
en.forceability of the prohibition against
the act of circumvention to be
selectively waived, for limited time
periods, if necessary to prevent a
diminution in the availability to
individual users of a particular category.
of copyrighted materials." ld. •

The "fail-safe" mechanism is this

rulemaking..In its final form as enacted .
by Congress, slightly modified from the
mechanism that appeared in the version
of the DMCA reported out of the
Commerce Committee, the Register is to
conduct a rulemaking proceeding and, "
after consulting with the Assistant
Secretary for Communications and

" Information of the Department of
COmmerce, recommend .to the Librarian
whether he should conclude "that
persons who are users of a copyrighted
work are, or are likely to be In the
succeeding 3-year period, adversely
affected by .the prohibition under
[sectiou.1201(a)(lJ(AJ] in their abihty to
make non.fringing u._es under [Title
17] of a particular class of copyrighted
works." 17 U.S.C. 1201(a)(1)[C). "The
Librarian shall publish any class of
copyrighted works for which th_
Librarian has determined, pursuant to
the rulemaking conducted under. ..
subparagraph (C), that nonin.fringing
uses by persOns who are users of a .-
copyrighted work are, or are likely to be,
adversely affected, and the prohibition .
contained in subparagraph CA) shall not
apply to such users with respect to sucl_
class of works for the ensuing 3-year
period." 17 U.S.C. 1201(aJ(1)(C). :

The Commerce Committee offered
additional guidance as to the task of.the
Register and the Librarianin this
rulemaking. "The goal of the proceeding
is to assess whether the implementation
of technological protection measures
that effectively control access tO

copyrighted works is adversely affecting.
the ability of individual users to make
lawful uses of copyrighted works * * *
The primary goal of the rulemaking
proceeding is to assess whether the
pre_,alence of these technological"
protections, with respect to particular
categories of copyrighted materials, is
diminishing the ability of individuals to
use these works in way s that are
othei'wise lawful." Commerce. Comm.
Report, at 37. Accord: Staff of House
Committee on the Judiciary, 105th
Cong., Section-By-Section Analysis of •
H.R. 2281 as Passed by the United States
House of Representatives on August 4,
1998, (hereinafter House Manager's
Report) (Rep. Coble)(Comm. Print 1998),
at 6. The Committee observed that the
effective date of section 1201(a)(1) was
delayed for two years in order "to allow
the development of a sufficient record
as to how the implementation of these
technologies is affecting availability of
works in the marketplace for lawful
uses." Commerce Comm. Report, at 37.

Tht/s, the task of this rulemaking
appears to be to determine whether the
availability and use of access control
measures has already diminished or is
about to diminish the ability of the
public to engage in the lawful uses •of
copyrighted works that the public had
traditionally been able to make prior to
the enactment of the DMCA. As the
Commerce Committee Report stated, in
examining the factors set forth in
section 1201(a)(1)(C}, the focus must be
on "whether the implementation of
technological protection measures (such
as encryption or scrambling] has caused
adverse impact oxr the ability of users to
make lawful uses." Id.

2. The Necessary" Showing

The language of section .1201(a)(-1)

does not offer much guidance as to the
respective burdens of proponents and
opponents of any classes of works to be
exempted from the prohibition on •
circumvention. Of course, it is a general
rule of statutory construction that
exemptions must'be construed narrowly
in order to preserve the purpose of a

• sta_tory provision, and that rule is
applied in Interpreting the copyright.
law. Tasini v. New York Times Co. 206
F.3d 161_ 168 (2d Cir. 2000). Moreover,
the burden.is _on the pmpon.ent of the
exemption to make the case for
exempting any particular class of works
from the'operation of Section 1201(a)(1).:

See 73 Am. Jurj 2d 313 (1991)
.('_[s]tatutesgrantlng exemptions from
their general operation [to] be strictly
coustrued, and any doubt must be
resolved against the on e asserting the

• exemption.") Indeed, the House
Commerce Committee stated that ".The

regulatory prohibition is presumed _.o
applyto any and all kinds of works,
including those as to which a waiver of
applicability was previously in effect,
unless, and until, the Secretary makes a
new determination that the adverse .
impact criteria have been met with
respect to a particular class and
therefore issues a new waiver."
Commerce Comm:Report, at 37
(emphasis added), a

The legislative history makes clear
that a determination to exempt a class
of works from the prohibition on
circumvention must be based on a
determination that the prohibition has a
substantial adverse effect on
noninffinging use of that particular class
of works. The Commerce Committee

noted that the rulemaking proceeding is
to focus on "distinct, verifiable, and
measurable impacts, and should not be
based upon de minimis impacts."
Commerce Comm. Report, at 37. "_ the
rulemaking has produced insufficient "
evidence to determine whether there.
have been adverse impacts with respect
to particular classes of copyrighted
works, the circumvention prohibition
should go into effect with respect to
those classes." Id. at 38. Similarly, the
House Manager's Report stated that
"[t]he focus of the rulemaking
proceeding must remain on whether the
prohibition on circumvention of
technological protection measures (such
as encryption Or scrambling] has caused
any substantial .adverse impact on the
.ability of users to make non-infr/nging
.uses," and suggested that "mere
inconveniences, or individual cases
* * * do not rise to the level of a
substantial adverse impact. '_ House
Manager's Repoi't, at 6.4 See also
Cormecticu t Departm en t of Public
Utility Control v. Federal
Commurdcafions Commission, 78 F.3d
842,851 (2d Cir. 1996} ("It is reasonable

_The Commerce Committee proposal would have

placedresponsibility forthe rulemaking in the
hands ofthe SecretaryofCommerce.As finally
enacted,.the DMCA shifted that responsibility to the

Li_-_an, upon the recommendation of the

Register.
4Some commentershavesuggestedthat the •

HouseManager'sReport is entitled to little.
deferenceas legislativehistory. See, e.g., PHI8.p.
3. However,.becau,_e that report is consistent with

the Commerce Commirtee Report, there is no need

in this rulemaking to determine whether the

Manager'sReport is entitled to less weight than the
CommerceCommitteeReport. Some critics of the
Manager'sReporthaveobjectedto its statement that'
the foc_ of this proceedingshould be on whether .
there is a "'substantialadverseimpact" on
nonin.frlnglngtu_s. However.they have failed to
explainhow thisstatementis anyth/agotherthan
another.wayofsayingwhattheCommerce
Committeesaid whenit said the dete_on
shouldbebased on"distinct, vedfiah/e,and
mes:surableimpacts,andshouldnotbebasedupon
demininiisimpacts,"•••
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to characterize as 'substantial' the

burden faced by a.party seeking an
exemption from a generalstatutory
rule").

Although future adverse impacts may
also be considered, the Manager's

Report states that "the determination

should be based upon anticipated,
rath6r than actual, adverse impacts only

•in extraordinary circumstances in which
the evidence of likelihood of future

adverse impact during that time period

is highly specific, strong and persuasive.
Otherwise, the prohibition would be. .

unduly undermined." Id. Although the

Commerce Committee Report does not

state how future adverse impacts are to
• .be evaluated {apart from a single

reference stating that in categories .

where adverse impacts have occurred or

"are likely to occur," an exemption
._. should be made, Commerce Comm.

Report at38}, .the Committee's
discussionof "distinct, verifiable and

measurableimpacts" suggests that it
would require a similar showing with

. .respect to future adverse impact..
The legislative history also requires

the Register and Librarian to disregard

any adverse effects that are caused by
• factors other than the prohibition

against circumvention. The House

Manager's Report is instructive:

The focus of the raiemaking proceeding
must remain on whether the prohibition on
circumvention of technological protection
measures {such as encryption or scrambling} .
has caused any substantiai adverse impact on
the ability of users to make non-infringing
uses.'Adverse impacts that flow from other ..
sources * * * or that are not clearly
attributable to such a prohibition, are outside
the scope of the rulemaking.

House Manager's Report, at 6. The
House Commerce Committee came to a

similar conclusion, using similar

language. Commerce Comm. Report, at
37.

In fact, some technological protectSon

measures may mitigate adverse effects.

The House Manager's Report notes that:

In assessing the impact offlae
implementation of technological measures,

• and of the law against their circumvention,
the rule-making proceedings should consider .
the positive as well as the adverse effects of
these technol6gies onthe availability of
copyrishtad materials. The technological

'measures---such as encryption, scrambling,
and electronic envelopes--that this bill
protects can be deployed, hot "only to prevent
piracy and other economically harmful
unauthorized uses of copyrighted materials,
but also to support new ways of
disseminating copyrighted materials to users,
and to safeguard the availability of legitimate
uses of those materials by individuals. '

• House Manager's Report, at 6.
Another mitigating factor may arise

whena work as to which the copyright

owner has instituted a technological
control is also available in formats that

are not subject to technological

protections. For example, a work may be
a_:ailable in electronic format only in

encrypted form, but may also be :

available in traditional hard copy format
which.has no such technological

restrictions on access. The availability
without restriction in the latter format

may alleviate any adverse.effect .that
would otherwiseresult-from the

teclmological controls u_lized in the
.electronic format..The .availability of
'.works in such other formats is to be

considered when exemptions are
fashioned. Id. at 7.

3. Determination of "Class of Works"

One of the key issues discussed in

.com._ents-an d testimony was how a
"class" of works is to be defined. The

. Office's initial notice of inquiry
highlighted this issue, asking for

- comments from the public on the "

criteria to be used in determining what
a "class of works" is and on whether

•.works could be classified.in part based

on the way in Which they are being

used. See questions 16, 17and 23, 64.FR
at 66143. A joint submissio n by a
number of library associations took the

position that the Librarian should adopt
a "'function-based" definition of classes

of works." C162, p. 32. The same
submission stated that "the class of

works should be defined, in part,
according to the ways they are being

used because that is precisely how the
limitations on the otherwise exclusive

rights of copyright holders are phrased,"

Id., p. 36, and concluded that '.'all
categories of copyrighted works should

be covered by this rulemaking." Id., p.
38. In contrast, a coalition of

organizations representing copyright
owners argued for a narrower approach,

rejecting a focus on particulartypes of
uses of works or on particular access
control technologies. Rl12, p. 10. One
association of copyright owners argued
that a "class" should not be defined by

reference to any particular medium
(such as digital versatile discs or .
DVD's), but rather by reference to "a

type or types of works." R59, p. 8.:Many
representatives of copyright bwners
repeated the legislative history that "the

" _particular class bf.co-pyrighted works' "
be a narrow and focused subset of the

broad categories of _,vorks of authorship
than is [sic] identifiedJn section 102 of

the Copyi'ight Act (17 U.S.C. 102)." .See,

e.g.; Id., (quoting Commerce Comm.
:Report, at 38}. A representative era

:major copyright owner took the position

that "defining 'classes' of Works is
neither feasible nor appropriate" and

that i'[b]efore there is any movement in

.the direction of exempting certain works
or 'classes' of Works fron_ the : "

prohibition against cireamvention,

those who support such exemption

should come forward with proof that
. users who desire to make non-inftinging

uses or avail themselves of the fair use

-defense are prevented from doing so by

•the technological protections." C43, p.6.

Based on a review of the statutory

language and the legislative history, the
view that a "class" of works can be

defined in terms of the status of the user
orthe nature of the intended use

appears to be untenable. Section
1201(a)(1)(B) refers to "a copyrighted

work which is in a particular class of
works." Section 1201{a){1}(C) refers to

"a particular class of copyrighted
works." Section 1201{a}(1}(D) "any class

•of copyrighted works." This statutory

language appears to require that the
Librarian identify a ,class of works"

based upon attributes of the works
themselves, and not by reference to
some external criteria such as the

intended use .or users of the works. The

dictionary defines "class" as "a group,
set or kind sharing common attributes."

Webster's New Collegiate Dictionary
211 (1995).

Moreover, the phrase "class of works"
connotes that the common attributes

relate to the nature of authorship in the

works: Although the Copyright Act does

not define "work," the term is used

throughout the copyright la w to refer to
a work of authorship, rather than tO a

material object on which the work

appears or to the readers or users of the

work. See, e.g., 17 U.S.C. 102(a}
•("Copyright protection subsists, in

accordance with this title, in original
works of authorship fixed in any
tangible medium of expression, * * *)
(emphasis added) and the catalog of the

types of works protected by copyright
set forth in section 102(a)(1}-(8}

("literary works," "musical works,'_
"dramatic works," etc.). •

Nevertheless, the statutory language is

arguably ambiguous, and one could
imagine an interpretation of section"
1201(a}(1} that permitted a class.of •

works to be defined in terms of criteria
haying nothing to do with.the intrinsic

qualities of the'works. In such a case,

resort to legislative history might clarify
the meaning of the statute. In this case,

the legislative history appears to leave

.no other alternative tha.u to interpret the.
statuteas requiring a "class" to be '

defined primarily, if not exclusively, by
.reference 'to attributes of the works

themsel_,es.

The Commerce Committee Rep 0rt

addressed the issue of determining a
class of works: -

s
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" " •The issueofdefiningthescopeorboundariesofa"particularclass"of
_: copyrightedworksastowhichthe
._ . implementation of technological protection

measures has been shown to have had an
adverse impact is an important one to be
determined during the rulemaking

' proceedings. In assessing whether users of
copyrightedWorkshavebeen,orarelikelyto
beadverselyaffected,theSecretaryshall
assessusers'abilitytomake lawfulusesof
works"withineachparticularclassof "
copyrightedworksspecifiedinthe
rulemaking."The Committeeintendsthatthe
"particularclassofcbpyrightedworks"bea
narrowand focusedsubsetofthebroad
categoriesofworksofauthorshipthan[sic]
isidentifiedinsection102oftheCopyright
Act (17 U.S.C. _02)..

Commerce Comm. Report, at 38. s •
A "narrow and focused subset of the

broad categories of works of authorship
• * * identified in section 102"
presumably must use,asitsstarting
point,thecategories'ofauthorshipset
forth in section 102: literary works;
musical works; dramatic works;
pantomimes and chore0graphic works;
pictorial, graphic_ and sculptural works;
motion pictures and other audiovisual
works; sound recordings; and
architectural works.

• Moreover, the Commerce Committee
Report states that the task in this
rulemaking proceeding is to determine
whether the prevalence of accesscontrol
measures, "with respect to particular
categories of copyrighted materials, is
diminishing the ability of individuals to
use these works in ways that are
otherwise lawful." Commerce Comm.

Report, at 37 (emphasis added]. In fact,
the Report refers repeatedly to
"categories" of works in Connection "
with thefindingstobe made inthis
rulemaking.See Id.,at36 {'!individual
users of a particular category of
copyrighted materials")('_whether
enforcementOftheregulationshouldbe
temporarily waived with regard to
particular categories of works") {"any
particular category of copyrighted
material") _'assessment of adverse
impacts on particular categories of
works"), and 38 ("Only in categories as
to which the Secretary finds that
adverse'impacts have'occurred"),
Because the term "category" of works.

.. . - . . . .

has awell-understoodmeaning inthe
copyrightlaw,referringtothe categories
setforthinsection102,the conclusion

isinescapablethatthestartingpointfor
any definitionofa "particularclass"of
works inthisrulemakingmust be one of
thesection102 categories,e
The views.oftheJudiciaryConunittee

are.inaccordwith thoseexpressedin
theCommerce Committee Report.The
House Manager'sReportuses very
similarwords todescribehow a "class
ofworks" istobe determined:

Decidingthescopeorboundariesofa
,"particular class" of copyrighted works as to
which the prohibition contained in section
1201{a}(1) has been shown to have had an
adverse impact is an important issue to be
determined during the rulemaking
proceedings. The illustrative list of categories
appearing in section 102 of Tire 17 is only
a starting point for this decision. For
example, the category of "literary works" (17

USC 102(a)(1))embracesbothprose.creations
suchasjournals,periodicalsor.books,and
computerprogramsofallkinds.Itis
exceedinglyunlikelythattheimpa_tofthe
prohibitiononcircumventionofaccess-
contxeltechnologieswillbethesame for
scientificjournalsasitisforcomputer.
operatingsystems;thus,thesetwo categories

.ofworks,whileboth"literaryworks,"donot
constituteasingle"particularclass"for
purposesofthislegislation.Even withinthe
categoryofcomputerprograms,the
availabilityforfairusepurposesofPC-based
businessproductivityapplicationsis
unlikelytobeaffectedbylawsagainst
circumventionoftechnologicalprotection
measuresinthesame way astheavailability
forthosepurposesofvideogamesdistributed
informatsplayableonlyon dedicated. '.
platforms,soitisprobablyappropriateto
redognizedifferent"'classes"hereaswell.

House Manager'sReport,at7.
The House Manager'sReport

continues:

Atthesame time_theSecretaryshouldnot
drawtheboundariesof"particularclasses"
toonarrowly.Forinstance,thesection102 "

category "motion pictures and other
audiovisual works" may appropriately be
subdivided, for purposes of the rulemaking,
into classessuch as "motion pictures," -
"television programs," and ether rubrics of
similar breadth. However it would be
inappropriate, for example, to subdivide
overly narrowly into particular genres of
motionpictures,suchasWesterns,comedies,
orliveactiondramas.Singlingoutspecific
types of wo-rksby creating in the rLflemaking

•SAleadingtxeatisedrawsthefollowing
"_Oanclnsionfa'omthislanguage:... " • ofthisbiU.

Itwould seem, therefore,thatthe languageshould
be applied to discretesubgroups. If use_ ofphysics It]. "
textbooksorlistenei_ to Baroqueconc_ti, for
example,findthemselves constrictedin the new u 6Thelegislativehistoryof the CopyrightAct of

• InternetcnvirenmenL thensomereliefwig lie; If, 1976supportsthe conclusion thatthere is a close
ontheotherhand,theonly unifyingfeatui'eshared. relationbetweenthesection102categoriesanda
by numerousdisgruntled usersis thateach is "class" of work. Theauthoritativereport of the
havingtroubleaccessingobpyrightedworks,albeit HouseJudiciary Committee in discussifigthe "
.ofdifferentgem-ea, then norelief is wan-anted.1 . sec_onlO2categoriesofworks, used the term "
NimmeronCOliyright§12A.O3[A][[2][b](Copyright"class"asasynonymfor"category."SeeH.F,.Rep.
Protection Systems Special Pamphlet). . . No. 94-1476, at 53 (1976}. - •-

The conclusion to be drawn from the

legislative history is that the section 102
categories of works are, at the very least, "
the sta_edng point for any determination
of what a "particular class of work" ".
might be. That is not to say that a
"class" of works must be identical to a

"category." In fact, that usually will not
be the case. A "class" of works migtit
include works from more than one

• category of works; one could imagine a
"class" of works consisting of certain
sound recordings and musical
compositions, for example. More
fl'equenfly, a "class" would constitute
some subset of a section 102 category,"
such as the Judiciary Committee's
example of "television programs."

A rigid adherence to defining "class"
solely by reference to section 102
categories or even to inherent attributes
of the works themselves might lead to
unjust results in light of the fact that the
entire "class" must be exempted from
section.1201(a}(lys anticircumventinn
provision if th e required adverse impact
is demonstrated. For example, if a
showing had been made that users of
motion pictures released on DVD's are
adversely affected in their ability to
make noninf_nging uses of those works,
it would be unfortunate if the
Librarian's only choice were to exempt
motion pictures. Limiting the class to
"motion pictures distributed on DVD_s,"
or more narrowly to "motion pictures
distributed on DVD's using the content
scrambling system of access control"
would be a more just" and permissible
"" classification. Such a classification
would begin by reference to attributes of
the works themselves, but could then be
narrowed by reference to the medium
on which the works are distributed, or
even to the access control measures
applied tothem. But classifying a work
solely by reference to the medium on
which the;workappears,ortheaccess
controlmeasures a.ppliedtothework,
seems tobe beyond thescope ofwhat
"particularclassofwork" isintended to
be.And classifyinga Work by reference
•tothetype.ofuseroruse (e.g.,libraries,
orscholarlyresearch}seems totally
impermissiblewhen administeringa
statutethatrequires.theLibrarianto '

prodess "particular classes'"that are too create exemptions based on a
narrowwouldbeinconsistentwiththeintent "particularclassofworks."IfCongress
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had wished to provide for exemptions
based on the status of the user or the
natu_ of the uso--<n'iteria that would be ,
very sensible--Congress could have said
so clearly. The fact that the issue of
nonin_inginguses was before Congress "
and the fact thatCongress cle.arlywas ....

- .seeking,insection1201,tocreate

exemptionsthatwould permit
-noninfi-inging uses,make it clear that .
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Congress had every 'opportunity and
motive to clarify that such uses could.be
ingredients of the definition of "class"
if that was •what Congress intended. Yet
the fact that Congress selected language
in the statute and legislative history that
avoided suggesting that classes of works
could be defined by referelice to users
or uses is s_ong evidence that Such
classification was not within Congress'
contemplation.

In this rulemaking, exemptions for
two classes of works are recommended.
The first class, "Compilations consisting
of lists of websites blocked by filtering .
software applications,'! fits comfortably
within the approach to classification
outlined herein. The second class,
"Literary works, including computer
programs and databases, protected by
access control mechanisms that fail to
permit access because of malfunction,
damage or obsoletenessY is a somewhat
tess-qomfortabie fit. It includes all
literary works(a section 102 category)
and specifically mentions two
subclasses of literary works, but narrows
the exemption by reference to attributes
of the technological measures that
control access to the works. Such

• classification probably reaches the outer
limits of a permissible definition of
"class" under.the approach adopted
herein. "

B. Consultation With Assistant Secretary
of Commerce for Commu_cations and
Information

As is required by section
1201(a)(1)(C), the Register has consulted
•.with the Assistant Secretary for
Communications and -Information in the

Department of Commerce.- The Assistant
Secretary is the Administrator of the
National Telecommunciations and
Information Administration (N'FIA)_
Discussions with the Assistant Secretary
and the NTIA staff have.taken place
throughout this rulemaking process. In
furtherance of the consultative procass,
on September 29, 2000, theAssistant ..
Secretary-presented a letter to the ....
Register detailing his views; That "letter

:has been forwarded to the Librarian.
After full and thoiough consideration of
and discussions with the Assistant .
,Secretary's office on these views; the
.Register includes the following report"
and._comment on the Assistant

Secretary's perspective in this
-recommendationto the Librarian..

Assistant Secretary noted that the
Commerce Committee was concerned
that the anticircumvention prohibition
of section 1201(a)(1') might have adverse
consequences on fair uses of
copyrighted works protected by
technological protection measures,
particularly by librarians and educators.
He echoed the fears of the Commerce
Committee that a legal framework may
be developing that would "inexorably
create a pay-per-use society." He stated
that the "right" to prohibit
circumvention should be qualified in
order to maintain a balance between the
interests of content creators and
information users, by means of carefully
drawn exemptions from the
anticircumvention provision.

Since fair use, as codified in 17 U.S.C.
107, is not-a defense to the cause of
action created by the anticlrcumvention
.prohibition of section 1201, the
Assistant Secretary urges the Register to
-follow the House Commerce

Committee's intent to .provide for
exemptions analogous to fair use. He
advises the Register to preserve fair use
principles by crafting exemptions that
are grounded in these principles in
order to promote inclusion of all parts
of society inthe digital economy and
prevent a situation in which
information crucial to supporting
scholarship, research, comment,
criticism, news reporting, life=long
•learning, and other related lawful uses
of copyrighted in.formation is available
only to those With the ability to pay or
the expertise to negotiate advantageous
licensing terms.

The Assistant Secretary _Tpresses
support for commentem in this
proceeding who believed that the term
"class" should not beinterpreted as
"coextensive" with categories of
original works of authorship, as that.
term is used.in section 102(a) of the
Copyright Act; He states that since the
statute and legislative history provide
little,guidance on the meaning Of the
term '_class of works" and since.section
1201{a){!}{C} instructs the Librarian to
examine considerations of use that are
similar to fair use analysis, the classes •
of exempted works:should be fashioned

•-based on a factual examination of the
uses to which copyrighted materials are .
put. • . " • "
• In order to craft an exemption.that

.will preserve fair uses, he concludes
.The Assistant Secretary stated that his ..

principal concern is to ensure that .the.
Librarian will preserve.fair use -
principles in.this new digital age. The
Concerns expressed in his.letter quoted
fromand restated many of therconcerns
that were presented.in the House
Commerce Committee Report.. The

that the .determination of exempted
classes of_orks should include a
"factual examination of the rises to which
copyrighted materials are put. With this.
-.in mind,.he.endorses, "as a starting
:point, theexceptionproposed by the
librery_andacademic communities."In
particular,'hewoifldsupportthe,.
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crafting of the following exemption:
"Works embodied in copies that have
been lawfidly acquired by users or their
institutions who subsequently seek to
make noninfringing uses thereof."

The Register has subsequently sought
and received clarification of some of the

points made in the Assistant Secretary's
letter. In particular, the Register has
asked {1)for the Assistant Secretary's
views on whether a "class of works" can
be defined or determined by reference to
the uses of the works in that class,
rather than by reference to attributes of
the works themselves, and (2) that the
Assistant Secretary identify any
comments or .testimony in the record of
t.tris rulemaking proceeding that he
believes presented any evidence that
technological measures that control
access to copyrighted worl__sactually
have caused or in the next three years
will cause substantialadverse impacts
on the ability of users to make
noninfi-inging uses of works in the
proposed class of works that he has
endorsed.

With respect to how a "class of
works" is to be definedor determined,
NTIA responded by stating that fair use
has to be a part o1 any discussion
focusing on exemptions to the DMCA's
anticircumvention prohibition; and'that
because the principle of fair use is
grounded in a factual examination of the
use to which copyrighted materials are
put, it would be reasonable to include
a similar examination in fashioning a
class of excepted works under
1201(a}(1)(C).

In response to the.request to.identify
comments and testimony that present
evidence of substantial.adverse impacts
on the ability of users to make
noninfi'inging uses of "works embodied
in copies that have been. lawfully
acquired.by .users or their institutions
who subsequently seel_ to make
noninfringing uses thereof," NTIA cited
one comment and the testimony of
several_witnesses. NTIA also questioned
whether a showing of "substantial"

• adverse impact is required, observing
• that '.':Nowhere in section 1201{a)(1)(C)

does the word "substantial" appear"
and asserting.that a Showing of
"'reasonably anticipffted impacts"
should be sufficient. -
. . The Views of the Assistant Secretary
have been seriously Considered in the
preparation of these recommendations
.to the Librarian..Because the exemption
endorsedby-the Assistant Secretary (see
discussion above) isnot supported in'.
this recommendation, an explanation of
the reasons is in order.
• .At.the outset oftbese comments on

• the Assistant Secretary's views, it
should be understoocl that them is no



disa_'eement with the Assistant
Seeretary or the Commerce Committee
on the need to preserve the principles
of fair use and other no_ging.uses
in the digital age, The Register's
disag_ement with the Assistant
Secretary's proposals arises from the .
interpretation of both the statutory •
languageofsection1201(a](I)(C}and a
reviewoftherecordinthisproceeding.

First, the Assistant Secretary's ,
proposalsarebased on---andnecessarily

requireadoptionof--_au,,interpretation.
of the _atutory phrase particularclass
of copyrighted works" that the Register
cannot support. As stated above in
sectionIII,A,3,a "particularclassof

copyrightedworks" must relate
primarily.toattributesofthe
copyrightedworks themsel_ves and not
to factors that are external to the works,
e,g,, the material objects on which they
are fixed or the particular technology
employed on the works. Similarly,
neither the langdage of the statute nor
the legislative history provide.a basis for
an interpretation of an exemption of a
classOf works that is"use-oriented,"
While the Register was required to
"examine"the present or likely adverse
effects on uses, and in particular
noninfi_: gia_g uses,that inquiry had the
express goalofdesignatingexemptions
that werebased on classesof .
copyrightedworks.The onlyexamples
citedand gnidauceprovidedinthe
legislative history lead the Register to •
concludethata classmust be defined

primarilyby referencetoattributesof
the works themselves, typicallybased
upon the categories set forth in section
102(a}or som_ subsetthereof,e.g.,
motion picturesorvideogames. .
As NTIA observes,itisappropriateto

examine theimpactofaccesscontrol
measureson fair use indetermining

-what classes of works, if any,shouldbe
subject to an exemption.Butthe.

' Assistant Secretary h_ not explained
how a_'.classofworks'can be defined

or,determined without'anyreference
wha_oever to attributes of the works

• thenkselves,and solely by reference to'
the s_tns of thepersons who acquire

- copies Of those Woiks. While fair use is
relevant in determining what classes
shouldbe exempted, itsrelevance
relatestotheinquirywhetherusersof
h particular,c_ass of works {ssdefined
above, in section.IlI.A.3.) are adversely
a_ected in their,abilityto make . . ,
aonlnfi4nging uses {suchas fair use}of
_orks in that class, . ":" ..

The specific exemption endorsed.by
ae Assistant Secretary', and the reasons
'by that exemption cannot be adopted,
e.discussed below..See sectionI_,E.9.
rosereas0nswillnothe_peated at

igthhere..As,aJreadynoted,the .. -.

"particularclassofcopyrightedwork" pursuanttosection104 oftheDMCA.
as required by the statute. Moreover, the See 65 FR 35673 Otme 5, 2000). It is
recorddoesnot revealthattherehave possiblethatthisstudywillresultin
been adverseeffectson nonin_Luging legislativerecommendations thatmight
usesthatsuch an exemption would more appropriatelyresolvethe issues
remedy.Finally,thisapproach would, raisedby theAssistantSecretary.

in effect; revive a version of section C. Conclusions Regarding This
1201{a}(1) focusing on-persons who RulemaIdng and Summary of
have gained initial lawful access that Recommendations " '
was initially enacted by the House of
Represents'dyes but ultimately rejected After reviewing all of the comments
by Congress. • and thetestimonyofthewitnesseswho

NTIA's observation that the word appeared at the hearings, the Register
"'substantial" does not appear in section concludes that a case has been made for
1201{a)(I)(C)does notrequirethe exemptionsrelatingtotwo classesof .

• conclusion,suggestedby NTIA, thata works:
showin_ of substantial harm is not (1) Compilations consisting of lists of
required. As noted above {section websites blocked by filtering software
III.A,2} the House Manager's Report applications; and , .
states .thatthe focusof this rulemaking . (2)Literary works,including •
shouldbe on whetherthe prohibitionon computer programsand databases,
circumventionoftechnological protectedby accesscontrolmechanisms
protectionmeasures hashad a , that failtopermitaccessbecause of
substantialadverseimpacton theabilitymalfunction,damage orobsoleteness,
ofusers'to make non-_ging uses. These recommendations may seem
AlthoughtheCommerce Committee modest inlightofthesweeping
Reportdoes notuse theword exemptionsproposedby many
substantial,itsdirectiontomake . commenters and witnesses,buttheyare
exemptionsbasedupon "distinct, basedon acarefulreviewoftherecord
verifiable,and measurableimpacts,and and an applicationofthestandards
• * * not " * * upon de.mirumis governing thisndemaking procedure.
impacts'requires a similarshowing, While many.commenters and witnesses
Moreover whileNTIA assertsthat an made eloquentpolicyargumentsin

" support of exemptions for certain types '
exemptionmay be made based on a
findingof"likelyadverseeffects,°r ofworks orcertainusesofworks,such
"reasonably anticipated impacts,' it arguments in most cases are more
appears that a similar showing o_ appropriately directed to the legislator
•substantial likelihood is required with, rather.than to the regulator who is

respect to such future, h_,_ ..See se_,Jon operating_ander the constraints imposed
ITf.A.2above."Likely--theterm used by section 1201(a}{1}.. ' .
in section 1201 to describe the showing Many of the proposed classes do not
of futureharm thatmust be made-- qualifyfbr exemption.becausetheyare

means _'probable,""in all probability," nettrue"classesof works" asdescribed
or "having a.better chance o_ existing or •above in section III.A.3, The proposed
occurringthannot."Black'sLaw . exemptionsdiscussedbelow insection
Dictionary 638 (Abridged6thed.1991), fILE.2,5,6,7,8,and 9 allsuffer from

• • The comments and testimony , thatfrailtytovarying degrees.Inmany
identified by NTIA in support of the 'cases, proponents attempted to define
exemption arediscussedbelow in " classesofworksby referencetothe
section HLE.9., " intendeduses to be made of the works,
. For the toregO'in, g reasons, the. or the intended user. These criteria do .
Assistant Secretary, in supp0rting this not defihe a "particular class of
exemption _proposed by libraries and copyri_hred work". , ,
educators;endorsesan exemption that , For almost all ot me proposea.ctasses,
isbeyond thescope oftheLibrarian's theproponentsfailedtodempnstrate
authority..While the proposed that there have been or are aboi_t to be
exemption addressesimportant adverse e_e.cts on no_g use_

• concea-ns;itisapropd_althatwould be thathave' distinct,verifiable,and
more appropriately suited for legislative measurable impacts,'_ See Commerce •

. actiohrather than for the regulatory . ' Comm, Report, at 37, In most cases,
process setforthin Section1201(a)(I)(C)thoseproponents who presentedactual

and (D):In the ,a,b_nceofclarification-: examples orexperienceswith access "
by Congress,a'particularclassof . . 'controlmeasures presented,atbest,
works" cannotbe interpretedso casesof"mere inconveniences,or
•expansively, i.: - . .• • individualcases,thatdo not risetothe
Some of.theissues.ralsedby the levelofa _ubstantialadverseimpact:'

•AssistantSecretaryase_alsolikelytobe See House Manager'sReport,at6.As "
addressed in a joint studyby the . 9no leadingproponentofexemptions
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admitted, the inquiry into whether users
of copyrighted works are likely to be
adversely effected by the full •
implementation of section 1201(a)(1} is
necessarily "speculative since it entails
a prediction about the future." T Jaszi,
5/2/00, pp,'11-12.

It should come as no surprise that the
record supports so few exemptions. The
prohibition on circumventing access
control measures is not yet even in
effect. Witnesses who asserted the need
to circumvent access control measures
were unable to cite any actual cases in
which they or others had circumvented

access controls despite the fact that such
circumvention will not be lmlawf_
until October 28, 2000. T Neel, 5/4/00,
p..103; T Cohen, 5/4/00, pp. _00--01.7
The legislativehistoryrevealsthat

Congressanticipatedthatexemptions
•would be made only inexceptional

cases.,SeeHouse Manager's Report,at8
{itis"'not'requiredtomake a
detenn_ation under thestatute.with
respecttoany "classofcopyrighted
works. In any particular 3-year-period,
it may be determined that the
con_ditions for the exemption do not
exist. "Such an outcome would reflect
that the d/gitai./nformation marketplace
is developing in the manner which is
most likely to occur, _vith the
availability of copyrighted materiels for
lawful uses being enhanced,.not
diminished, by the-implementation of
technological measures, and the
establishment of carefully targeted.iegal
proJ_bitions against acts of
circumvention."); Commerce Comm.
Report, at 36 {"Still, the Committee is
concerned that marketplace.realities

Jnay sozzzeday dictate a different
outcome, resulting in less access * *. *
In this scenario, it could be approp_iate
to modify the fiat prohibition,againstthe
circumvention of effect/re technological

measures.that control access to
copyrighted matem. "als * "* *: '; "a "fa//-

..safe mechanism" is _equired';"'This
.mechanism:Would * *_ * allow the
enforceability _f the prol_ihition against

• theact of_vention to'be

_eJective_ waived, for limited time
per/otis, if _ecessary to prevent a
diminutioninthe,availabilityto

• ind/vidua] :users of a particular category
of copyrighted materials,') (emphasis
added). -

7?ne two recommended exemptions do.
• constitute "par ti'cular classes of
copyrighted works," and genuine harm
to the ability to engage in nonfnfrmging

_Oue wimcss testified that "there have been

times that we've had to circumvent," but on"

_Hon, it appears that'the eg_mDle the
witness gave would not constitute circumvention of

• an access con_-ol measure. See T Gasaway, 5118100,

.pp. 49-50. .'

activity has been demonstrated. These
exemptions will remain in effect for
three years. In the next rulemaking, they
will be examined de nero, as will any
other proposed exemption including
exemptions that were rejected in this
proceeding. If, in the next three years,
copyright owners impose access
controls in um-easonable ways that
adversely affect the ability of users to
engage in noninfringing uses, it is likely
that the next rulemaking will result in
more substantial exemptions.

Ultimately, the task in this
rulemaking proceeding is to balance the
benefits of technological measures that
control access to copyrighted works
against theharm caused to users of '
those works, and to determine, with.
respect to any particular class of works,
whether an exemption is warranted
•because users of that class of works have

suffered.sign/ficent harm in their ability
to engage in noninfringing uses: See
House Managers Report at 7.{decision
"should give appropriate weight to the
deployment of such technologies in
evaluating whether, on balance, the
prohibition against circumvention of
technological measures has caused an
adverse impact on the specified .
catego_'ies of users of any particular
classofcopyrightedmaterials"}.The,
fourfactorsspecifiedinsection
1261(a}(1 )(C) reflect some of the
significant considerations that must be
balanced: Are access control measures

•increasing or restricting the availability.
of works to the public in general? What
impact are they having on the nonprofit
archival, preservation, and educational
activities?=What.impact are theyhaving
on the ability to engage.in fah" use? To
•what extentis cimmnvantion of access
controls aff6cting the market-for-and "
value of copyrighted works?

The information submitted in this, the
first _-ulemaking proceeding.under
section 1201(a}(1}, indicates th_tin most
casesthus_arthe use of access control
measures has sometimes enhancedthe

•availabilityof copyrighted works and
•has rarelyimpeded theabilityofusers
•ofparticularclassesofworks tomake
no_g _ses,With theexception
ofthetwo classesrecommended,for

exemption, the balance of all'relevant
considerations favorsper_nitting the -
prohibition against circumvention to go
into effect as scheduled.

Licensing

Many of the_complaints-aired in this
rulemaking actuatlyxelated primarily to
licensing pmctides_rather than
technological measures that control
access to works.Some witnesses
expressed'concerns about overly.
restrictive:licenses, unwieldy licensing

terms, restrictions against use hy
unauthorized users, undesirable terms
and prices, and other licensing
restrictions enforced by technological
protection measures. See, e.g., T '
Gasaway, 5/18/00; T Coyle, 5/18/00; T
,Weingarten,5/19/00.One of these
witnessesadmittedthat"some ofthe

concernstodayarejustpurelicensing
concerns."T Gasaway, 5/18/00,p.65.
Itappearsthatinthosecases,the

licenseesoftenhad thechoiceof

negotiatinglicensesforbroaderuse,but
did not choosetodo so.See T.Clark,
5/3/00,p.99,T Neal,5/4/00,p.133,T
Gasaway, 5/18/00,p.38.Commenters
and witnesseswho complained about
licensing terms did not demonstrate that
negotiating less restrictive licenses that
would accommodate their needs has

been or will be prohibitively expensive
or burdensome. Nor has there been a
showing that unserved persons not
permitted to gain access under a
particular license (e.g., a member of the
public wishing to gain access to material

•at a university library when the library's
licenserestricts access to students and
faculty] could not obtainaccess to the
restricted material in some other way or
place.

It is appropriate to consider harm
emanating _om licensing in
determining whether users of works
have been adversely affected by the
prohibition oncircumvention in their
ability to make noninfringing uses. This
triennial rulemaking is to "monitor
developments in the marketplace for
copyrighted materials," Commerce
Comm. Report, at 36, and developments
in licensing practices are certainly
relevant to that inquiry. If, for example_
Licensing practices withrespect to
particular classes of works make it
prohibitively:burdensome or expensive
for users, such as libraries and
educationalinstitutions,to negotiate
terms.that will permit the noninfringing
•uses,and iftheeffectof such practices
isto_sh unjustifiablyaccessfor

• lawful purposes, s_e Commerce Comm.
- Report, at 36,-exemptions for such

classes may be justified. _ copyrigh t•
owners flatly refuse to negotiate
licensing terms that:users need in order
to engage in nonlnfringing uses, an

-=exemption maybe justified.'But such a
.case has not been made in this

.
any commenters expressed

concerns that, in the words of one
.wi'tness,_e are "on the brink of a pay-
per-nse universe."T ]aszi, 5/2/00, p. 70.
The AssistantSecretary .for
Communications and Information

sharesthat concern,..observingttmt the
Commerce Committee Report had

- warned against the development ofa
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_!::i" "legal framework thatwould inexorably
_ ,. " create a 'pay-per-use' society." See
_-". Commerce _omm. Report, at 26.
._:. " However, a "pay-per-use" business
.:... model may be, in the_wordsof the.

House Manager's Report, "use-"
facilitating." House Manager's Report, at
7, The Manager's Report.refers- to access

Loudoun v. Board of Trustees of the ..... permitting circumvention of
:Loudoun CountyLibrury, 24 F. Supp. 2d _:technological measures that control
552 (E.D.Va. 1998)_SeealsoTenn. Op. accesstosuch listswould have a
Atty, Gen_;No. 00-030 {2000). On the negative impact onany of the factom set

•:other hand, the Supreme Court has forth in section 1201{A){1){C}. The
suggested that.availability of such ;.:.cominentersassert that there is no other
software for use by parents to prevent legitimate way to obtain access to this
theirchildrenfrom gainingaccessto -izfformation.No one else.ontherecord

control technologies that are "designed -'- objectionable websites is a positive
. -... "to allow access:during a limited time :. development. Reno v. American Civil

...period, such as during a period of Liberties Union, 521 U.S. 844,. 876-77
library borrowing" or that allow "a {1997); United States.v. Playboy
consumer to purchase a.copy of a single" Entertainment Group,_.Inc., 120 S.Ct.
article from an electronic database, . 1878, 1887 {2000}.

has asserted otherwise.
_ A review ufthe factors listed in

1201(a)(1)(C) supports the creation of
this exemption. Although one can
speculate that the availability of
technological protection measures that

many-articlesthe consumer does not containundesirable.materialand
" want."It].For example,.ifconsumers . thereforeshould'notbefiltered.One
aregivenachoicebetweenpaying $I00 commenter alleged.thatsuch programs
•forpermanent.accesstoawork or$2"for have an errorrateof76%. R56 at6.

. each individual.occasionon which they '_Anothercommenter describedthe "long'
accessthework; many..wil]probably "" historyoferrorsinblockingsites,"and -
finditadvantageoustoelect-the"PAY- ' assertedthatthe softwaremanufacturers
per-use" option, which may make have.not responded-appropriately. R26.--

•. -access tothe work much more widely The names 0f.blocked websites are
available than it would be in the' " compiled:into lists whichare protected
absence of such an option. The " by copyright as compilations. Several
comments-and testimony of . commenters assertthat-manufacturers of
SilverPlatterInformationInc., filtering softwareencrypt.thelists

•. demonstrate'that.theflexibilityoffered . naming thetargetedsitesand thatthey
bysuch "persistent"accasscontrolscan arenot made availabletoothers,
..actuallyenhance use.Of course,one can includingtheoperatorsofthetargeted

' imaginepay_per-usescenariosthatare sitesthemselves.R56. These
•. likelytomake works lesswidely -commenters assertthattheyhave no

availableaswell. .. alternativebutto.decrypttheencrypted

The record.inthisproceedingdoes .listsinordertolearnwhat websitesare
netrevealthat_'pay-per-use"business .:includedin.=thoselists_Persoushave
models have,thusfar createdthe ,-alreadydecryptedthelistsforthe .-

rather than having to pay more for a Critics charge that some filtering • deny access to the lists of blocked
subscriptiontoajournalcontaining."'" programsunfairlyblocksitesthatdo not • websitesmightbe ofbenefittothe _

..-proprietorsoffilteringsoftware,and

purpose of commenting on or criticizing
•them.'R56. One commenter cites an.
injunction against authors of a program
decrypting the list of.blocked websites.
R26.-See Microsystems Software, Inc. v.
Scandinavia Online AB, No. 00:-1503
{Ist.Cir:.Sept27,.2000). Such acts of

.. decrypt/on would.appear to violate"
'120-1{a){.1}if it took effect without an

adverseimpactson the ability-0fusers"
'tomake noninfi_gingusesof :

.,copyrightedworks.thatwould iustify
any exemptions from theprohibitionon

:=cixcumvention.If.suchadverseimpacts
occurinthe future,theycan'be.

" addressed.inlafuturerulemaking
proceeding.

might.even increase the willingness of
those proprietors to make the software
.available for use by the public, no
commenters or witnesses came.forward
to make such .an assertion. No
information was presented relating to
the use of either.the filtering software or
the.lists of blocked websites for
nonprofit archival, preservation and
_educational purposes. Nor was any
information presented relating to
whether the circumvention of
technological measures preventing
access to the lists has had an impact on
the market for or value of filtering
software or the compilations of
objectionable websites contained
therein. However; a persuasive case was
made that the existence of access
control measures has had an adverse
effect on criticism and comment, and
•most likely news reporting, and that the .
• prohibition on circumvention of access
-control measures.will have an adverse '
effect.

._.Thus, it appears that the prohibition
• .. on circumvention of technological

measures that contrel access to these
• lists of blocked-sites.will cause an
:..adverse effect, on noninfringing usem

": D. The-Two Exemptions . . -...

I.CompilationsconsistingofListsof

WebsitesBlockedby FilteringS?ftwa_e
Applications .

•.- C,ertai_s0ftwareprodudL.s,oRen" displayofthelistsforthepro'poseof
-...._known as_fzlteringsoftware"or -: criticizingthem couldconstitutefair...

•_'bl_.kingsoftware,"restrict.usersfrom. use.The interestinaccessingthelistsin
_Asitingcertaininternetwebsites.These ordertocritiquethem isdemonstrated

• .s0Rwareproductsincludecompilatibl_s by courtcases,websitesdevotedtothe
consistingoflistsofwebsitestowhich issue,and a fairnumber ofcommenters."
thesoftwarewilldeny access.Schools, See.generallyR73 {Computer
libraries,and parentsmay choose touse Professionalsfor.SocialResponsibility);'
such softwareforthe purposeof R38; PH20; and PH5 {California
preventingjuveniles'accessto • AssociationofLibraryTrusteesand..

.pornography orotherexplicitor - Commissioners,reversefiltering);WS
inapprbpriatematerials.ontheir-... . Vaidhyanathan.There isuncontroverted
computers..R56.At-leastone court.that evidence inthisrecordthatthe listsare
has addressedtheuse ofsuch software"_ not availableelsewhere.No evidence -

•has concluded thatrequiringuse.ofthe has been presentedthatthere_ not a •
.software in public llbreriesoffends the problem.with_respect:to lists of webSites
. First Amendment.. See, .e.g_,.Mainstream . blocked-by, filtering software,, or that.

exemption for.these activities. . ' . since-persons who wish to criticize and
This does appear to present a problem : comment on.themcannot ascertain

for users who want to make .which sites are contained in the lists
noninfringing uses of such . • unless they circumvent. The case has
compilations, because reproduction or - _been made for an exemption for "

'compilationsconsisting of lists of .:
•websites blockedby filtering software
applications.

_.2..Literary .WOrks, Including computer
Programs and Databases, Protected by

" Access Control Mechanisms That Fail to
Permit Access Because.of Malfunction,
Damage or Obsoleteness

_,This designation uf class.bf.works is
intended to exempt usersof software,
.databases and other literary worksin
.digital formats who are prevented from
accessing such works because the-access
control protections _e not functioning
in the way that they were intended, in
the course of this rulemaking
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proceeding, a number of nsers;-and in
particular consumers of software and
users of compilations, expressed
concerns about works which they could
not access even though they were
authorized users, due to the failure of
access control mechanisms to function
properly.

Substantial evidence was presented
on this issue, in particular relating to

the use of "dongles," hardware locks
attached to a computer that interact
with software programs to prevent
unauthorized access to that software.
C199. One commenter attached
numerous letters and news articles to
his submission and testimony,
documenting the experience of nsers
whose dongles become damaged or •
malfunction: It appears that in such
instances, the vendors of the software
may be nonresponsive to requests to
replace or repair the dongle, or may
require the user to purchase either a
new dongle or an entirely new software
package, usually.at asubstantial cost. In-
some cases, the vendors have gone out
of business, and the user has had no
recourse for repair or replacement of the
dongle.

Libraries and educational institutions
also stated that they have experienced
instances where materials they obtained
were protected by access controls that
subsequently malfunctioned, and they
could not obtain timely relief from the
copyright owner. R34, R75 {National
Library of Medicine}, Rlll {National
Agricultural Library).Similarly,
librariesstatedthattherehave been
instances where material has been
protected by technological access
protections that are obsolete or are no
longer supported by the copyright
owner. Id.

No evidence has been presented to
contradict the evidence of problems
with malfunctioning, damaged or
obsolete technological measures. Nor
has evidence been presented that the
marketplace islikely to.correctthis :
pr0bldm in the next three years.

This appears to be a genuine problem
that the market has not adequately
addressed:'either because companies go

• out ofbnsiness or because they have
insufficient incentive to support access
controls on their products at some point
after the initial sale or license, in cases

where legitimate users are unable to
access works because of damaged,
malfunctioning or obsolete access
controls, the access controls are not
furthering the purpose of protecting the
work from unauthorized users. Rather,
they are preventing authorized users
from getting the access towhich they
are entitled. This prevents them from
making the noninfringing uses they •

could otherwise make. This situation is
particularly troubling in the context of
librariesand educationalinstitutions,

who may be preventedfrom engagingin
noninfringingusesofarc.hivingand

•preservationofworks protectedby "
accesscontrolsthatareobsoleteor

malfunctioning.Ineffect,itputssuch
usersina positionwhere theycannot
obtainaccess;nor,under 1201(a)(1),

Would theybe permittedtocircumvent
the accesscontrolstomake non-

infringing uses of the work unless they
fall within an exemption.

• Not onl_ does such a result have an
adverse impact on noninfringing uses,
but it .also does not serve the interests

of copyright owners that 12o1{a)(1} was
•meant to protect. In almost all cases
where this exemption will apply, the
copyright owner will already have been

" •compensated for access to the work. It
is only when the access controls
malfunction that the exemption will
come into effect. This does not cause
significant harm to the copyright owner.
Moreover, authorized users of such
works are unlikely to circumvent the
access controls unless they have first
sought but failed to receive assistance
from the copyright owner, since
.circumvention is likely to be more
difficult and time-consuming than
obtaining assistance from a copyright
owner who is responsive to the needs of

. customers. Only as a fallback will most
users attempt to ci_-_mvent the access •
controlsthemsel;ces.

Although it might be tempting to
describe this class as "works protected
by access control mechanisms that fail

to permit access because of malf_mcfion,
damage or obsoleteness,".that would not
appear m be a legitimate class under
section 1201 because.it would be '
"defined only by reference to the
technological measures that are applied
to the works, and not by reference to
any intrinsic qualities of the works
themselves. See the discussion of
"works" above in section m.A.3. The
evidence in this mlemaking of
malfunctioning; damaged or obsolete
.technological protection measures has "
relate d to soffware.{dongles} and, in the
casesraisedbyrepresentativesof
libraries,tocompilationsofliterary
works and databases.Therefore,this
classofworks isdefinedprimarilyin .
termsofsuch literaryworks,and
secondarilybyreferencetothefaulty
technologicalprotectionmeasures.

Although tliis exemption fits within
the parameters of the term "class of
works" as described by Congress, it
probably reaches the limits of those
parameters. The definition of the class
does start with a section 102 category of
works---literary works. It then narrows

that definition by reference to attributes
of access controls that sometimes
protect those works--i.e., the failure of
those access controls to function as
intended. But in reality, this exemption
addresses a problem that could be
experienced by users in accessing all
classes of copyrighted works. This
subject matter is probably more suitable
for a legislative exemption, and the
Register recommends that Congress
consider amending section 1201 to
provide a statutory exemption for all
works, regardless of what class of work
is involved, that are .protected by access
control mechanisms that fail to permit
access because of malfunction, damage
or obsoleteness. Meanwhile, because
genuine harm has been demonstrated in
this rulemaking proceeding and because
it is possible to define a class of works
that fits within the framework of section
1201(a}(1){B}, {C) and {D}, the Register
recommends that the Librarian exempt
this class of works during the first three
years in which section 1201(a}(1} is in
effect. But the fact that sufficient harm

has been found to justify this exemption
_for this three-year period will not •
automatically justify a similar
exemption in thenext triennial
mlemaking, in fact, ff there were a

• showing in the next rulemaking
proceeding that faulty access controls
create adverse impacts on noninfi_ging
uses of all categories of works, such a
showing could, parodoxically, result in
the conclusion that theproblem is not
one that can be resolved pursuant to
section 1201{a}{1}{C) and {D}, which
anticipates exemptions only for "a
particular class of works." A legislative "
resolution of this problem is preferable
to a.repetition of the somewhat ill-fitting
regulatory approach adopted hereIn.

The class of works covers literary
•works---_d is applicable in particular
to computer programs, databases and
other compilations---protdcted by access
controls that fail to permit access
because of damage, malfunction or
obsoleteness. The terms "damage" and
"malfunction" are fairly self- "
explanatory, and would apply to any
situationinwhich the accesscontrol
mechanism does not function in the
way.in which it was intended to
function. For definition of the term
"'obsolete,." it is instructive to look to
section 108(c), which also addresses the
issue of obsoleteness. For the purposes
of section 108, "a format shall be
considered obsolete ff the machine or
device necessary to render perceptible a
work stored in that format is no longer
manufactured or is no longer reasonably
available in the commercial
marketplace." In the context of this
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rulemaking, an access control should be
considered obsolete in analogous
circmnstances...

. An exemption for this class, however,
•would not cover several other types of
.problems that commenters presented.
For example, a commenter describing
the problems experienced by users of
damaged or malfunctioning dongles
noted that similar problems occur when
dongles become lost or are stolen. C199.
That is, vendors of the software are
often reluctant to replace the dongle, or
insist that the user purchase a new
dongle at a high cost. While-this may be
a problem, exempting works in this
situation could unfairly prejudice the
interests of copyright owners, who have
no way of ascertaining whether the
dongle was in fact lost or stolen, or
whether it has been passed on to
another user along with an
unauthorized copy of the software,
while the original user obtains a
replacement by claiming the original
dangle was lost. This exemption also
would not cover situations such as those
described by certain 1/braries, who
expressed the fear that they would be
prevented by 1201(a)(1) fTom
reformatting materials that are in
obsolete formats. If the materials did not

•contain access control protections, but
were merely in an obsolete format,
1201(a)(1} would not be implicated. To
the extent that technological protections
prevented the library from converting
the format, those protections would
seem to be copy controls, the act of
circumvention of whick is not
prohibited by_section 1201.

The factors listed in 1201(a)(1}(C}
support the creation of this exemption.
In cases such as those described above,

•access controls actually decrease the
avaiJ.ibility of works for any use, since
works that were intended tO be available
become unavailable due to damage,

. malfunction or obsoleteness. This
decrease in availability is felt
particularly by the library and
educational communities, who have

: been prevented.frem making non-
inh-inging uses,, including archiving and
preservation, by malfunctioning or.-
obsolete access controls. CArcumvantion
of access controls in theseinstances. :
should not •have a significant effect On

not recommend that any of them be
adopted.

1. "Thin Copyright" Works

Many commenters have urged the
exemption of a class of works consisting
of what they term "th'm copyright
works." These are works consisting
primarily (but not entirely} of matter
unprotected by copyright, suchas U.S.
government works or works whose term
of copyright protection has expired, or
works for which copyright protection is
"thin," such as factual works. As one
proponent, the Association of American
Universities, described the class, it
includes "works such as scholarly.
.journals, databases, maps, and
newspapers [which] are primarily .
valuable for the information they
contain, information that is not
protected by copyright under Section
102Co} of the Copyright Act." C161.
Most often this argument is made in the
context of databases that contain a
significant amount of uacopyrightable
material. These databases may
nonetheless be covered by copyright
protection by virtue of the selection,
coordination and arrangement of the
materials. They may also incorporate
copyrightable works or elements, such
as a search engine, headnotes,
explanatory texts or other contributions
that represent original, creative
authorship. While this proposal is -
f_equenfly made with reference to
databases, it is not limited to them, and
would apply to any works that contain
a mixture of copyrightable and
uncopyrightable elements.

Proponents of such an exemption
- make two related arguments. First, some

commenters argue that using Section
1201{a)(1) to prohibit circumvention of
access contzols on works that are
primarily factual, or in the public
domain, bootstraps protection for
material that otherwise would be
outside the scope of protection. It
would, in effect, ci'eate legal protection
for even the uncopyrightable elements
of the database, and go beyond the
scope ofwhat Section 1201{a)(1} was
meant to cover. An exemption'for these
kinds of works, proponents argue, is.
necessary to preserve an essential
element of the copyright balance" that

• cqpyright does not protect facts, U.S.
the market for or value of the works, . government works, or other works in the
.since copyright owners typically will public domain. Without such an
.already have been'compensated for the . exemption, users will be legally
use of the work. ' prevented from circumventing access

'E. OtherExemptions Considered, But controls to, and subsequently making
' : noninfringing uses.of, material.Not Recommended : " "

unprotected by copyright.
A number of 0ther.proposed ' -' A related worry of commenters is that,

exemptions were considered, but for the in practice, section 1201(a){1) will be.
reasons set forth below the Register does used to "lock Up'_ works unprotected by

copyright.They predict that compilers
of factual databases will have an

incentive to impose a thin veneer of
.copyright on a database, by adding, for
example, some graphics or an
introduction, and thus take unfair
advantage of the protection afforded by
Section 1201. In addition, they fear that
access to works such as databases,
encyclopedias, and statistical reports,
which are a mainstay of the eduqational
and library communities, will become
increasingly.and prohibitively
expensive.

Onthe record developed in this
proceeding, the need for such an
exemption has not been demonstrated.
First, although proponents argue that
1201{a}(1}{A) bootstraps protection for
uncopyrightable elements in
copyrightable databases, the
copyrightable elements in databases and
compilations usually create significant
added value. Indeed, in most cases the
uncopyrightable material is available
elsewhere in "raw" form, but it is the
inclusion of that material in a
copyrightable database that renders it
easier to use. Search engines, headnotes,
selection, and arrangement, far from
being a thin addition to the database, are
often precisely the elements that
database users utilize, and which make.
the database the preferred means to -"
access and use the uncopyrightable
material it contains. Because it is the
utility of those added features that most
users wish to access, it is appropriate to
protect them under Section
1201{a}{ll{A}. Moreover, all
copyrightable works are likely to
contain some uncopyrightable elements,
factual or otherwise. This does not.

undermine their protection tinder
copyright or under 1201{a)(1}{A). a

Second, the fear that 1201(a}{1)(A)
will disadvantage users by "locking up"
.unCopyrightable material, while
understandable, does not seem to be
borne out in the record of this
proceeding. Commenters have not
provided evidence that uncopyrightable
material is becoming more expensive or
difficult to access since the enachnent of
Section 12Ol, nor have they shown .that
works of minimal copyright authorship

a One commenter suggested an exemption for
"compilations and other works that incorporate
works in the public domain, unless the.compilation
or work was marked in such a way as to allow '
identification of public domain elements and •
separatecircumvention of the technological
measures that controlled access to those element_/'

PH4 (Gin*burg). While this approach could address
some of the conderns raised by proponents, it is.,
unclear whether it would be technologically
feasible for copyright owners to implement.
Furthermore, as discussed below, the Register has
not yet been presented with evidence that there

have been or are likely to be adverse impacts in this
are_
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are being attached to otherwise
unprotectible material to take advantage
of the 1201 prohibitions. The examples
presented in this rnlemaking proceeding
of databases that mix copyrightable and

uncopyrightable elements seem to be

operating in a way that minimizes the

impact on noninfringing uses,such as
the LEXIS/NEX]S database and

databases produced by a witness in the

Washington DC hearings, SilverPlatter
information Inc. These databases

provide business models that allow

users to pay for different levels of

access,and to choose different payment
schedules depending on the way 'they
would like to use the database. Finally,

although the fear that material will be

"'locked up" is most compelling with

respect to works that are the "sole
source" of uncopyrightable material,

most of the uncopyrightable material in
these databases can be found elsewhere
albeit not with the access and use-

enhancing features provided by the

copyrightable contributions. Where

users can reasonably find these

materials in other places, their fears that
it will be "locked up" are unwarranted.

In applying the four:factors in Section

{a}(1)(C}, the impact of access control

technologies on the availability of works
in general, and their impact on the

library and educational communities in

particular, must be evaluated. In
general, it appears that the advent of

access control protections has increased

the availability of databases and
compilations. Access controls provide
an increased incentive for database

producers to create and maintain
databases. Often, the most valuable

commodity'of a database producer is
access to the database itself. If a

database producer could not control

access, it would b e difficult to profit
from exploitation of the database. Fewer

databases would be created, resulting in

diminished availabilityforuse. If there

were evidence that-technologica ! access
protections made access .to these works

prohibitively expensive or burdensome,

it would weigh against increased.

availabilityr However, as discussed "
above such evidence has not been

presented in thisproceeding. Nor has

there been a showing of any significant
adverse impact thus far on nonprofit

archival,preservation and educational
activitiesor on criticism,comment,

news repprting,teaching,scholarship or
research.There isno evidence thatthe

use of technological measures that

control access to "thin copyright" works
has made those works lessaccessible for

such purposes than'they were prior to

the introduction of such measures.

Finally, in assessing the effect of

circumvention on _e market for or

value of the works, it appears likely that

if circumvention were permitted, the
ability of database producers to protect

their investment would be seriously
undermined and the market would be

harmed.

2. Sole Source Works

A number of commenters proposed _m

exemption for a class of "sole source
works," that is, works that are available

from a single source, which makes the
works available only _n a form protected
by access controls.9 C162 (American
Library Association et al.}; C213; C234.
Proponents fear _that works will

increasingly become available only in
digitalform, which will be subject to

access controls that prohibit users who
want to make noninfringing uses from

accessing the work, either because
access will be too costly or will be
refused: In such cases, where there is no

other way to get access to the work, all
noninfxinging usesof the work will be

adversely impacted.
.Again, it is questionable whether

proponents of an exemption have
identified a genuine "class" of works.
The only thing the works in this

proposed class have in common is that

each is available from a single source.
Moreover, the case has not been made

for an exemption for this proposed
class.

Commenters submitted different

examples of works that were available
only in digital form. These included a
number of databases and indexes. C162

(ALA}. In addition', several commenters

noted that digital versions Of works,

such as motion pictures in DVD format,
ofien:contain material, such as

interviews, film clips or search engines,

not found in the analog versions of the
same works. C162, C234. l°

The concerns of proponents of this

type of exemption are understandable.
However, there has been no evidence

submitted in thisrulemaking thataccess

to works availableonly in a secured

format is'beingdenie d or has become
prohibitively difficult:E_,enconsidering

the examples presente d by various

commenters,they merely establishthat

there are works thatexistonly in digital
form. They have not established that
access controls on those works ha_'e

adversely impacted theirabilityto make
noninfringing uses,or,indeed, that

access controls impede.their use of

gThis subject has beendiscussedbriefly above,
inreferenceto databases thatcontain
uncopyrightablematerialnotavailableelsewhere.'
Thissection,however,refersmainlyto.
copyrightablesolesourceworks..
1OTbeDVD issueisaddressedbelow,Section

m.E.3.
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those works at all. In the case of

databases and indexes, the Register
heard no evidence that licenses to those
works were not available or were

available only on unreasonable and

burdensome terms. For example, in the
case of motion pichn_s on DVDs,

anyone with the proper equipment can
access {view) the work. If there were

evidence that technological access
controls were being used to lock up

material in such a way that there was
effectively no means for a user wanting
to make a noninfringing use to get
access, it could have a substantial

adverse impact on users. 11 No such

evidence has been presented in this
proceeding. If such evidence is

presented in a subsequent proceeding,

the case for an exemption may be made.
With respect to this proposed class,

little evidence has been presented
relating to anyof the factors set forth in

Section 1201(a}(1}(C). However, a
review of those factors confirms that no

exemption is justified in this case. If, as

the proponents of this exemption assert,
there are works that are available only

in digital form and only with access
control protections, many ff not most of

those works presumably would not have
been made available at all ff access -
Control measures had not been

available. Indeed, it appears that many
of the "sole source" works identified by

the Aznerican Library Association are

works .that most likely did not exist in

the predigital era. See C162, p. 24..As
with "thin copyright" works, no

showing has been made of an adverse
impact on the purposes set forth in

1201(a}(1)(C)(ii} and (iii).

3. Audiovisual Works on Digital

Versatile Discs (DVDs)

• More comments and testimony were
submitted on the subject of motion

pictures on digital versatile discs

{DVDs) and the technological measures

employed on DVDs, primarily Content
Scrambling System{"CSS"), than on

any other subject in this rulemaking.

DVDs are digital media, similar to

compact discs but with greater capacity:
on which motion pictures and other

audiovisual and other works may be
stored. DVDs have recently Become a

it Nonetheless,.that evidence would l_ave to be

balanced against an author's right to grant a=ess to
awork.By definition,anyunpublishedcreative
workisalmostcortaintobeavailableonlyfroma
single source---the author.Historically,.there has
neverbeenatight.t6accessanunpublishedwork.
and thelawhasguardedanauthor'srighttoControl
firstpublication.Evenwhen materialhasalready
beenpublished,thereisno absoluterightofaccess.
Evenwithnondigita]formats,one musteither
purchasea copyoftheworkorgotosomeonewho

haspurchaseda copy!e.g.,alibrary}inorderto
obtain access to it.



Federal Register / Vol. 65, No. 209 / Friday, October 27, 2000 / Rules and Regulations

i :" .predominant medium, for the
distribution of motion pictures in the

_!":' "home video" market. CSS is an
_ encryption system used on most

commercially distributed DV'Ds of
motion pictures..DV'Ds with CSS may be
viewed only on'equipment licensed by "
the DVD Copy Control Association
_DVD CCA). PH25. The terms of the

• DVD CCA license permits licensed
devices to decrypt and play--but not to
.copy--the films. For a more complete
discussion of DV'Ds and CSS, see
Universal City Studios, Inc. v.
Reimerdes, 111 F. Supp.2d 294
(S.D.N.Y. 2000}, 55 U.S.P.Q.2d 1873
{S.D.N.Y. 2000).

Proponents of an exemption for
motion pictures on DVDs raised four
general arguments. First, they asserted
that CSS represents a merger of access
and use controls, lz such that one of
those two control functions of the
technology cannot be circumvented
without also circumventing the other.
PH11. Since Congress prohibited only
the conduct of circumventing access
measures and declined to enact a

comparable prohibition against
circumvention of measures that protect
the fights of the copyright owner under
§ 1201(b), they argued that a merger of
controls exceeds the scope of the
congressional grant. In this view, the
merger of access and use controls would
effectively bootstrap the legal
prohibition against circumvention of
access controls to include copy controls
and thereby prevents a user from
making otherwise noninffinging uses of
lawfully acquired copies, such as
excerpting parts of the material on a
DVD for a film class, which might be a
fair use.

While this is a significant concern,
there are a number of considerations to
be balanced. From the comments and

testimony presented, it is clear that, at

major medium, although not yet the 'avoided by obtaining a copy of the work
in analog format. See House Manager's
Report; at 7 ("in assessing the impact of
the prohibition On theability to make
noninf_nging uses, the Secretary should
take into consideration the availability
of works in the particular class in other
formats that are not subject to
technological protections."). 13

- Thus far, no pr0ponentsofthis
argument for an exemption have come
forward with evidence of any
substantial or concrete harm. Aside
frombroadconcerns, there have been
very few specific problems alleged. The
allegations of harm raised were
generally hypothetical in nature,'
involved relatively insignificant uses, or
involved circumstances in which the
nonin_uging nature of the desired use
was questionable (e.g., backup copies of
the DVD) or unclear. T Robin Gross, 5/
19/00, pp. 314-15. This failure to
demonstrate actual harm in the years
since the implementation of the CSS
measures tends to undermine the fears

of proponents of an exemption.
Similarly, in all of the comments and

testimony on this issue, no explanation
has been offered of the technological
necessity for circumventing the access
conffols associated with DVDs in order
to circumvent the.copy controls. If the
copy control aspects of CSS may be
circumventedwithout circumventing its
access controls, this is clearly not a
violation of Section 1201(a)(1)(A}. There
was no showing that copy or use
controls could net be circumvented
without iriolating Section 1201(a)(1}. In
contrast, there was specific testimony
that an analog output copy control on
DVD players, Macrovision, could be
circumvented by an individual withOUt
circumventing the CSS protection
measures and without violating section
1201(a)(1). T Marks, 5/19/00, pp.345-
46. It would appear that circumvention

of the Macrovision control, conduct not
prohibited by any of the provisions of
section 1201, would enable many of the
noninfringing uses alleged to be
prevented. If in a subsequent
rulemaking proceeding one could show
that a particular "copy" or "use" control
could not in fact be circumvented on a

legitimately acquired copy without also
circumventing the access measure, one
might meet the required burden on this
issue.

The merger of technological measures
that protect access and copying does not
appear to have been anticipated by
Congress. TM Congress did create a
distinction between the conduct of
circumvention of access controls and
the conduct of circumvention of use.
controls by prohibiting the former while
permitting the latter, but neither the
language of section 1201 nor the
legislative history addresses the
possibility of access controls that also
restrict use. It is unclear how a court
might address this issue. It would be
helpful if Congress were to clarify its
intent, since the implementation of •
merged technological measures arguably
would undermine Congress's decision
to offer disparate treatment for access
controls and use controls in section
1201. "

At present, on the current record, it"
would be imprudent to venture too far.
on this issue in the absence of
congressional guidance. The issue of
merged access and use measures may
become a significant problem. The
Copyright Office intends to monitor this
issue during the next three years and
hopes to have the benefit of a dearer
record and guidance from Congress at
the time of the next nflemaking
proceeding.

Another argument raised in the "
cotangents and tesfimonyregarding
DVDs is that users of Linux and other

present, most works available in DVD
format are also available in an,41og.
format WHS tape) as well. R123, T
Marks, 5/19/00, p. 301. When
distributed in analog formats--formats
in which distribution.is likely to
continue for the foreseeable future--
these works are noi protected by any
technological measures controlling.
access. WS Sorkin, p. 5. Therefore, any
harm caused by the existence of access
control'measures used:in DVDs can be

zzha this discu_ion, the term "use cdntrols" is

used asa shorthand term forlteclmological
measures that effectively protect rights of copyright
owners under title 17.(e.g.,copy controls_--the
contrels that are the subject of the prohibition
aS_ast certmu technologies, products, services, .
devices and components found in Section ....
"zzo'KblC',-.I. - "

_s Perhaps the best case for actual harm in this operating systems.who own computers

context was made with respect to matter that is with DVD drives and who purchase
available along w_ith the motion picture in DVD legitimate copies Of audiovisual works
format but not available in videotape format, such • on DVDs shouldbe able to view these
as outtakes, interviews with actors and directors,

addifional langu_e features, etc. See C204, p. 4.
However. this ancillary material traditionally has
not been available in copies for distribution to the
general public, and it appears that it is only with -
the'advent of the DVD format that motion picture

producers have been Willing or at_le.to include such
material along with copies of the motionpicturas
themselves. Because of.th/s andbecause motion
picture producers are generally unwilling to release

.their works _u DVD format unle_ they are protected
by acce_ control measures, it cannot be mid that "
en_orc_ Sectioll 1201[a](I ) would, in the words of
the Commerce Committee, result "in less accass,

rather than more, to copyrighted materials that are "
important to education, scholarship_ and other
socially vital endeavors." See Commerce Comm.
Report, at 35. Thus. it .appears that the a*_aflability
of access control me_curas has resulted in greater
availability of these materials. •

works_ Many IAnux users have
complained that they are unable to view
the works on their computers because a
licensed player has not yet been
developed for the Linu.x OS platform.
R56,PHll, PH3. While this situation
created frustration for legitimate users,

_4 However, CSS was already in development in
1998 when the DMCA was enacted. It cannot be

presumed that the dral:ters of t.ec_on 12el(a) were
unaware of CSS. IfCSS does involve a merger of.
access controls and copy controls, it is conceivable
that the drafters of section 1201(a](1) were aware of
that. And itls quite possible that they anticipeted
that C__S would be a "technological measure that
effectively controls access to a work.'"

j' .

... •.,. •
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the problem requires balancing of other
considerations.

The reasonable availability of
alternate operating systems (dual
bootable) or dedicated players for

televisions suggests that the problem is
one of preference and inconvenience,
and leads to the conclusion that an -

exemption is not warranted. T Metalitz,

5/1'9/00, pp. 298-99. Moreover, with the
rapidly growing market of Linux users,

it is commercially viable to create a
player for this particular operating
system. T Metalitz, 5/19/00, pp. 297-98.

DVD CSS has expressed its willingness
to license such players, and in fact has

licensed such players. PH25. There is

evidence that Linux players are

currently being developed (Sigma
Designs and Intervideo) and should be
available in the near future. 'It appears
likely that the market place will soon

resolve this p_ur_dcular concern. PH123
fMPAA): •

While it does not appear that
Congress anticipated that persons who

legitimately acquired copies of works

• should be denied the ability to access
these works, there is no unqualified

right to access works on any particular
machine or device of the user's

choosing. There are also.commercially

available options for owners'of DVD
ROM drives and legitimate DVD discs.
Given the market alternatives, an

• exemption to benefit individuals who

wishto play their DVDs on computers
using the IAnux operating.system does

not appear to be warranted.

.beyond the scope recognized thus farby

the courts or by Congress in section

1201{i_.In section 1201 itself,Congress

addressed the issue of reverse

engineering _vith respect to computer
programs that are reverse engineered for

the purpose of interoperability under
certain circumstances to theY"extent any
such acts of identificationand analysis

do not constitute infringement under
this title." One court has rejected the

applicability of section 1201(0 to

reverse engineering of DVDs. Universal

City Studios, Inc. v. Beimerdes, 82
F.Supp.2d 211,217-18 (S.D.N.Y. 2000);

see also Universal City Studios, Inc. v.
l_eimerdes, 111 F. Supp.2d 294
(S.D.N.Y. 2000), 55 U.S.P.Q.2d 1873

• (S.D.NX. 2000). That decision is on

appeal, If subsequent developments in

that case or future cases4ead to judicial

recognition that section 120"1(f) does

apply to a case such as this, then
presumably .there would be no need to

fashion an exemption pursuant to
section 1201{a)(1)(C).If,as the
ReAmerdes court has held,section

1201(f} does.not apply in such a
si_'uation,an agency fashioning

exemptions pursuant to section
1201(a)(1XC}'should proceed with

caution before creatingan exemption to

accommodate reverse engineering that
•goes beyond the scope of a related

exemption, enacted by Congress

expressly forthe purpose of reverse
engineering in another subsection ofthe

same section of the DMCA. In any.event,
a more compelling case must be made

It appears from the comments and before an exemption for reverse
testimony presented in this proceeding engineering of DVDs could be justified
that the motion picture industry relied . pursuant to section !201(a)(1)(c}, -

on CSS in order to make motion . -.The final argument in support of an -

pictures available in digital format, exemption for audiovisual works on
• R123. An exemption for motion pictures DVDs was based on the motion picture
on.DVDs would lead to.a decreased "iudustry:s use o.f_regioncoding as an

-: incentiveto distribute these:works on ", access control measure:Proponents of
:, this-very popular new medinm:.It an exemption argued _hat regioncoding

appears thattee.hnotQgicalmeasures on prevents-legitimate usersfrom playing
DVDs have increased the availability of . . foreign films On DVDs which were
..audiovisualworks .tothe general public, purchased abroad on theirmachines

• even though some-portion_ ofthe public that axe encoded to:play ouly'DVDs-with
have beer inconvenienced, regioncoding:[or the region that

• A third argument ralsed relating to _ncludes.the United States. C133, C231,
: DVDs was the asserted need to reverse .C234, R92/-PH11. ThereWas also some

: engineer DVDs in order to allowthem showing that _foi-eign releases of-
_ to be interoperable with nther devices or American and,foreign motion pictures
- operating systems. C10, C18_ C221. "may contain content that is not available
.While there has been limited judicial " -onthe American releases and that

recognition of a fight to reverse engineer circumvention may be necessary in
for purposes of interoperability of . order to access this material. T Gross, 5/
computer programsfin-the video game •19/00, p. 314. -
industry, see=Sega Enterprises, Inc. v. . • - .While theuse ofregion coding may
Accolade,'inc.;977 F.2d 1510"(9th Cir. ' .restrictunqualified access.to.allmovies,

1992);.Sony Computer Entertainment, :. thecomments'andtestJmonypresented
InC. v. Gonnectix; 203 F.3d 596 (gthCir. .on:this/ssue did not demonstrate that

2000), this rulemaking proceeding is not .this.restriction rises to the level of a
an appropriate forum in,which to substantial adverse effect. The problem

extend the recognition of such a right appears.to be confined to a relatively
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small number of users. The region

coding alsoseems to resultin
inconvenience rather than actual or

likely harm, because there are numerous
options available to individuals seeking

access to this foreign content {PAL

converters to view foreign videotapes,
limited reset of region code option on

DVD players, or purchase of players set

to different codes). Since the region
coding of audiovisual works on DVDs

serves legitimate purposes as an access
control, is and since this coding

encourages the distribution and

availabil/t 7 of digital audiovisual works,
on balance, the benefit to the public
exceeds the de m/n/m/s harm alleged at

•this time. If, at some time in the future,

material is available only. in digital
format protected by region codes and

the availability of alternative players is
' .restricted, a more compelling case for an

exemption might be made.
Consideration of the factors

enumerated in subsection 1201{a)(1)(C)

supports theconclusion that no
exemption is warranted for this
proposed class. The-release of
audiovisual works on DVDs was

predicated on the abilityto limit piracy

through the use of technological access
control measures. R123. These works

:are widely available-in'digital format
.and-me also readily available in analog

format.-R123and INS Sorkin, p. 5. The

digital .release of motion pictures has
benefitted the public by providing better

quality and enhanced features on DVDs.

While Linux users represent a
significant and "growing segment of the

population and while these users have
:experienced inconvenieilces, the 'market
.is likely to remedylthis problem soon.
PH25. See the discussion of the Linux

players being developed'by Sigma
Designs andIntervideo, above.

.Moreover, there are commercially
reasonable alternatives available to

these-users: R123. "The restrictions on
: DVDs are presently offset by the overall

benefit _o the-publicresulting from

digital release of audiovisual works.
-Therefore, at present the existence of

"rteclmologica] measures that control
access to niofibn pictures on DVDs has .
not'had a-significant adverse impact on
the availabilityof those works to the

-public at large.
.On the question of'the availability for

use of works for nonprofit archival,
" .preservation, and educational purposes,

.there .was minimal evidence presented
that these uses have been or are likely

• to be adversely affected during file

.'z_sAmong other purposes, it prevents the
marketingof DVDs of a motion picture, in a region
.of4he _vorldwh _erethe motionpicture has notyet
been.released in theatres, or is still being exhibited
in,theatres. See PH12,pp. 3--4.

. . . .::_:_
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ensuing three year period. &s stated
above, facts relating to the issue of the

• existence of merged access and use
controls may be presented in the next.
triennial rulemaking proceeding to
determine whether the prohibition on
circumvention of access_controls is

being employed in such a manner that
it also restricts non_ging uses.

The impact that the prohibition on the
circumvention of technological
measures applied to copyrighted works
has had oris likely to have on criticism,
comment news reporting, teaching,
scholarship, or research is uncertain. At
present, the concerns expressed were
speculative and the examples of the
prohihition's likely adverse effects were
minimal. At this time it appears likely
that these concerns will be tempered by

.the market. If the market does not
• effectively resolve problems and

sufficient evidence of substantial
adverse effects are presented in the next
triennial rnlemaking proceeding, the
Register will re-assess the need for an
exemption.

At this _ime it appears clear from the
evidence that the circumventign of
technological protection measures
would be likely to have an adverse
effect on the availabihty of digital works
on DVDs to the public. The.music
indnstry's reluctance to distribute works
on DVDs as a consequence of

• circumvention ofCSSis a specific .
example of the potential effect on

• availability:. "In fact, it was the very
hack of CSS that caused a delay in.
introduction of DVD audi_ into the
marketplace." T Sherman, 5/3/2000, p. "
18. Since the circumvention of
technological access control measures
will delay the availability of '.'use- :
facilitating" digital formats _hat will
benefit the public and 'that are proving.
to be-popular with the public, the
promulgation bf anexemption mustbe
carefully considered after a balancing of
all the foregoing considerations. At
present,-the evidence Weighs against an.

" exemption for audiovisual works on
DVDs. • .: ...'.

-4. Video Games in Formats Playable
Only on Dedicated Plaffoi'ms

;. , . • . ..

A number of _omments and' one
witness at the hearings sought an .
exemp_on fo r video games that are
playable only on proprietary players. T
Hangartner, 5/17/00; p.•247, R73, R109.
The ai:glunents in'support of an •
exemption for video ganges included
three issues: reverse engineering of the
games for inter0Perability to other
platforms, merger of access and use
consols; and region Cochng of the . .
games.. . .... . . .

The existence of video games playable '
on dedicated platforms is not a new
phenomenon in the marketplace. The
Computer Software Rental Amendments
ACt of 1990 expressly provides for
different treatment of video games sold
only for use with proprietary platforms
and those licensed for use on a

computer capable of reproduction,
recognizing the lower risk that the
former will be copied to the detriment
of the copyright owner. 17 U.S.C.
109(b)(1)(B)(ii]. In the few comments
addressing the need for interoperability
of video games, there was very little
evidentiary support for this alleged
need. In fact, the testimony on behalf of
Bleem, Inc. demonstrated that in cases
involving interoperability of video
games, courts have held either that
section 1201 is inapplicable or that the

• exemption in 1201(0 shields this
activity for purposes of discovering
functional elements necessary for
interoperability. T Hangartner, 5/19/00,
p. 250; T Russell,5/19/00, p. 332. Since
the Basic Input Output System (BIOS) in
these dedicated platforms is a computer
program, section 1201(0 would appear
to address the problem. To the extent
that an identifiable problem exists that
is outside the scope of section 1201(0,

and therefore potentially within the .
scope of this rulemaking, its existence
has not been sufficiently articulated to
support the recommendation for an-
exemption. See also the discussion of
reverse engineering below in Section
III.E.5,

The claim that the technological
measures protecting access.to video "
games also restrict nonin_inging uses of "
the games also has not been supported
by any verifiable evidence. For example,
while the backup o_ such a work may
be a noninfringing Use, no evidence has
been presented that access control
measures, as distinguished.from copy
control measures, have caused an
inability to make-a backup, and the
latter is the more likely cause. Nor has "
there been any showing that any copy..
or use control has been merged with an
access control, such that the former
cannot be circumvented without .the
latter. • ....

The paucity of evidence supporting
an exemption on the basis of region
coding similarly precludes a
recommendation for an exemption. The
few comments that mentioned this issue
do not rise to the level of substantial
adverse affect that would warrant an

exemption for video games. •
The factors set forth'in section : . . -

1201(a)(1)(C) do not.support an
exemption.. There is no reason to believe

• that there has been any reduction in the
•availability of.video games for use

despite the fact that video games have
incorporated access controls and
dedicated platforms for many years. To
the extent there has been a need for
interoperability, it appears that section
1201(f) will allow functional features to
be determined as the courts have
allowed in the past. There has been
insufficient evidence presented to
indicate that video games have or will
become less available after § 1201(a](1)
goes into effect. There was no evidence
offered that the prohibition on
circumvention will adversely effect
nonprofit archival, preservation, or
educational uses of these works. There
was also no evidence presented that the
prohibition would have an adverse "
effect on criticism, comment, news
reporting, teaching, scholarship, or
research. On the other hand, there was
little evidence that circumvention
would have a'negative impact on the
market for or value of these copyrighted
works, but this is of little consequence
given the de minimis showing of any -
adverse impact access control measures
have had on availability of the works for
noninfringing uses.

5. Computer Programs and Other Digital
Works for Purposes of Reveme
Engineering

"Anumber of commenters asserted
that reverse "engineering is a
noninfringing use that should be
exempted for all classes of.digital works.
C143, R82. As already noted, reverse
engineering was also raised as a basis
for an exemption in relation to
audiovisual works on DVDs and video
games. C221. The arguments raised in
support of a reverse engineering
exemption for such works are addressed
above. To the extent that reverse
engineering is proposed for all classes of
digital works, it does not meet the
criteria of a class. A "class of works"
cannot be defined simply in terms of the
purpose for which circumvention is
desired. See the discussion above,
Section llLA.3. •

Moreover, to the extent that
comxnentersseek an exemption to
permit reverse engineering of computer
programs, the case has not been made
even if it is permissible to designatea
class of "computer programs for the
purpose of reverse engineering." When
it enacted section 1201, Congress carved

..out a specific exemption for reverse
engineering of computer programs,
section 1201(f). That exemption permits
circumventionof an access control
measure in order to engage in reverse
engineering of a computer program with
the purpose.of achieving '-..
interoperability of an independently
created computer program with other
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programs, under certain circumstances
set forth in the statute. When Congress .
has specifically addressed the issue by
creating a statutory exemption •for
reverse engineering in the same
legislation that established this
rulemaking.process, the Librarian
should proceed cautiously before, in
effect, expanding the section i201{0
statutory exemption by creating a
broader exemption pursuant to section
-1201(a)(1)(C).

The proponents of an exemption for
reverse engineering have expressed their
dissatisfaction with the limited
circumstances under which section

1201(f) permits reverse engineering
(C13, C30), but the case they have made
is for the "legislator rather than for the
Librarian. If, in the next three years,
there is evidence that access control
measures are actually impeding
noninfzmging uses of.works that should
be permitted, that evidence can be
presented in the next triennial
rulemaking proceeding. Such'evidence
was not presented in-the current
proceeding.

To.the extent that commenters have
sought an exemption to permit reverse
engineering for purposes of making
digitally formatted works other than
computer programs interoperable (i.e.,
'accessible on a device other than the

device selected by the copyright owner),
it seems likely that the work will
incorporate a computer program or
reside on a medium along with a
computer program and that it will be the
computer pro_am that must.be reverse
engineered in order 1o make the work .
interoperable. In such cases, section . .
'1201(f} woul d appearto resolve the
issue. To the extem that reverse

engineering of something other than a
computer program may .be necessary,
proponents of a reverse ehgineerihg
exemption Would be asking the

• Librarian to do What no court has ever

done: to-find that reverse engineering of
•..something other than a computer
program.c0nstitutes fkir use.or some

• other noninkinging use. It is -
conceivable that the courts may address
that issue one day, but it is not
appropriate to address that issue of first
impres_i6n in th/s rulemaking
proceeding without the benefit of

.-judicia/or statutory gnidance..
-The factors set" forth in section

1201(a)(1}(C) have already been ,
discussed In the context of audiovisual

works on DVDs and.videogames, the
two specific "classes of Works for Which
a reverse-engineering exemption has
.been sought. Those factors do not
supportan exemption for reverse
engineering.

6. Encryption Research Purposes

A number of commenters urged that
a broader encryption research
exemption is needed than is contained
Insection 1201_g}. See, e.g., C185, C30,
R55, RT0. Dissatisfaction was expressed
with the restrictiveness of the •

• requirement to attempt to secure the
copyright owner's permission before
circumventing. C153. See 17 U.S.C.
1201(g)(2)(C ). Most of the references to
statutory deficiencies regarding .
encryption research, however, merely
state that the .provisions are too narrow.
See, .e.g., PH20.

As with reverse engineering,
proponents of.an exemption for
encryption research are asking the
Librarian.to give •them a broader
exemption than Congress was willing to
•enact. But they have not carried their
burden ofdemonstrating that the
limitations of section 1201(g] have
prevented them or are likely in the next
three years to prevent them from
engaging in noninfi'inging.uses. With
respect to.encryption'research, the
-DMCA required the Copyright Office.
and the National Telecommunications
and Information Administration of the
Department of Commerce to submit a
joint report to Congress on the effect the
exemption in section 1201[g) has had on
encryption research and the
development of encryption technology,
the adequacy and effectiveness of
technological measures designed to
.protect copyrighted works; and
protection of copyright owners against
the unauthorized access:to their

encrypted copyrighted works. The .
Copyright Office and NTIA submitted
that repoi't in May, 2000. Report to
Congress- Joint Study of Section 1201(g)
of The Digital l_ffllennium Copyright
Act (postedat http://www.loc.gov/
copyright/reportslst_idiesl
dmqa_report.html an d http://
www.ntia.doc.gov/reports/dmca). In that
report, NTIA and the Copyright Office
concluded that"[o]f the 13 comments
received in response to .the Copyright
Office's and NTIA's solicitation,.not one
_dentified a torrent, discernable impact
on encryption research and the "

- development of encryption technology;
the adequacy.and effectiveness of .
technological protection for "copyrighted'

•works;'or protection of'copyi'ight
owners against the Unauthorized access -
to .their encrypted copyrighted works,
engendered by SectiOn 1201{g}." That
conclnsion is equally applicable io the
comments onencryption research
submitted In this proceeding.. - .

.Moreover, an exemption for
-encryption research is not focused on a
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class of works. See discussion above,
Section FI1.A.3.

7. "Fair Use" Works

A large number of commenters urged
the Register to recommend an
exemption to circumvent access control
measures for fair use purposes.
Responding to the statutory requirement
of designating a "particular classes of
works." the Higher Education
Associations (the Association of
American Universities, the National
Association of State Universities and
Land Grant Colleges, and the American
Council on Education) put forth within
a broad class of "fair use works" the
specific, classes that are most likely to be
used by libraries and educational
institutions for purposes of fair use.
PH24. The classes are scientific and

social databases, textbooks, scholarly
" journals, academic monographs and

treatises, law reports and educational
audio/visual works. A witness testifying
on behalf of the Higher Education
Associations explained that these works
should be exempted where.the purpose
of using the works is fair use. T
•Gasaway, 5/18/00, p. 74. The Highbr
Education Associations also suggested
that the exemption could be further
limited to specific classes of persons
who were likely to be fair users. PH24,
at 12.

To the extent that proponents of such
an exemption seek to limit its
applicability tocertain classes of users
or uses, or to certain purposes, such
.limitations are beyond the scope of this
rulemaking. It is the Librarian's task to
determine whether to exempt any
"particular class of works." 17 U.S.C.
1201(a)(1)(B),(C) (emphasis added). See
the discussion above/Section ]T[.A.3.

The merits of an exemption for
scientific and social databases have
already been discussedto some extent
in the treatment of "thin copyright"
works and sole.source works. To the

extent that _ese works are not in these
previously.addressed classes; even
though scientific and social databases
can beseen to present an appropriate
class, the case for an exemption has not
been presented. No evidence was
submitted that specific'works in these
named cAasses have been or are likely to
be inaccessible because educational
institutions or libraries,havebeen

prevented from _venting.them
Although the proponents of this
exemption allege:that if they are
prevented from circumvefltiag these
particular classes of works, they and
those they represent will not be able to
•exercise fair use as to this class of

-works, theY-have not demonstrated that
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_/i.. ' theyhave been unable to.engage insuch See the discussion above, Section : does not prohibit libraries and archives
_:::: :. ;USes.because of access control measures. "rff.A:3. The Office is limited to fromthe conduct of circumventing copy
i:!;'" Many ofthe'concernsraisedby
: proponentsofsuchan exemption are

-:actuallyrelatedtocopy control

• measures ratherthan accesscontrol
•measures.See,e.g.;R75 (National
.LibraryofMedicine}.Ifalibraryor
highereducationinstitutionhas access

• toa work,-section.1201.does notprevent
'theconduct of_:ircumventing or-preservematerialstiedtoa more

. technologicalmeasures thatpreventthe'-particularclassofworks would be
copyingofthework. needed toestablish:anadverseeffectin -
Although textbooks;scholarly . thisrulemaking.Applicationofthe

journals;academicmonographs and ' .relevantfactorscannottakeplacein
treatises,law'reportsand.educational.. gross,'without.referencetoa specified
audiovisualworks have been mentioned classofworks.
ascandidatesforthisproposed classof . .Even ifsuch materialswere to
"fairuse'"works,proponentshavefailed constitutea particnlarclass,and.harm
todemonstratehow technological were .shown,adversecausesotherthan
measures thatcontrolaccesstosuch. "circumventionmusthe discountedin

recommending only particularclasses,
":andthen onlywhen ithas been
establishedthatactualharm has

."occurred,orthatharm willlikelyoccur.

.:Such a showing ofadverseeffecton all
.materialsthatmay need tobe archived

controls.Therefore,itisdifficultto
,.:understandhow an exemption from the
prohibitionon ci_cumventionofaccess
controlswould resolvethisproblem.
Some commenters have also

'complainedthatlicensingterms have
or preserved has not been made. required them to return CD-ROMs to
Demonstration of the inability to archive vendors in order to obtain updated

versions, thereby losing the ability to
retain the exchanged CD-ROM as an
archival copy. See, e.g., C162, p. 27. But
they have failed to explain ho_/
technological measures that control
access to the works on the CD-ROMS

,play any' role in their inability to archive
something that they have returnedto the
vendor. 17 In a future rulemaking

• proceeding, libraries and archives may
be able to identify particular classes of

works are preventing noninfringing uses :.
or will in the next three years prevent "
such uses. In fact, it.is not even clear
whether.technological measures, that
control access.are actually_used with -
respect to some of these types of works,
.e.g., textbooks. While it is easy to agree
that if access control .measures were

creating serious difficulties in making
lawful uses of these works, an
exemption .would be justified, the case :-
has not beenmade that this is a problem
or is about to be a problem.

Application'of the factors set forth in
_section 1201(a}(1)(C) to this proposed
"class of works is identical to the
analysis of those factors with respect to
•"th/n copyright",works d/scussed above
{Section ffI.EA) and,will not be repeated
here.

8. Material that Cannot.be Archived or
Preserved

. A,number of library associations
"expressed concern about'the general

: impact 0fthepro_dbiti0nagainst .
• circumvention onthe futureof " -

balancing the relevant factors. House works that they are unable to archive or
Manager's Report, at 6. The libraries and, preserve because of access control
-Higher Education Associations provided . measures, and thereby establish the
examples of problems due to:numerous, requisite harm.
other factors--licensing restrictions, . Because this proposed exemption
cost, lack of technological storage space, does not really.address a particular class
and uncertainty whether publishers will of works, application of the factors set
preserve their own materials. These are ..forth in section 1201(a)(1)(C) is difficult.
adverseeffectscausedby something
.otherthanthe prohibitionon
circumventionofaccesscontrol
measures. .

.TheHigherEducationAssociations

If particular classes of works were in
danger of disappearing due to access
control measures, then presumably all
of the factors (with the possible
exception of the factor relating to the

cite the frequent phenomenon of effect of circumvention on-the market
"disappearing,.' works--those appearing, for er value of the copyrighted works)
online or on disk today that may be would favor such an exemption. But the

• gone tomorrow, e.g.,.because they may
be.removed from an online database Or.
because the library or institution has"
access.to them:only during the term-of

. its license to use the Work. See T

Gasaway, 5/18/00, p. 38. This.
rulemaking proceeding cannot force
copyright owners to .archive their own
works. Moreover, assuming that :
:libraries :and other institutions are
.unable to engage in such archiving.

-current record.does not support an
exemption. .

9. Works Embodied in Copies Which
Have-Been Lawfiilly Acquired by Users
•Who•Subsequently Seek to Make Non- .

" infifinging Uses Thereof

• An:exemption for "works embodied
in copies which ha;ge been lawfidly

• acquired by users who subsequently
_-seek to make non-in.fnflging uses

archiving and preservatioja. See, e.g., . : themselves today, they have not " thereof" was put forward.by Peter ]aszi,
. C175,R75,:R80, C162_.p.26-29; 31-32; • explained how technological measuresl .a wituess representing the Digital Future

" R83, p. 2-4;.PH.18, p_5. To some extent, .that control access to th_se works are" Coalition, and was subsequently
•these Concerns may be addressed in the preventing:them from doing so. Rather endorsed by many members'of the

• second ofthe two recommended : it would appear that restrictions on ' academic,and library communities. T
exemptions_ to the degree that faulty or- Copying are more likely to be - Peter Jaszi, 5/3/00; _I"Julie Cohen, 5/4/
ohsoleteaccess Controlmeasuresmay be resp..onsible.,for the pre.b!em.. S,ee.R75.,..., 00, PH22, TDiana'Vogelsong, 5/3/00. In

• prevehtinglibrdrie..dand othersfrom tr_auonalLdor'd2"yOIMemcme s.mammy addition,itwas endorsed by the
gaining authorized aqcess'to w0rks.in..

-- order to'archive'them.But more
' . generally,librariesexpressedconcerns -

' _ "'-that digital works for which there are no_
established' n0n-digital alternatives may
not bearchived. C162, p.26-29. " .

-. Because materials that libraries and
•. • . others desire tO archive or preserve cut

acrossallclasses_fworks, theseworks
do not constituteaparticularclass.le

to preserve Ouline.Journal of Current . . . comments of the Assistant Secretary of"

x6The NationalDigitalLibraryand.theMotion

PictureBroadcastingand Re_orded Sound Division- such circumvention inthe next threeyears.

Clinical Trials and videotapes, . .
apparontly:becanse of restrictions.on ' "
copying}; C162,pp. 25-29{American .
Library Association et aL)..Section 1201.

• of the Library of Congress addressed the class of

audiovisualworks when it stated that, to carry'out
their mission, they may need to circumvent access
controls to preserve these materials for the long
term. However. they did not state that they have
thus far had such a need or that they are aware of

• circumstances l_kely to require them to engage in

Commercefor.Communications and
Information.See discussionabove,

SectionIH.B.Similar'exemptionsWere
independentlyprop0sed.byother

_ con_menters.PH24 {AAU}; PH18 (AI.,A},

PH2.1.These propo§ed exemptions focus
on allowingcircumventionby usersfor

x_A relatedissue,CD-ROMS with faultyaccess

•dont_'oisthaterroneouslyexclude authorizedusers

from access,isaddressedin thesecond exemption

_recommende d by the Register.
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tbe A.sseclationof American •
Universities' proposal-would limit the
abilitytocircumventaftertheperiodof
lawfulaccesstouserspossessinga
physicalcopy ofthework.

The proponentsforthisexemption
fearthatpay-per-usebusinessmodels

(usingwhat aresometimes called.
"persistentaccesscontrols')willbe
used tolockup works,forcingpayment
foreachtimethework isaccessed,in

addition,theyfearthatpersistentaccess
controlswillbe'usedtoconsti_inthe.

abilityofusers,subsequenttoinitial
access,tomake usesthatwould
otherwisebe permissible,includingfair
uses.Withoutthisexemption,they
assert,thetraditionalbalanceo£

copyrightwould be upset,tippingit
drastically infavorofthecopyright
owners and making it more difficult
and/or expensive for users to engage in
usesthatarepermittedtoday.
Therefore,thesecemmenters propose

an exemption for a class of "works
embodied in copies which have been
tawfuily acquired by users who
'subsequentlyseektomake non-
,infi'inging usesthereof."In substance,
the proposal would exempt allUsers
who wish tomake n_g uses,
regardlessofthetypeofwork,provided
that theyeither law_.ly acquire a copy
or,insome versionsoftheproposal,

lawfullyacquireaccessprivileges.'This
exemption,commenters argue,win
equitablymaintainthecopyright
balance.Itwould allowcopyright
owners tocontrolthedistributkmeL

and initialeuthoriza_onofaccessto,
copiesoftheirworks,whileallowing
userstoci_mnvent thoseaccess

controlsfornomnfzingiaguses_er
theyhave lawfi_yaccessedoracquired
them.

However, for severed reasdns, _e
"class" they propose is not within the
scope of this rulemaking. First, none of
the proposals adequately define a
"class" of the type this rulemaking '
tdlov_ the Librarian to oxempt. As
discussedabove inSectionI_.A.a,"a '

endorsed this proposed exemption, in
support of this proposal, NTIA made
only general references to one comment,
RCl13, and to the testimony of Julia
Cohen. Siva Vaidyanath.n. Sar_.h Wiant,
JamesNeal,FrederickWeingarten,and
the ConsortiumsofCollege and
University Media Centers (CCUMC).
NTIA did not specifically identify what
evidence these witnesses and

commentate had provided: apart from
notingthattheyprovided numerous
examples regarding the manner in

which persistent access,controlsrestrict
the flow of information and testimony
aboi_t "impediments to archiving and
preservationofdigitalworks,teaching,
and digitaldivideconc6ms."The latter
concernisaddressedinSectionI_.E.8.
The one comment citedby NTLA

•relatedtomedicalrecordsthatare

stored in proprietary formats. RC_t13. It
doesnot appearfrom that single.
comment--the only comment or

• testimony submitted on the issue--that
the _problem identified by the
commenter related to technological
rues.auras that control access to

copyrighted works. The commenter
raised legitimate concer_as about
difficultiesinconvertingdata fr6m one'
format toanother.One can speculate
that in thefuture, accesscontrol

measures might be applied tomedical
data and prevent health care workers
from obtaining needed access, but the
commenter didnotmake thecasethat

this'is happeni_ or is likelyto happen
inthenextthree years. , ,
The testimonycitedby NTIA relating

to access-controlsthat restricttheflow
of information raised many fears and
concernsbutminimal distinct,
verifiable,or measurableimpacts. Of
course, it is a tautology that any .
measurethatcontrolsaccess toa work

will, by definition,atleast tosome
._o restrict theflow ofthe

ation in thework. But althoi_gh '
many of the wimesses complained
about "persistent accesscontrols,"they "
did _ot present specific examples of any
evidenceofpresent orlikelynontrivial

particular_lassofwork" must be adverseeffectscausallyrelatedtosuch
determinedprimarilyby referenceto . controls3aThe.tasO.monyrelatingto
qualities of the work itself. It calmot be noninf_gtng uses thatcould be "
defined by reference to.the class ofusers adversely affected has not been
orusesof thework,asthese.proposals• spec_ceLlyshown,tobecausedby
suggest:.Second,althoughthe access controlsasopposed toother
commenters have persuasively
articulatedtheirfearsabouthow these ,_m _.t,ode,t_osewime=,sea_ittedthat

business models will develop and affect "the hw b_ mused litth harmyet" _ that "my
,'their ability to engage in no_ fe_,s_ s_.d_ti,,e _d _mis_ ' T

uses, they have not made the case that " v-tdyama_, smtoa, p. _, t_oth_ of th_
witness_admitted thatlibrarian*have not ,yet

these fe_ ate now being realized, or . _zlenced the"persistentaccesscontl_ls ' f_r_d
that theyarelikely be realized in the bypropopentsofthis exemption. T NeaLel4100,p.
nextthreeyearn, _z.

recora tot a nnamg mat me mzen
testimony rises to the level of disti
verifiable and measurable impacts
justifying an exemptionat thistime
Finally,theproposedexemption

p_rallelselementsofan approachth
was considered,and ultimatelyrejec
byCongressduring the drafting of th,
law.The versiono£the DMCA that w

passed by the House of Representatiw
on August 4, 1998, contained a'. .
provisionthat requireda rulemaking
_roceedingthatwould determine

asses of works for which, inter alia,
users"who have gainedlawful initial
accesstoa copyrightedwork" would be
adverselyaffected in their abilityto
make noninlringinguses.FIR2281 El-l,
Section 1201{a)(1)(B)"

The prohibitioncontained ,in subparagraph
{A)shalldotapplytopersonswith_espect
to a copyrightadwork whichisina
p_n_icularclassof weeks and tewhichsuch
pe.xsenshavegainedinitiallawfulaccess,if
suchper_ensare, orarelikelytobeinthe
succeeding3-year _rted_ adverselyaffected
byvirtueofsuchprohibitionintheirability
tomake nonin.fringinguses ef that particular
class of worksunderthis title, as determined
under subparagraph (C)."

See a/so section1201(a)(1](D).
Thus,when itfirstpassedthe DMCA

theHouse ofRepresentativesappearsto
have-a_ed withmuch oft,he approach
takenby theproponentsofthis
exemption.But thefactthatCongress
ultimatelyrelectedti_sapproachwhen
it enacted the DMCA and, instead,
deletedtheprovisionthathad limited
theapplicabilityoftheexemptionsto
persons who have gainedinitiallawful
access,isclearindicationthaithe
Librariandoes nothave thepower to
fashiona classofworks basedupon
such aLimitation.Such an exemption is
more properlya subjectoflegislation,
rather than of a rulemakingthe objectof
which is to determine what classesof
-worksaretobe exempted _'om the "
prohibitionon circumventionofaccess
controls.

10.Exemption forPublicBroadcasting
Entities

The PublicBroadcasting Servi'ce,
National Public Radio, and the
Association of America'sPublic.
TelevisionStatio_describedthepublic
broadcastingentities_need touse sound
recto;dings,publishedmusicalworks
andpublishedpictorial,graphicand
sculpturalworks inaccordancewith
_exemptions and statutory licenses under
section114('0)and llS(d) ofthe
Copyright Act RI06.They observe that
if copyright owners encryptedthese
classes o_ works, they would not be able
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_mak_e noninfringing uses of them 1. Compilationsconsistingof ]is= of PART 201nGENERAL PROVISIONS
---_; -- ant to the Statute But their websitas blocked by filtering software • - -
_m_u . " • applications; and . - • • .

_submJsszon addressed potential adverse "2 r ;,_; w^,_o _cludin ..... uter 1. The authonty rotation for part 201
_dffects of the prehibifion on ' uro_ams'_d da'_abases protected'by access continues to read as follows:
_:._:_.circumvention, not current or even c_0nt_ol_ mechanisms that fail tOpermit access Authority. 17 U S C702.
_!':likely:adverse effects.There has been no because of malfunction, damage or " - - '
_'%=_".allegation that public broadcasters have obsoleteness. 2. A new § 201.40 is added to read as

!i_:. encountered or are about to encounter " The Register notes that any exemption, follows:
technological protection measures that of classes of copyrighted works . § 201.40 Exemptionto prohibition against

' prevent them from exercising their published by the Librarian will be circumvention.
• rights pursuant to sections 114 and 118• effective only until .October 28, 2003. "

•If public broadcasting entities were Before that period expires, the Register (a) General This section prescribes
- the classes of copyrighted works for

able to demonstrate'such adverse = will initiate a new rulemaking to which the Librarian of Congress has
impact, a s_ong case mightbe made for consider de nov0 what classes of
an exemption for sound recordings, copyrighted works, if any, should be determined, pursuant to 17 U.S.C:
published musical works and published' exempt from § 1201(a)(1)(A} " 1201(a)(1)(C} and (D), that noninfringing
pictorial, graphic and sculptural works. Commencing October 28, 2003. uses by persons who are users of such

• - " works are, or are likely to be, adversely
In part for that :very l'eason, public . Marybeth Peters, affected. The prohibition against
broadcasters may not experience serious BegisterofCopyrights. ". circumvention of technological
adverse impacts on their abili.ty to hse
such'workspursuanttothecompulsory DeterminationoftheLibrarianof measures thatcontrolaccessto

" copyrightedw0rksset forth in 17 u.S.C.

licenses,because copyrightowners will Congress " 1201(a)(1}(A)shallnot applytosuch
have everyincentivetofacilitate those Having duly considered and accepted users of the prescribed classes of
permitted uses.:Indeed, the public the recommendation of the Register of copyrighted works.' . "
broadcasters stated that they "believe Copyrights concerning what classes of
that the developing methods'of copyrighted works should be exempt . {b) C1usses of copyrighted works.
technologicalprotectionwillbe - from.17U.S.C.1201(a)(1}(A),the " Pursuanttotheauthoritysetforthin 17

deployed "tosupportnew ways of LibrarianofCongressisexercisinghis U.S.C.1201(a}(1}{C}and (13},and upon
disseminating'copyFightedmaterialsto authorityunder 17 U.S.C.1201(a}(1}(C} therecommendation oftheRegisterof
users,and tosafeguardthe availability and {D}and ispublishingasa new rule copyrights,theLibrarianhas .."
of"works tothepublic."Id. " thetwo classesofcopyrightedworks determinedthattwo classesof

Inany event,thereisno need at thatshallbe sub)ecttothe exemption copyrightedworks shallbe subjectto
presentforan exemption tO found in17 U.S.C.1201(a}{1)(B)from theexemption found in17 U.S.C.

thepr011ibitionagainstcircumventionof 1201(a)(1){B)from theprohibition
accommodate theneeds ofpublic againstcircumventionoftechnological•technologicalmeasures thateffectively
br0adcasters" con_ol accesstocopyrightedworks set measures thateffectivelycontrolaccess
IV. Conclusion forth in 17 U.S.C. 1201(a)(1)(A) for the to copyrighted works set forth in 17

• ' period from October 28, 2000 to October U_S.C. 1201(a)(1)A) for the period from
Pursuant to the mandate of 17 U.S.C. 28, 2003. The classes are: October 28, 2000 to October 28, 2003. '

1201 {b)and havingconsideredthe • 1.Compilationsconsistingoflistsof The exempted classesofworks are:
evidencein'therecord:the.contentions websitesblockedbyfilteringsoftware (1}CompilationsconsistingOflistsof
of the parties, and the statutory ' -" applications; and " websites blocked by. filtering software-
objectives, the Register of Copyrights . 2. Literary works, including computer applications;and -
recommends that the Librarian of programs and databases, protected by access ' (2} Literary works, including
Congres s publish two classes of. control mechanisms that fail t6 permit access computer pr0grams and databases,
copyrighted works where the Register because ot malfunction, damage'or protected by access •con_ol mechanisms
has found that n oninfringdng uses by . obsoleteness. ". - :. . . that failto permit access because Of
users Of such copyrighted works are,or List.ofSubjects h137 CFR Part 201 malfunction,damage or obsoleteness.
axe likely.to'be_.adversely affected, and .. .. .
the prohibiti0n found in 17 U.S.C. 1201 Copyright Exemptions to prohibition Dated: October 23, 2000_
(a).:should not apply to such ns6rs With " against circumx;ention. :- • - " Iames H. Billington, : _
"respect to• such class of workfor the _ For the :reason_ set forth in the The _'brarian.ofCongress .
ensuing 3-year period. The.classes of - ' preambld, theLibrary amends 37. _ • -[FRDoc. 00--27714 Fried 10-26-:-00; 8:45 ar_! :"

..work so identified are: " ".. : _. " " part 201 as follows:. .,. SaUNG.coOe1410--ao-P.•
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I '" "October 12, 1998 CONGRESSIONAL RECORD--HOUSE H10615worker stance. The result will be a public pol- Madam Speaker, I rise in support of O 1700

icy morass. H.R. 2281, the Digital Millennium Copy- It furthermore makes it unlawfui to

! hope that we can return to this subject right Act. It is not uncommon on this deliberately alter or delete information
next year and hopefully return integrity to tele- Hill for many people to take great provided by a copyright owner which

communications policy by cleaning up the pride in authorship and oftentimes identifies a work, its owner and its .per-
problems created by placing auction revenue,
above all other values, as our h_ghest public

Again, I want to commend Chairman BULKY,
Chairman TAUZIN, Mr. DINGELL, and our other

colleagues for their work on _s measure and
urge the House to sup_d it.

Mr. BLILEY. Madam Speaker, I urge

the adoption of the bill, and I yield
back the balance of my time.

The SPEAKER pro tempore (Mrs.
EMERSON). The question is on the mo-
tion offered by the gentleman from

Virginia (Mr. BI2LEy) that the House
suspend the rules and pass the bill,
H.R. 3888. as amended.

The question was taken; and (two-
thirds having voted in favor thereof)

th e rules were suspended and the bill,
as amended, was passed.

A moron to reconsider was laid on
the table.

DIGITAL _I'UM COPYRIGHT

ACT

Mr. COBLE. Madam Speaker.' I move

to suspend the rules and agree to the
conference report on the bill (H.R. 2281)
to amend title 11, United States Code,
to implement the World Intellectual

Property Organization Copyright Trea-
ty and Performances kud Phonograms
Treaty, and for other purposes.

(For conference report, see proceed-
ings of the House of Thursday. October
8. 1998, at page H10048.)
The SP_ pro tempore. Pursu-

ant to the rule, the gentleman from
North Carolina (Mr. COBLS) and the
gentlewoman from Texas (Ms. JACK-
SON-LEE) each will control 20 minutes.

The Chair recognizes the gentleman
from North Carolina (Mr. COBLE).

Mr. COBLE. Madam Speaker, I yield
I0 minutes of my time to the gen-

tleman from Virginia (Mr. BLII_) and

ask unanimous consent that he be per-
mitted to control that time.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from North Carolina?

There was no objection.
Ms. JACKSON-LEE of Texas. Madam

Speaker, I yield 10 minutes of my time
to the gentleman from Michigan (Mr.
DINGELL) and ask u_s_[r_ous consent
that he be allowed to control that

time.
The SPEAKER Pro tempore. Is there

objection to the request of the gentle-
woman from Texas?

There was no objection.

GENERAL LRAVE

Mr. COBLE. Madam Speaker. I ask
unanimous consent that all Members

may have 5 legislative days within
which to revise and extend their re-
marks on the hill under consideration.

The SPEAKER pro tempore. Is there

objection to the request of the gen-
tleman from North Carolina?

There was no objection.
Mr. COBLE. Madam Speaker. I yield

myself such time as I may consume.

refer to legislation that comes from
our respective committees as "land-

mark legislation," but I think that all
who are familiar with this piece of leg-
islation will agree that this is truly

landmark legislation.
H.R. 2281 represents a monumental

improvement to our copyright law and
will enable the United States to remain

the world leader in the protection of

intellectual property.
Madam Speaker, we could not have

reached this point without the collec-
tive efforts of many. I thank the gen-

tleman from Illinois (Mr. HYDE), chair-
man of the Committee on the Judici-

ary, for his constant support and guid-

ance. I am also appreciative to the
work of the gentleman from Virginia
(Mr. GOODLATTE).

I thank the gentleman from Michi-
gan (Mr. CONYERS). ranking member of
the Committee on the Judiciary, and

the gentleman from Massachusetts
(Mr. FRANK), ranking member on the
Subcommittee on Courts and Intellec-

tual Property. I also thank the gen-
tleman from California (Mr. BERMAN)
who invested much time and effort in

developing this legislation.
The valuable contributions of several

members from the Committee on Com-

merce must also be recognized: the

gentleman from Virginia (Chairman
BLILEY); and the " gentleman from
Michigan (Mr. DmGFA,L), ranking mem-
ber; the gentleman from Louisiana (Mr.
TAuzm), chairman of the Subcommit-

tee on Telecommunications, Trade and
Consumer Protection; and the gen-

tleman from _hasetts (Mr. MAR-

KEY), ranking member; as well as the

gen_eman from Washington (Mr.

WHrrs); and the gentleman from Colo-

rado (Mr. DAN SC_FE_), who were
also instrumenr_1 In facilitating agree-

ment on portions Of the bill.

I finally must thank several senators
for their diligence in drafting and mov-

ing H.R. 2281: the chairman of the Sen-

ate Committee on the Judiciary, Sen-

ator Orrin HATCh; ranking member,

Senator Patrick _ of Vermont; as

well as my friend from South Carolina,
Senator Strom THURMOND; all were ln-
strttmenta3 in bringing about this im-
port, ant achievement in the copyright
law.

H.R. 2281 is the most comprehensive
copyright bill since 19"/6 and adds sub-
stantial value to our copyright law. -It

will implement two treaties which are
extremely important to ensure ade-
quate protection for American works
in countries around the world in the

digital age. It does this by making it

unlawful to defeat technological pro-

tections used by copyright owners to
protect their works, including prevent-
ing unlawful access and targeting de-
vices made to circumvent encrypted

material. *_***-***_- Payroll No.:
-Name: -Folios: -Date: -Sub format:

missible uses.
H.R. 2281 furthermore addresses a

number of other importan_ copyright
issues. It clarifies the Cireurnstances
under which on-line and Internet ac-

cess providers could be liable when in-
fringing material is transmitted on-

line through their services. It ensures
that independent service organizations
do not inadvertently become liable for

copyright infringement merely because
they have activated a machine in order
to service its hardware components. It

also creates an efficient statutory li-
censing system for certain Perform-
ances and reproductions mad6 by
webcasters which will benefit both the

users of copyrighted works and the
copyright owners.

Unfortunately, in arriving at the
final agreement on what would be in-
cluded in H.R. 2281, title V of the

House-passed version, which provided
for limited protection of databases, was
removed. I am pleased, however, that
we were able to bring that issue so far

this session. It is important legislation
that will benefit many Industries and
businesses in the United States, and ]
intend to work diligently next session

to pass it.
I appreciate and would be remiss ff I

did not mention at this time state-

ments by Senator I-D.TCH and Senator
LF_KY made on the floor of the other

body that they pledge to take up a

database protection bill early in the
next Congress.

Madam Speaker, 2281 is necessary
legislation to ensure the protection of
copyrighted works as the world moves
into the digital environment. This will
ensure that American works will flour-
ish as we move further into the "new
millennium.

I urge my colleagues to vote "yes"
on H.R. 2281.

Madam Speaker, I reserve the bal-
ance of rny time,

(Ms. JACKSON-LEE of Texas asked

and was given permission to revise and
extend her remarks.)

Ms. JACKSON-LEE of Texas:Madam

Speaker, I yield myself such time as I

consun2e.

I rise today in strong support of H.R.
2281, the Digital Millennium Copyright

Act, the passage of which many Mem-
bers on both sides of the issue doubted

was one of the priorities of the gen-
tleman from Michigan (Mr. CONYERS)

and our committee this year in the
Committee on the Judiciary. And we
are glad that the committee on which
I serve as a member and the gentleman

from Michigan (Mr. CONTSRS) serves as

a ranking member has worked hard in
a bipartisan fashion to get this legisla-
tion to the President's desk.

Madam Speaker, this is very impor-

tant legislation, primarily because we
are part of a supertechnological soci-

ety, and we have got to all get along.
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WIPO implementation and the impor- Carolina (Mr. COBLE), in producing this proper balance between copyright own-
rant explication of liability for those
service providers who knowingly trans-

mit infringing material on-line marks
a critical achievement for those of us

who support strong copyright protec-
tions and fairness.

When we started on this journey to-

ward passage today, we pledged to
work with the gentleman from Illinois

(Mr. HYDE), the gentleman from North
Carolina (Mr. COELE), and I thank them

very much for their work, and the gen-

tleman from Massachusetts (Mr.
FRANK) to get this done; also the good

work of the gentleman from Virginia
(Mr. BLILEY) and the gentleman from

Michigan (Mr. DINGELL), and the gen-
tleman from Louisiana (Mr. TAUZIN)

and the gentleman from Massachusetts
(Mr. MARKEY) for their good works and
many others. Members said it could

not be done. Members said, do it this
way, not that way. But we worked to-

gether, cooperatively and successfully.
I am very proud of the work that we

have done. We are strengthening do-

mestic copyright law and providing
leadership globally so that the United
States can continue to impress upon

other nations the importance of strong
copyright protection.

I am disappointed by some changes

that we agreed to make to get this bill
into law. I wish we could have done

more to strengthen the role of the Pat-
ent and Trademark Office within its

own agency. I would have preferred to

•see a database protection bill in this
legislation, but we were not able to get
that now. That means we will have to

start again early next year on that bill,

and that is something that we will all
work on together. I believe it can be
done.

I commend the gentleman from Illi-

nois (Mr. HYDE) and the gentleman
from North Carolina (Mr. COBLE) and

the gentleman from Massachusetts
(Mr. FRANX) for their haxd work: again,
on this bill and for the important role
that the gentleman from California

(Mr. BERMAN) played on the conference
committee.
. I commend the important copyright
industries, the telecommunications in-

dustry, the Nation's libraries and im-

portantly the guilds and unions for
working cooperatively with us to in-
form us of the needs they confront in a

digital environment. I am proud of the
product we have arrived at, and I am

also pleased to support it and urge all
of my colleagues to be able to support
this very important legislation for this

105th Congress.
Madam Speaker, I reserve the bal-

ance of my time.
Mr. BLILEY. Madam Speaker, I yield

myself 3 minutes.
Madam Speaker, I rise in support of

the conference report on H.R. 2281. I
would like to express my admiration

and appreciation for the hard work of
the chairman of the Committee on the

Judiciary, the gentleman from Illinois

(Mr. HYDE). andhis able subcommittee
chairman, the gentleman from North

important legislation. Through their
hard work we have been able to reach

consensus on historic legislation to im-

plement the WIPO copyright treaties.
I also would like to thank my rank-

ing member, the gentleman from

Michigan (Mr. DINGELL), and the gen-

tleman from Wisconsin (Mr. KLUG) and
the gentleman from virginia (Mr. BOU-
CHER), who. through their hard work,

have substantially improved this legis-
lation. As a result of their steadfast

commitment to the principle of fair

use, we have produced WIPO imple-
menting legislation of appropriate
scope and balance.

Mr. Chairman of the Committee on

Commerce, I am pleased to report that
the final bill reflects the two most im-

portant changes proposed by our com-

mittee. First, we have preserved a
strong fair use provision for the benefit
of libraries, universities and consumers

generally. Second, we have ensured

that manufacturers of popular tele-
communications, computer and con-
sumer electronic products are not sub-

ject to a design mandate in producing
new products, and that they, retailers,

and professional services can make
playability adjustments without fear of
liability.

Through the able efforts of the gen-

tleman from Louisiana (Mr. TAUZIN)
and the gentleman from Massachusetts
(Mr. MARKEY), we also have included

strong provisions on security systems

testing, encryption research, and soft-

ware interoperabllity development so
that these vital activities will con-

tinue. And we have included strong

consumer protection provisions. In
short, we have produced a bill that
shgtL_d help spur the growth of elec-

tronic commerce while protecting the
creative work of our Nation's content

community.

I urge my colleagues to support the
conference report.

Madam Speaker, I reserve the hal-

ance of my time.
Mr. DINGELL. Madam Speaker, I

yield myself 3 minutes.
Madam Speaker, I commend the dis-

tinguished gentleman from Virginia

(Mr. BLmEY), the distinguished gen-

tleman from Illinois (Mr. HYDE), the
distinguished gentleman from North
Carolina (Mr. COBLE), my good friend,

the gentleman from Michigan (Mr.
CONYERS), ranking member of the sub-

c6mmittee, and the gentlewoman from
Texas (Ms. JACKSON-LEE) for the fine
work which they have done on this par-
ticular matter.

I rise in strong support of the con-

ference report, which I believe will im-

plement two World Intellectual Prop-

erty Organisation copyright treaties.

The bill was produced through .the

hard work and the cooperation of two

committees, and it is the conference

committee that has largely adopted
the provisions which were added to the

bill by the Committee on Commerce.
We are now considering WIPO imple-

menting legislation that strikes a

ors and information consumers. It is

very clear to us that we need to have
the protection of the fair use provi-

sions which had previously been in the
• law. This we have done, We have in-

cluded strong privacy protection for
consumers. We have permitted elec-
tronic manufacturers to make design

adjustments to their products to en-
sure that consumers will receive the

best playback quality without fear of
liability. We have also added provisions

safeguarding encryption research, secu-
rity systems testing and computer
interoperability. At the same time we

gave content owners the tools to dis-
courage the production of illegal black

boxes which open the door to piracy.
Thus the bill will continue faster inno-

vation without stifling the growth of
eleetrdnic commerce.

The bill is a good one. I urge my col-
leagues to support it.

Madam Speaker, I reserve the bal-

ance of my time.
Mr. COBLE. Madam Speaker, I yield

2 minutes to the gentleman from Cali-
fornia (Mr. DREIER), who has been very

helpful and very supportive in this
matter.

Mr. DREIER. Madam Speaker, I

thank my friend from Greensboro for
yielding me this time and for his great
leadership, along with that of my
friend from Richmond, who has worked

long and hard on this. and the gen-
tleman from Thibodaux, Louisiana, and

my colleagues on the other side of the
aisle who have done a great job on this.

Clearly. as we look at the problems
that we face as a Nation, and as we

move rapidly towards this global econ-
omy, it is difficult to imagine an issue

that is much more important than
theft of intellectual property. Property
rights are an issue which we talk about
regularly, and implementation of this

WIPO treaty and our support of it is, I
believe, going to go a long way towards
ensuring that the property of individ-
uals is not in any way jeopardized.

If we look at figures, most recently
in 1996, there are estimates that $7.6
billion in theft of film, hooks, music"

and software has taken place, and
many of us believe that that figure has
actually gotten higher in the past 2

years. It is a problem which obviously
continues to be in the forefront and is

going to be there unless we have full
implementation of this.

We have U.S. industries involved in a

wide range of areas, and we are creat-
ing new ideas here in the United States
and are in the forefront as the world's

greatest information exporter and im-

porter. And as such, these new ideas
are creating opportunities for people

who steal these proposals. So that is
why implementation of WIPO is so im-

portant.
I want to say that as we look at not

only the film and entertainment indus-
tries, but the bioteoh industry and

what I believe will be many new indus-

tries that are developing in this coun-
try in the coming years. WIPO is so im-

portant for that. I urge my colleagues
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in a bipartisan way to support this ranking member, and all of those in charge a work of fiction, a book writ-
measure.

I again congratulate my colleagues
who played such a key role Jn working
with us on it.

Mr. CONYERS. Madam Speaker, I

yield myself such time as I may con-
_uTte.

I first wanted 1;o thank my colleague

and dean of the House, the gentleman
from Michigan (Mr. DINGELL), for shar-

ing this legislative product with us, he
and the Committee on Commerce and

the subcommittee of the Committee on

the Judiciary. I think everyone has
heard that we finally reached a conclu-

sion that I think may satisfy nearly
every Member in the House of Rep-
resentatives.

This Digital Millennium Copyright
Act, the legislation which was at one
time in a doubtful state of passage by

many, has now come before the floor.
And as the ranking member on the
Committee on the Judiciary, I am

proud to suggest that this is a biparti-
san product, a work that has been thor-

oughiy reviewed by two committees
and two subcommittees in this House

alone and is certainly worthy of being

signed into law by the President.
The WIPO implementation and the

Important explication of the liability
for those service providers who know-
ingly transmit infringing material on-

llne marks a critical achievement for

those of us who support strong copy-

right protection and the fairness that

goes with it.
When we started on the Journey to-

yard the l_ssage that I think is in
front of us, I pledged to work with the

gentleman from Hlinols (Mr. HYDE),
the gentleman from North Carolina
(Mr. COBLE), subcomznittee chairman,

and the ranking member, the gen-

tlems.u from Massachusetts (Mr.

FRANK), te make sure that this was

done. Although it was thought not to
be possible at the time, I-think this

work exemplifies the kind of biparti-
sanship that this Congress has and
should continue to have as we move

foi_vard in other matters.

I-1 1715

We are strengthening domestic copy-

right law and providing global leader-

ship so tidal this great Nation can con-

tinue to impress upon other nations
the Im_orta.uce of strong copyright

protection.
Now, not all the provisions have

reached a level of perfection. We might

have done more to strengthen the role
of the Patent and Trademark Office

within its own agency. This Member

would have preferred to see a database
lyroteetion bill included in the measure

before us. But that was not possible.
Which means that we will begin again

in the next Congress, all of us who are

so honored by our constituents to re-
turn. We will have to start all over

again in this area, and it is something

"hat I urge my colleagues in both com-

aittees to take seriously.

I again commend the chairman of the
Committee on Commerce, and the

the Judiciary that worked on it, The

gentleman from California (Mr. HOW-

ARD BERMAN) played an important role
in the conference committee. And so,
coo. of great assistance was the copy-

right industry, the telecommuul-

cations people, the Nation's libraries
and librarians, the unions and the

guilds who worked cooperatively with
us to inform us of the needs that they

confront in this digital environment.
I am proud of the product, and like

all the speakers before me. I urge its
favorable confirmation.

Madem Speaker, I would like to empt_asize
that it was my decision to share this time with

Mr. DINGELL, the Ranking member of the
House Commerce Committee. Under the

rules, all o! the time would trove come to the

Judiciary Committee, but I am deciding to
share the time for two reasons.

The first reason is the respect and fondness
that I hold tot the dean of the House, Mr. DI),)-

GELL. He asked that I share the time, and out

of respect for his leadership in the House, I
was happy to oblige.

Second the parliamentarian ruled that the

House Commerce Committee laad some legiti-
mate jurisdictional concerns over discrete as-

pects of the bill. As such House Commerce
Committee members were appointed during
the House-Senate conference, albeit in lesser
numbers. Mr. DINGELL and his Commerce

Committee colleagues played, a constructive

role in bringing this measure to the floor.
The shadng of the time should in no way

imply that the two committees are, in any way,
on equal footing from a juded'_tional perspec-

tive on this measure, but does recognize both

my great fondness for the gentleman from
Michigan, Mr. DINGELL and the very construc-
tive role that he played in bringing this matter
tothe _oor.

Madam Speaker. I reserve the bal-

ance of my time.
Mr. BLILEY. Madam Speaker. I yield

3 minutes to the gentleman from Lou-
isiana (Mr. TAUZIN), chairman of the
Subcommittee on Telecommuni-
cations. Trade. and Consumer Protec-

tion of the Committee on Commerce.

Mr. TAUZIN. Madazn Speaker, I

thank the chalrma_ for yielding me

this time. We all know, of come, that

we have long ago entered the informa-

tion age, but what we are about to

enid/ is the new information digital

age.
This WIPO Treaty implementation

bill is extremely important not just to
America and Americans but to citizens

of the world. As we enter this informa-

tion digital age, it becomes increas-

ingly easy for people te make perfect

copies of other people's works; their

music, their books, their videos, their

movies. In short, the WIPO treaty is an

attempt worldwide to protect those In-

tellectaal properties from thievery,

from duplication, from piracy.

How do we protect those works per-

fectly in a digit_l world and, at the

ssxne time. respect something pretty

critical to Americans: The free ex-

change of ideas and information; the

ability of any kid in America to walk

into a library and examine free of

ten by one of the masters, to see a

video, or to hear some music over the
radio, or to operate a simple device
like a VCR at home to see a movie

later that was played earlier in the
day? How do we protect the fair use of
those works of art, those intellectual

properties and, at the same time, pro-
tect them in a digit.at age?

This House dramatically improved
this bill as it left the Senate. As the

Senate had produced the bill, there

were no protections for citizens for
these fair uses of information in a li-

hrsxy, in a bookmobile, with a VCR. As

this bill now comes back to the House

and Senate from conference, the work

of the House Committee on the Judici-

exy, and the Committee on Commerce,

in particular, in making sure that
there was a balance between the free

exchange of ideas and protecting works
in a digital age, were protected in this
bill.

The right to do encryption research.

The right to be able to webca_t music

on the internet. All of these issues now

have been wrapped into an excellent

compromise that I think sets the stage
for the rest of the world to follow.

This is a critical day. America pro-
vides more information to the world

than any other country of the world.

Protecting those works in commerce is
critical. We set the rrmxk today with a
strong implementation bill, but we do
it carefully, respecting the right of

people to fair use in accessing informa-
tion in a free society; in making sure
that libraries and schools of thought in

universities can still do research, and
all of us can access information in a so-

ciety that so prides itself on free
speech and the free exchange of infor-
mation.

To all who have worked on it, the

c_ of the full conurtittees, and
te all the Members who have put in so

many hoUrs, this is a good dry, this is
a good bill.

Mr. CONYERS. Madam Speaker.
might I be informed how much time re-
mains on each side?

The SPEAKER pro tempore _Mrs.
EMERSON). The gentleman from Micld-
gan (Mr. CONYERS) has 2½ minutes re-

malning; the gentleman from Michigan
(Mr. DmGF_L) has 8½ minutes remain-

the gentleman from North Caro-
ilna (Mr. COBLE) has 3 minutes remain-

ing; and the gentleman from Virginia
(Mr. BLI_Y) has 5 minutes remaining.

Mr. CONYERS. Madam Speaker, I re-
serve the balance of my time.

Mr. DINGELL. Madam Speaker, I
yield back the balance of my time.

Mr. COBLE. Madam Speaker, did I
understand that I have 3 minutes re-

maining, and that I have the right to
close?

The SPEAKER pro tempere. That is
correct.

Mr. COBLE. Madam Speaker, I yield

2 minutes to the gentleman from
Michigan (Mr. KNOLLEZ'rSZRG). who au-

thored title III of this bill.
Mr. KNOLLE_NBERG. Madam Speak-

er, I rise in support of this bill, and I
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appreciate working with the gentleman erty rights but not interfere with free- out of anyone who puts something on

from North Carolina (Mr. COBLE). It
seems like it has been months, but

with the great effort put on by both

sides, we have done, I think, a mar-
velous job. and I am glad this feature is
included in the bill.

This provision I introduced ensures

that a computer owner may authorize

the activation of their computer by a

third party for the limited purpose of
servicing computer hardware compo-
nents. The specific problem is when the

computer is activated, the software is
copied into the ram. the random access

memory. This copy is protected under
section I17 of the copyright act, a.s In-

terpreted by the 4th and 9th Circuit
Courts of Appeals. This technical cor-

rection is extremely important to Inde-

pendent service organizations, or ISOs

as they are known, who, without this

legislation, are prohibited from turning

on a c_mer's computer.

A weight of litigation hs.s plagued

the computer repair market. The det-

rimental effect is that ISOs are pre-

vented from reading the diagnostics

software and. subsequently, cannot

service the computer's hardware.

The financial reality is that the

multibillion dollar nationwide ISO in-

dustry is at risk. This bill provides lan-

guage that authorizes third parties to
make such a copy for the limited use of
servicing computer hardware compo-
nent_s.

This provision does nothing to
threaten the integrity of the Copyright
Act and maintains all other protec-
tions under the act. The intent of the

Copyright Act is to protect and encour-

age a free marketplace of ideas. How-
ever, in this instance, it hurts the free
market by preventing ISOs from zervo

icing computers. Furthermore, it lira°
its the consumer's choice of who can

service their computer and how com-
petitive a fee can be charged.
I want to thank the gentlerns_ fl'om

North Carolina (Mr. COB_) for work°

Ing with me on this issue, and I urge

support of the bill.

Mr. CONYERS. Madam Speaker, I

yield the balance of my time to the
gentleman from Massachusetts (1VLr.-

FRANK), the ranking member of the
subcommittee, whose extraordinary

leadership was key to working out the
complicated previsions that have been
reflected.

Mr. FRANK of Massachusetts.

Madam Speaker, I thank my friend, the

gentleman from Michigan (Mr. CON-
YERS) for yielding, and I want to thank

my colleagues on that side for rescuing
this very important bill from the at-

tempted mugging that some Members
of the Republican leadership had in
mind. That was not one of the finest

hours of this Institution when this bill

got derailed because of a dispute about

a job.
Madam Speaker. I want to express

my satisfaction with what we worked

out. As Members have mentioned, we

have a tough situation here in which
we want to protect intellectual prop-

dom of expression. In the Committee
on the Judiciary. we worked very hard

in particular in trying to work out a
formula that would protect intellectual

property rights and not give the online
service providers an excessive incen-
tive to censor. That was the difficult

part. What I believe is a very Impor-

taut sign is that we were able to do

that.
I want to take this time to contrast

this with the failure to do a similar

reasonable compromise in the bill we

passed recently dealing with child por-

nography or. rather, pornography in

general, because in contrast to this
very careful compromise, and we in the
Committee on the Judiciary were very
focused on this because of our concern

for free speech, the House passed a bill

which includes language which pur-

ports to protect children against por-

nography which, in fact, goes way be-

yond that. I am speaking now because

I hope the President will be persuaded

to veto that bill.

We had a bill which says if someone

puts on to the Internet material which

is harmful to children, and children

can see it, they are criminally liable.
In other words, we are not dealing with

people who are aiming at children. We
also said. by the way, that that prohi-

bition applies to material which is not
obscene.

It is going to be stricken by the Su-

preme Court. but we should not have to
depend on the Supreme Court to defend
us. So I do want to contrast. It seems

to me very important to note the care
that we took in the Committee on the

Judiciary not to impede on free speech
and the lack of care that we have else-
wheTe_

Mr. CONYERS. Madam Speaker. will

the gentleman yield?

Mr. FRANK of Massachusetts. I yield

to the gentleman from Michigan.

Mr. CONYERS. Madam Speaker, do
the provisions in the bill that the gen-

tleman from Mmssachusetts (Mr.

FRANK) refers to apply to government

offices that do the same thing?

.Mr. FRANK of _husetts. We
lutd a conversation about the Start re-

port. and I think it is an open question

as to whether or not the Starr l_port
would have violated that provision.

The problem is this, and here. is what

we worked on: We have in this country
the freest speech in the world, if it is

oral, if it is written, if it is printed, but

we are developing a second line of law

which says electrouically°trausmAttsd

speech is not as constitutionally pro-

tected. We must reverse that trend or

we will erode our ow n freedoms.
Mr. BLILEY. Madam Speaker, I yield

I minute to the gentleman from Louisi-

ana (Mr. TAUZIN).

Mr. TAUZIN. Madam Speaker. I
thank the chairman for yielding.

Madam Speaker. I speak only to an-
swer the last. comments of the gen-

tleman from Massachusetts (Mr.

FRANK)= The bill we passed on online

pornography did not make criminals

the internet that may be harmful to

minors. What it did was to say that it
is criminal for someone to commer-

cially set up a pornography site with-

out establishing some way for parents

to be able to say no to that site in their
homes. That is all we did.

In fact, ifa parent wants to allow his

child into that pornographer's site, it

can. If the parent wants to look at it,

it can. It simply made criminal the act

of commercially providing that kind of

material without giving parents the

opportunity to say no to that material

coming into their house.

I hope the President signs that bill.

He ought to sign it. It is a good bill

that would give parents some control
over what comes over the Intsrnet and

is available to their children.

Mr. BLILEY. Madam Speaker, I yield

2 minutes to the gentleman from Flor-

ida (Mr. STEARNS).

Mr. STEARNS. Madam Speaker, a lot
of people have complained today and

the last couple of days that Congress
has not done anything. I think this bill
is a clear example of things we have

done. It is probably one of the most im-

portant bills that we have passed thls

Congress. It gives our Nation's copy_

right holders legal protection inter°

nationally to protect their copyright

works.

As the chalrnutn, the gentleman from

Louisiana (Mr. TAUZIN), mentioned.

every year billions of dollars are stolen

from American companies from illegal

piracy and theft. Aznerlcan companies

can now have the freedom to defend

their intellectual property.
As my colleagues may recall, the bill

as reported out of the CommAttse on
the Judiciary did not contain a deflnlo
tion of, "technologic, am protection

measure." Myself and other members
of the committee were concerned about

this lack of such a definition. It was

very problematic.
The committee agreed it was an im-

portant enough issue t5 state in its re-

pert that those measures covered by

the bill are those based upon

enoryPtion, scrambling, authentication

and some other measure which requires

the use of, quote, a key provided by a

copyright holder.
Another achievement of the con-

ference was to include specific report

language addressing the playability
concerns of product manufacturers.

The report explicitly provides that
manufacturers or professional servicers
of consumer electronics, telecommuni-

cations or computing products who

take steps solely to mitigate a
playability problem may not be
deemed to have violated either section
1201 or section 1202.

I would say _o my colleagues, we
have done something very important

today by passing, by recommending

this bill to all our colleagues. I urge all

my colleagues to vote for it. It is an-
other accomplishment in this session

of Congress.
Madam Spsakef. this Congress in my opin-

ion has been unfa_dy maligned abou_ our work
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product and our accomplishments. I think we textbooks, American ideas and creatlv- Because digital tecnnology facilitates an al-

have had two very successful sessions and
this bill is woof of our hard work.

in fact, tt-i_smay be the most important bill

that we pass tor this entire Congress. This
legislation will give our nation's copyright hold-

ers legaJ protec0on internationally to protect

• their copyright works.
Every yeaL billions of dollars are stolen

from Ameriuan companies from illegal piracy

and theft. American companies can now have
the freedom to defend their intellectual prop-

erty..

As my colleagues can apweciate, it has
been a long and hard process to get us to this

pek¢ I am l:_cula_ pleased that the con-
ferenoe report addressed issues that I had
been concerned about. I would like to com-

ment in particular on some of the most impor-
tant features of the bill.

As my colleagues may recall, the b_[I as re-
ported by the JudP.Jary Committee d_d not

contain a definition of "technological protection
rn&:qSure."

I and other members of the Commeme
Committee wore concerned that the lack of

such a definition was very problematic. The
Committee agreed it was an important enough

issue to state in its report that those measures
covered by the bill are those based on
encPjptlon, scrambling, authentication, or

some other measure which requires the use of
a =key" provided by a copyright owner.

Another achievement of the conference was

to include spe¢_c report language addressing

the "playabilify" concerns of product manufac-
turers.

The report explicitly provides that manufac-
turers er professional servicers of consumer

",.ctronies, telsoommuniuations, or computing
,x_ucts who take steps solely to mitigate a

playability problem may not be deemed to
have violated either section 1201 or section
1202.

By eliminating uncert_nty and establishing a
clear set of rules governing both analog and

digital devices, product designers should enjoy
the freedom to innovate and bring ever-more
exciting new products to market.

[3 1730

Mr. BLILEY. M_tdam Speaker, I Yield

the balance of my time to the gen-
tlema_ from New York (Mr. Lay__o), a
member of the committee.

The SPEAKER pro tempore (Mrs.
EMEZ_SON). The gentleman from New

York is recognized for 2 minutes.
Mr. LAZIO of New York. Madam

Chairman, let me begin by thanking
the gentleman from Virginia. the
chairman of the Committee on Com-

meroe, and the gentlen_n from Louisi-
ana, the subcommittee chairman, and

the gentleman from North Carolina,
who I have talked about many times.at

the back rail about this piece of legis-
lation over here, and certainly the gen-
tlemen from the other side.

Madam Speaker, I rise in strong sup-

Port of this strong balanced bill that

we have before us today. The United
States must lead the way on copyright

law because we have the most at stake.

_'" are far and away the world's largest

tor, producer _d exporter of copy°
_ted works. Whether it is movies,

.m_lc. computer innovation or school

try means jobs, exports and economic
vitality.

Copyright law provides incentive t_

invest In intellectual property, but
without strong WYPO protections, this
incentive will decline and the Nation
will be at a loss because o/it.

We must protect American copyright

workers from the theft of their prop-
erty. while maintaining the permitted
use of copyrighted works for education,
research, and criticism. That is what
this bill does.

As the undisputed leader in intellec-
tual property, the U.S. has the most to

gain from strong international copy-
right laws. Our laws should be. and will
be, the model for the rest of the world

to follow. We have the privilege to set
the stage and the responsibility to do

it right.
The copyright industry is growing

nearly three times as fast as the rest of
the U.S. economy. The numbers are ex-

traordinary. We are talking about al-

most 3 percent of the U.S. work force,

with exports of over $60 billion.
I urge my colleagues to think about

the extraordinary opportunities that
await us as consumers, as parents, and
as offloials concerned about the U.S.

economy. By providing the appropriate
stimulus to copyright owners, a stimu-
lus first established in the Constitu-
tion. we allow the electronic market-

place to be the great boon to America
that it promises to be.

Mr. COBLE. Msdarn Speaker. I yield
myself the balance of my time.

Madam Speaker, it has been men-

tioned about the importance of d_ta
base, the importance of Patent and

trademark. These are two areas,
Madam Speaker, that cry out to be ad-
dressed, and I regret that they were not

addressed in a proper and fitting way
this session. I hope it ua_ be done next
time. In the 106th session the Congress.
I think, from what I have heard today,

It will be generously laced with bipar-
ti_p, and I feel optimistic about
that.

Having said that, I want to again
thank everybody who placed their oars
into these waters and I urge the adop-
tion of the conference rePort on H.R.
2281.

Mr. MARKEY. Madam Speaker, I strongly
support passing this bill which implements the

Wodd Intellectual Property Organization

ONIPO)treat_.
As the digital revolution sweeps over indus-

tries and countries it will provide new opportu-
nities for market grow_ and innevation, easier
access to remote intormalJon, and new dis*

l_ibutlen channels for products and services.

The United States dearly leads the wcdd in
software preducts such as computer pro-
grams, movies, music, books and other multi-

media products. In a post-GA'l-r, post-NAFTA
environment--in which we have made an im-

plicit national economic decision to essentially

let low-end jobs go and migrate to developing

countries--we have an obligation as policy-
makers to ensure that we establish the climate

in which America garners the lion's share of
the high end, knewiedga-based jobs o| the

new global economy.

most effortless abitit_to transmit digitized soft-
ware information across national borders and

sLso permits exact copies of such work to be
made, it is vitally important that the United

Slates take steps to update existing laws by

cyt_rspace. There's no question that protect-
ing the interests of copyright holders will mean

_at '_e content community willfeel more se-
cure in releasing their works into a digital envi-
ronment. Because of the worldwide nature of

elec_o_c commerce today, it also becomes
imperatiye that we establish treaties with other

countries ensuring that our intellectuaJ proP-

erty.--in other words, our high tech jobs--are
not compromised overseas.

In deliberating upon this legislation, this
Commerce Committee sought to better bal-

anco competing interests. This has not been

an easy task. Enc_ption research issues, pri-
vacy implications, fair use rights, reverse engi-

neering, and other issues are complicated but
represent meaningful public policy perspec-
tives. I am pleased that the bill before us has

taken great strides to see that these issues
are .addressed property and fairly.

In particular, I commend the conferees for
retaining the language tt_t I offered in Corn-.

miftee protecting the individual pdvacy tights
of consumers. This language gives an incen-

tive to the content community to be above
board with consumers with respect to persona]

information that is gathered by technological
protection measures or the content or software
tt_t it contains or protects. If consumers are

given notice of these practices and an oppor-
funity to prohibit or curtail such information

gathering then technological protection meas-
ures could not be legally defeated. On the

other hand, consumers are within their legal
rights to defeat such measures if their per-
sonal privacy is being undermined without nm

IP..,e or the right to say "no" to such practices.
This is a good privacy provision that leaves to

the iedustty the question of whether they want
to conspicuously provide notice to consumers
of their privacy rights, extending as well the

opportunity for a consumer to effec0vely object
to any personal data gathering, and in so
doing prevent the defeat of technological pro-
tection measures designed to protest the in-

dustry's products.
I want to thank Chairman BULEY, Mr. DIN..

GELL, Chalrnlan TAUZIN, Mr. WAXMJ_, and

many other members for the incredible
amount of time and effort that has been put

into the effort of resolving outstanding issues.
And I want to thank, the members ol the Judi-

ciary Committee, Chairman HYDE, Chairman
COSLE, Mr. CONYERS, Mr. FRANK, Mr. BERMAN
and others for their excellent work on these

issues. This is a good conference repert and

I urge members to enthusiastically support it.
Mr. BERMAN. Madam Speaker, I am very

gra'_fied that we finally have before us today
the conference report on H.R. 2281, the Digi-

tal Millennium Copyright Act. Enactment o! this

legislation will make it possible for the United
States to adhere to the Wodd Intellectual

Property Organization (WIPO) Copyright Trea-

ty, snd to the WIPO Performances and
Phonograms Treaty.

These treaties, in turn will lead to better

legal pmtecSons fo_ U.S. copyrighted mate-
rials---movies, recordings, music, computer

programs, videogames, and text materials--
mound the wodd, and thus willcontribute to

increased U.S, exports and foreign sales of
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this valuable intellectual property, and to a de-

crease in the unacceptably large levels of pi-
racy these products experience today in far

too many overseas markets. As the global

market for copyrighted materials increasingly
becomes a digitized, networked market, there

is no step that Congress can take that is more
important for the promotion of global electronic
commerce in the fruits of Americans creativity.

This bill is the fruit of many long months of
labor and I salute all of those inside and out-

side this body who worked long and hard to-
gether to achieve this goal.

Ms. JACKSON-LEE of Texas. Madam

Speaker, thank you for the opportunity to

speak on this !mpcrtant bill, H.R. 2281, which
amends title 17, of the United States Code.

This Bill implements Wodd Intellectual Prop-
erty Organization's sponsored copyright agree-
rcents signed by the United States in Geneva,

Switzerland. It also limits the liability on-line

and Intemet service providers may incur as a

result of transmissions traveling through their
networks and systems.

Certainly, we all agree that the Internet, the
information superhighway, has enhanced and

changed our medium of communication for-

ever. With this evolution in technology, the law
must conform to provide protection for copy-
righted material that is transmitted through this

revolutionary tool.
In December 1996, the World Intellectual

Property Organization convened to negotiate
multilateral treaties to protect copyrighted ma-

terial in the digital environment and to provide
stronger international protection for American

recording a,'lJsts. This bill does not require any
substantive changes in the existing copyright
laws.

Also, this bill includes language intended to
guard against interference with privacy; per-
mits institutions of higher education to con-

tinue the fair use of copyrighted material; and
a provision to protect service p_'oviders from

lawsuits when they act to assist copyright
owners in limiting and preventing infringement.

H.R. 2281, provides substanttal protection to

prevent on-line theft of copyrighted materials.
This bill demonstrates our commitment to pro-
tecting the persona] rights and property of
American c_tizens. More important_, it works

to eradicate crime and protect the inteflectuai
property dghts of America's corporations.
Thus, I am compelled to support this bill.

Mr. DELAHUNT. Madam Speaker, I join my
colleagues on the Subcommittee on Courts

and Intellectual Property in support of the con-
ference agreemenL This bill and the treaties it
would implement are of vital importance to

America's copynght industries, and 1 congratu-

late the conferees on reaching a hard-won
agreement in time to send it to the President
this year.

The purpose of the treaties is to help curb

international piracy of copyrighted works---

which costs our country billions of dollars
every year--by raising the sta,m:tards for inter-
national copyright protection.

Few states are as seriously affected by soft-

ware piracy as Massachusetts, which is home

to some of the worlds leading publishing, in-

formation technology and software companies.
Last year, some 2,200 Massachusetts-based

software companies had 130,000 employees
and combined revenues of $7.8 billion.

Piracy has always been a problem for these

companies, but with the advent of the digital

age, it has reached epidemic proportions. The
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ability to make perfect digital copies at the
click of a meuse--of CDs, movies, and com-

puter programs, has been a tremendous bene-
fit to consumers. But is has also created an

enormous black market for pirated copies of
these works that are indistinguishable from the

originals. Indistinguishable except for the fact
that the profits go to criminals running under-

ground operations in places like China and
Thailand, rather than to the Amedcan authors,

composers, songwriters, tilmmakers and serf-
ware developers whose livelihoods depend

upon the royalties they earn from sale of their
works.

The enactment of this legislation is a major
milestone in the battle to ensure that American

creativity enjoys the same protection abroad
that we provide here at home.

I must voice one regret regarding the failure
of the conferees to retain the House-passed

provision incorporating H.R. 2652, the Collec-

tions of Information Antipiracy Act. This meas-
ure would have prohibited the misappropria-

tion for commercial purposes of "databases"
whose compilation has required the invest-
ment of substantial time and resources.

Like other digitized information, databases
can be easily copied and disthbuted by un-

scrupulous competitors. Yet the people who
create and maintain these compilations can do
little to deter or punish this behavior, because

most databases are net protected under cur-

rent Copyright law.
H.R. 2652 would have amended the copy-

nght law to provide effeetive legal protection
against database piracy. Without this protec-

tion, companies will have I_e incentive to
continue to invest their time and money in
database development, and the public will pay

the p-ice.
I hope that the subcommittee will revisit this

subject early in the next Congress, and I in-

teed to do all I can to see that this or similar
legislation is enacted into law.

Mr._I_OODLA'I-rE. Madam Speaker, I rise
today in support of H.R. 2281, the Digital Mil-

lennium Copyright Act. I would like to thank
both Chairman COBLE and Chairman HYOE for

their leadership on this issue. Additionally, I

would like to thank them again for asking me
to lead the negotiations between the various
parties on the issue of on-line service provider

liability for copyright infringement, which is in-
cluded in this important bill.

The issue of liability for on-line copyright in-
fringement, espeolaily where it involves third

parties, is diffcutt and complex. For me per-

sonally, this issue is not a new one: dunng the
104th Congress, then-Chairman Carlos Moor-

head asked me to lead negotiations, between
the parties. Atitmugh I held numerous meet-
ings involving members of the content commu-

nity and members of the service provider corn-
munity, unfortunately we were not able to re-
solve this issue.

At the beginning of the 105th Congress,
Chairman COBEL asked me to again lead the
negotiations between the partles on this issue.

After a great deal of meetings and negotiation

sessions, the" copyright community .and the

service provider communffy were able to suc-
cessfully reach agreement. That agreement is

included in the bill we are considering today.
No one is happier, except maybe those in

each community who spent countless hours

and a great deal of effort trying to reach
agreement, than I am with the agreement con-
tained in this bill.
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Madam Speaker. this is a critisal issue to

the development of the Intemet, and I believe
that both sides in this debate need each other.
If America's creators do not believe that their

works will be protected when they put them
on-line, then the Intemet will lack the creative

content it needs to reach its true potential.
And if America's service providers are subject

to litigation fcr the acts ol third parties at the
drop of a hat, they will lack the incentive to

provide quick and eff'c.ient access to the Inter-

neL The provisions of H.R. 2281 will allow the
Intemet to flourish, and I believe will prove to

be a win-win not only for both sides, but for
consumers, manufacturers, and Internet users

throughout the nation.
I would also lille to disoJss the impedance

of the Wodd Intellectual Property Organization

treaties, and this accompanying implementing
legislation, which are critical to protecting U.S.
copyrights overseas. Tl_e United States is the

wodd leader in intellectual property. We export

billions of dollars worth of creative works every
year in the form of software, books, videm

tapes, and records. Our ability to create so
many quality products has become a bulwark

of our national economy, and it is vital that
copyright protection for these products not

stop at our borders. International protection of
U.S. copyrights will be of tremendous benefit

to our economy--but we need to ratify the
WIPO treaties for this to happen, and we need
to pass this legislation to ratify the treaties.

I would also like to express nly understand-
ing of the intent behind the provisions of H.R.
2281 that address certain technologies used
to control copying of motion pictures in analog

form on videocassetta recorders, provisions
that were not part of either the original House
or Senate bills. That section establishes cer-

tain requirements only for analog video-
cassette recorders, analog videocassetta

carneorders, and professional analog video-
cassette recorders.

In other words, these requirements exist
only in the "analog" wodd. The limitations, for

instance, with respect to certain transmissions
apply only with respect to these transmissions

in analog form.
The intent of the conferees is that these

provisions do not establish any obligations
with respect to d_gitai technologies, including

cornp_ers or software. Cop:'dght owners are
free to use these or any other forms of copy
control technology to protect their works in the

"digital" wodd, including in any digital broad-
casts, transmissions, or copies.

It is also my understanding that the intent of

the conferees is that this provision neither as-
tab(ishes, nor should it be interpreted as es-

tablishtng, a precedent for Congress to legis-
late speolfic standards or specific technologies

to be used as technological protection meas-
ures, particularly with respect to computers
and software. While it is not the intent of the

conferees to prejudice or affect ongoing nego-

tiations over digital video technology, it may
become necessary in the future for Congress
to consider protections for audiovisual works

in the digital environmenL
The conferees understand that technology

develops best and most rapidly in response to
marketplace forces, and believe that private

parties should be free to apply their ingenuity
to develop even better and more effective

technologies.
Finally, regulatory agencies should not in-

volve themselves in establishing specific
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standards in the digital medium, in particular creasing importance that new communications articles of commerce, such as consumer elec-

for software and computers. The technology
changes far ton fast, much more rapidly than

regulatory standards. Therefore, regulation in
this area is likely to impede, or in some cases

even discourage, the development of new
technologies.

This bill is critical net only because ff will
allow the thtamet to flourish, b_ also because
it ensures that Amenca will remain the wodd

fearer in the development of intel_ual prop-

erty. I urge each of my colleagues to support
the conference report to H.R. 2281.

Mr. KLUG. Madam Speaker, I dse today in
strong support of the conference report on

H.R. 2281, and to acknowledge my apprecia-
tion of the efforts expanded to create a ration-

at, balarmed bill for the 21st Century.
About two months ago, I stood on this floor

and recognized that this Congress faced a dif-

flcoit balancing act. One the one hand, there
is concern for protecting the American creative

community_e who make movies and tele-
vision shows and soltwa_e and books. On the

other hand, in an era of exploding information,

and where increasingly l_ving inforrr_l_on is

having power, we have a heightened oblige-
lion to ensure access to that (nfurmation. We

should not be changing the rules of the road

in the middle of the game, creating a pay per
view environment in which the use of a library
card always carnes a fee and where the flow

of information comes with a meter that rings
up a charge every time the Internet is
accessed.

With t_e support of the House Commerce

Comm_ee, under the leadership of Chairman
BULEY. RepresentatNe DINGELL, Representa-
t_-e TAUZtN, Representative MAP.t_'Y. and,

significantly, Rap_esentative BOUCHER,

,re were able to implement two changes to the
bill to instill the balance envisioned by our

constitutional architects and in the long tradi-
tion of the Commerce Committee. The first

change ensured that information users will
continue to utilize informaEon on a "lair u.se"

basis, netwiff-_stan_ng the prohibition on cir-

cumvention. The second change allowed man*
utasturere of a wide array of consumer prod-
ucts O'scertainty _ design decisions could
be made solely on the basis of technological
innov_tior'_ and consumer demand, not the dlo*

fates of the legal system.
These critical provisions were regrettably

not part of the Senate-passed version of the
legislation and, consequently, required nego-
tiation in conference. Although I was net a for-

mat part of the House-Senate conference, I

am pleased to support the outcome of those
disct,msions, and to single out the dedicated
efforts of Chairman BULEY, Representath'e

TAUZJN, Representative. DINGELL, Justin Lilley,
Andy Levin, and Whitney Fox to preserve the

important improvements wrought by the House
Commerce Committee.

The conference report reflects a number of

compromises, three of which I would like
to di_. First, the conferees maintain the
strong fair use provision the Commerce Com-

rr_ttee crafted, for the benefit of libraries, uni-

versities, and consumers generally. Section
1201(c)(3) exptioltly provides a meaningful

role, in determining whether fair use rights are

or are likely to be adversely affected, for the
"sistant Secretary of Commerce for Commu-
aeons and Information in the mandated

_ulemaking. I trust that the recommendations
made by the Assistant Secretary, given the in-

devices have in information delivery, will be
accorded a central, deferential role in the for-

mal rutemaking process.
The second change the conferees insisted

upon was a "no mandate" provision. This lan-

guage ensures that manufacturers ot future
digital telecommunications, computer, and
consumer electronics products will have the

freedom to choose parts and components in
des_ning new equipment. Specif_al_, Section

1201(c)(3) provides that nothing in the sub-
section requires that the design of, or design

and selection of parts and components for, a
consumer electronics, telecommunications, or

computer product provide for a response to

any particular technelngical measure, so long
as the device does not otherwise violate the

section. With my colleague from Virginia, Rep-
resentabve BOUCHER, I originally persuaded
the members of the Commerce Committee to

delete the "so long as" phrase of the odginal

Senate version. Our thinking, confirmed by
comm_ee counsel, was that this language
was not just circular, but created serious ambP

getty and uncertainty for product manufactur-
ers because it was not clear whether a court,

judging the ckcumstances after the fact, would
fled that specific products fell within the scope

of this provision and thus had to be designed
to respond to protection measures. And, it is
entirely poss_e that these protective meas-

ures may require conflicting responses by the
products.

The conferees added back the language we
struck, but in a context in which the "so long
as" clause had some clear, understandable

rnear_ng.The language agreed to by the con-
ferees mandates a response by SpecJfisd ana-
log devices to two known analog protection

measures, thereby limiting the applicability of
the "so long as" clause. In my opinion, spell-

ing out this single, specific limitation will pro-
vide manufacturers, particularly those working
on innovative digital products, the certainty

they need to design their products to respond
to market conditions° not the threat of lawsuits.

Both of these changes share one other im-
portant characteristic. Given the language con-

talned in the Jodic_ary Committee's original
bill, specifically sections 1201 (a)(1), (a)(2), and

(b)(t), there was great reason to believe that

one of the fundamental laws of copyright was
about to be ovenufed. That law, k_own as
Sony _tion of America v. Universal Stu-
dios, 464 U.S. 417 (198), reinforced the cen-

turies-old concept of fair use. It also validated

the legitimacy of products if capable of sub-
stan_al non-infringing uses. The original ver-
sion of the legislation threatened this standard,

imposing liability on device manufacturers if
the product is of limited commercial value.

Now. I'm not a lawyer, but it seems irra-

tional to me to change the standard without at
least some modest showing that such a

change is necessary. And, changing the
standard, in a very real sense, threatens the
L,ery innovation and ingenu_ that have been

the hallmark of American products, both hard-
ware and content-related. rm very pleased

that the conferees have meaningfully cladfied

that the Sony decision remains valid law. They

have also successfully limited the interpreta-
tion of Sections 1201 (a)(2) and (b)(1), the "de-

vice" provisions, to 0ut]aw only those products
having no legitimate purpose. As the con-

ference report makes clear, these two sections
now must be read to support, not stifle, staple

tronics, telecommunications, and computer

products used by businesses and consumers

everyday, for perfectly legitimate purposes.
Finally, the conferees included specific lan-

guage allowing product manufacturers to ad-
just their products to accommodate adverse

effects caused by technological protection
measures and copyright management infom_

tion systems. These measures could have the
effect oi materially degra_ng authorized per-

formances or displays of works, or causing re-
curring appreciably adverse effects. 8ut, there
was real fear in the manufacturing and retail

communities of liability for circumvention if
they took steps to mitigate the problem. I also

felt particularly strong that consumers have
the right to expect that the products they pur-
chase will live up to their expectations and the

retailing hype. So, the Commerce Committee
faced another balancing act--preserving the
value ol the creative community while also at-

fording consumers some basic protections and

guarantees.
We were only able to achieve directive re-

port language on "playability" in the committee

process. Using the base established by the
Commerce Committee, the conferees were

able to craft explicit language exempting mak-
ers and servicers of consumer electronics,

telecommunications, or computing products

from liability if acting solely to mitigate
playability problems. With this absolute assur-
ance of freedom from suit under such cir-

cumstances, manufacturers should feel free to
make product adjustments, and retailers, and

professio_ services should net be burdened

with the threat of litigation in repairing prod-
ucts for their customers.

In short, the conference report achieves the

goat of implementing the WIPO treaties. But
we have done so in a thoughtful, balanced

manner that promotes product development
and information usage, indeed the very
"progress of Science and the useful arts" set

forth in the Consfn'ufion. I urge my colleagues
to vote for this legislation and yield beck the
balance of my time.

The SPEAKER pro tempore. The
question is on the motion offered by

the gent]ernan from North Carolina

(I%$-r..COBLE)that the House suspend the

rules and agree to the conference re-

port on the bill, H.R. 2281.
The question was taken; and (two-

thirds having voted in favor thereof)

the rules were suspended and the con-
ference report was agreed to.

A motion to reconsider was laid on

the table.

MESSAGE FROM THE SENATE

A message from the Senate by Mr.

Lundregan. one of its clerks, an-

nounced that the Senate had passed
without amendment a joint resolution
of the House of the following title:

H.J. Res. 134. Joint Resolution making fur-
ther continuing appropriations for the fiscal
year 1999. and for uther purposes.

ANNOUNCEMENT OF INTENTION TO
OFFER RESOLUTION RAISING

QUESTION OF PRIVILEGES OF
THE HOUSE

Mr. TRAFICANT. Madam Chairman,

pursuant to clause 2(a)(D of rule IX. I
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